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This paper summarizes the key differences (list item 1 to 5 below) between the ITU-T draft Recommendation [1] on security and the SA5 IRP Security Requirements [2] and solutions.

Since the SA5 IRP Security solutions do not exist yet, the information used for the comparison of solution (item 4 below) is based on Ericsson’s proposal [3].

This paper identifies the differences.  Readers should not conclude that the ITU-T and SA5 security requirements are different.  In fact, many requirements are identical (but they are not listed in this paper) and for them, we should strive for identical solution. 

1 The ITU-T draft cites in its Summary"...It focuses specifically on the security aspect of the management plane for network elements (NE) and management systems (MS), which are part of the network infrastructure".  The 3GPP SA5 security requirement focuses only on the IRPAgent (i.e., the ITU-T MS) and not NE(s).  This is an important difference since the number of NE(s) is much larger than the number of IRPAgents in 3G networks and therefore, security solution for them can be different.

2 ITU-T draft Summary cites "…specifies baseline security requirements for cryptographic algorithms, authentication, administration, management of NE/MS, management communications, and NE/MS development and delivery."  3GPP SA5 security requirement and solutions exclude the standardization of security aspects relating to security “administration”, security “management of NE” and “NE/MS development and delivery”.

3 The ITU-T draft discusses the security issues related to user-login, user account etc.  3GPP SA5 security requirement does not concern itself with user (e.g., operator John and Mary) login and user account management.  3GPP SA5 security authentication and access control are related to IRPManager (e.g., a large computer system/system process that can handle multiple users.)

4 The ITU-T draft lists the CORBA security solution as published by OMG.  3GPP SA5 security CORBA SS should also recommend the use of OMG published CORBA security solution but it should select a sub-set. 

5 The ITU-T draft identifies the possible threats implying recommended solution is needed to guard against them.  3GPP SA5 have also identify threats but 3GPP threat table is smaller (e.g., 3GPP have not decided if denial of service is a threat on Itf-N and if 3GPP needs to recommend a security solution.)
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