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1 Introduction and Executive Summary

1.1 Session data
The RG session was held on Q1 and Q2 30/3/2004 and Q3 and Q4 1/4/2004
The following Tdocs were input to this session:
	Type
	Input Tdoc#

-> Output Tdoc#

(if changed)
	Affected TS(s)
	Rel
	Title
	Source
	Input Status
	Reviewed
	Output Status

	Report
	S5-046111r4
	-
	-
	SWGC-37 WT01-RG-report
	Convenor: Huawei
	New
	Yes
	RG Approved (with minor updates)

	Discussion paper
	S5-046132
	32.373
	R6
	E IRP Security on CORBA SS v7
	Ericsson
	Resubmitted
	Yes
	RG noted

	Discussion paper
	S5-046332
	
	
	Comments on ITU-T security LS
	Ericsson
	New
	Yes
	Included in LS response

	Discussion paper
	S5-046338
	
	
	Response to ITU-T LS
	Lucent
	New
	Yes 
	Included in LS response

	Draft  IS
	S5-046358
	32.372
	R6
	Huawei WT01 Authentication and Authorisation over Itf-N
	Huawei
	New
	No
	To be resubmitted

	Draft  IS
	S5-046359
	32.372
	R6
	Huawei WT01 Authentication of IRPManager
	Huawei
	New
	Yes
	To be resubmitted

	Draft  IS
	S5-046360
	32.372
	R6
	Huawei WT01 Authorisation of IRPManager
	Huawei
	New
	Yes
	To be resubmitted

	Draft  IS
	S5-046361
	32.372
	R6
	Huawei WT01 Security Management  IS
	Huawei
	New
	No
	To be resubmitted

	Draft  IS
	S5-046362
	32.372
	R6
	Huawei WT01 Security Activity log
	Huawei
	New
	Yes
	To be resubmitted

	Discussion paper
	S5-046363
	32.372
	R6
	WT01 security issues related to Itf-N


	Huawei
	Resubmitted
	No
	To be resubmitted

	Discussion paper
	S5-046364
	32.372
	R6
	Threat scenarios v2


	Nortel
	Resubmitted 
	Yes
	RG noted, incorporate in new 

Annex to 32.372


1.2 Executive summary

1.2.1 Achievements of this meeting
7 of the 10 contributions submitted were reviewed in the meeting.

S5-046373r1 (now S5-046378) response to LS27-SG4-REVISION2 (SG4-draft-on-security) was prepared and approved. SA5-SWGC are asked to approve this LS
S5-046359, 60, and 62 Huawei WT01 Security Management IS parts will be updated and resubmitted.
S5-046338 (Lucent) and S5-046332 (Ericsson) formed the basis of S5-046373. See above.
S5-046132 was reviewed. RG understands the author’s intend and contribution noted.
S5-046364 was reviewed and agreed with minor changes
Need for additional documentation describing lower layer security for Release 6 as well as the Security IRP was identified and agreed by RG. This will be included as an annex to the IS.
1.2.2 Total achievements and progress of this WT/RG in the current release 

· Achievements:


LS response to ITU-T prepared

· Percentage of completion:
35%
· Problems:


None.
1.2.3 Action requested by (and information to be forwarded to) SWG-C/D / SA5 

1. The RG requests SWG-C/D SA5 to approve the following documents (and forward the CRs to the TSG SA plenary):
	Type
	Output Tdoc (s)
	TS
	Release
	Title 
	Relation to other CR (if any)(e.g. Parent/Child or same CR for two releases)

	LS
	S5-046373r1
	
	R6
	LS to ITU-T
	-


2. For information to SA:

None
3. Documents requested to be withdrawn: 

None.
4. Any other action requested by SWG-C/D SA5:

None.
2 Approval of the last meeting report

The report from #37 meeting in Malaga was approved with a minor change. 

3 Action items 

	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	#36bis
.1
	Security requirements shall be classified in to 2 levels by the impact on Itf-N.[Note: RG agrees to modify this action item as such in #37 meeting]
	Rel-6
	Nortel
	Closed
	WT01
	Meeting #37

	#37
.1
	ITU-T SG4 security draft specification shall be forwarded to SA3
	Rel-6
	Nortel
	Closed, to be confirmed
	WT01
	Meeting #37bis

	#37
.2
	A liaison letter shall be sent to SA3 to see if it is possible to have a joint meeting with SA3 in Beijing in May.
	Rel-6
	Nortel
	Closed, to be confirmed
	WT01
	Meeting #37bis

	#37

.3
	Review 33.210 and bring comments to the next meeting
	
	Group
	Closed
	WT01
	Meeting 

#37bis

	#37

.4
	Review S5-042107, liaison document from SG4 and Nortel initiate e-mail discussion before the next meeting
	
	Group
	Closed
	WT01
	Meeting 

#37bis

	#37.5
	Inform SWG-A about changing IP to transport and OAM to OAM&P in the architecture.
	Rel-6
	Huawei
	Open
	WT01
	Meeting 

#38

	#37bis.1
	Include support for mutual authentication in authentication class diagram and include Use Case for security session and list security session, and sequence charts showing Bulk CM and Alarm IRP.
	Rel-6
	Huawei
	Open
	WT01
	Meeting 

#38

	#37bis.2
	Check which notifications are standard or available in OMG
	Rel-6
	Huawei
	Open
	WT01
	Meeting 

#38

	#37bis.3
	Start E-mail discussion to decide what should be logged in Security Activity log.
	Rel-6
	T-Mobile
	Open
	WT01
	Meeting 

#38

	#37bis.4
	Motorola and Huawei work together on log alignment
	Rel-6
	Huawei/Motorola
	Open
	WT01
	Meeting 

#38

	#37bis.5
	Granularity levels: everyone consider granularity levels for authorisation prior to next meeting. Ericsson will lead e-mail discussion.
	Rel-6
	Everyone/Ericsson
	Open
	WT01
	Meeting 

#38

	#37bis.6
	Nortel to draft a short security document describing lower layer security (IPsec, SSL/TLS and SSH) for securing the underlying transport network.
	Rel-6
	Nortel
	Open
	WT01
	Meeting #38


4 Review of input documents
4.1 Tdoc S5- 046338 (Comments on ITU-T security LS; Lucent)

Presented by John Islip

Questions: 

Comments:

· These comments are similar to comments already received by ITU-T from ETSI.
· SA5’s comments on the LS will be separate to any comments from SA3. SA5 will not try to coordinate comments from 3GPP

· SA5 need a short transport layer security document

· Ericsson – ITU-T should provide this

· A short document for Rel-6 which will be superseded by the ITU-T document for Release-7 was proposed. This is because 3GPP Release 6 timescales cannot wait for the ITU-T document to be agreed.

· Lucent – emphasise that different deployments are subject to different threats.

Conclusion: 

Agreed: Nortel will draft a short transport layer document. This will be incorporated as an appendix to the Security IS and it will also be submitted to ITU-T.
Action: Lucent, Huawei and Nortel to produce a draft LS prior to the WT01 session on 1st April which will incorporate the content of this contribution.
4.2 Tdoc S5-046332 (Comments on ITU-T security LS; Ericsson)

Presented by Edwin Tse

Questions: 

Comments: 
· This paper outlined the differences between the ITU-T document and SA5’s Itf-N system

· Lucent – some topics such as Software Management are in SA5’s Release-7 plan.

· Nortel – this is a collaborative environment in which ETSI and T1M1 are already working.

Conclusion: 

Incorporate the contents of this paper in the LS statement (see 4.1 above) to ITU-T SG4, modifying the second bullet point to replace “…exclude…” with “…SA5 are currently not focussing on…”
4.3 Tdoc S5-046132 (E IRP Security on CORBA SS v7; Ericsson)

Presented by Edwin Tse
Questions: 

· Will CORBA solution run over TLS or IPsec as well as SSL?
· Has the mapping of requirements into commercially available ORBs been checked?
· Can Bulk CM security requirements be met without level 2 access control?

Comments:

· This document proposes a solution that includes a set of IRP specifications, some secured some not secured.

· Lucent - many security related issues are not dynamic. Security layers are either needed or not needed permanently.

· Siemens - want to have a choice of using secured IRP/non-secured IRP dependent on the IRPManager. Thus may want security for some IRPManagers/IRP’s in a solution.

· T-Mobile – Security of Bulk CM is of prime importance. Security requirements of Itf-N do not change dynamically but may be selective.

· Huawei – granularity of IPsec can take into account source/destination IP addresses for transport layer security.

· Huawei – should use TLS not SSL because it provides better security and is standardised by IETF. 
· Nortel- must use TLS or SSL 3.0 because SSL 2.0 has known security weaknesses.
· Ericsson – want to use OMG for CORBA SS, and think vendor should provide vendor specific access control above level 1.
· Ericsson only proposes non-repudiation for Bulk CM. This allows files to be validated and is separate to a security log.
· T-Mobile expressed concern about level 2 access control not being proposed for Release-6. Can Bulk CM security requirements be met without it?
Conclusion: 

No RG consensus was reached.

4.4 Tdoc S5-046364 (Threat scenarios v2; Nortel)
Presented by Mike Lee

Questions: 

Comments:

· Slides updated from Malaga
· Change O&M to OAM&P.

Conclusion: 

Agreed with minor changes 
4.5 Tdoc S5-046373  (Response to LS27-SG4-REVISION2 (SG4-draft-on-security) ; Huawei/Lucent)

Presented by Veronica Ayers

Questions: 

Comments:

Conclusion: 

This was reorganised and modified by RG to r1. Agreed for submission for approval to SWG-C plenary.

4.6 Tdoc S5-046358 (Huawei WT01 Authentication of IRPManager; Huawei)

Presented by Veronica Ayers
Questions: 
Comments:

· Ericsson – would like to include stateless and statefull authentication in solution.
· Nortel mentioned that baseline authentication may be password based.

· Ericsson wants to standardise on credentials. Both passwords and credentials are supported by CORBA

· Class diagram cannot currently describe stateless operation

· Huawei – security session can be de-coupled from (for example) Bulk CM session. A bulk CM session may thus use several security sessions over a long period of time. A Bulk CM session will not be “lost” if a security session times out.
· Huawei - List Security Session is optional, but was requested while discussing requirements.

· Lucent – do not want to specify a solution based on one or two ORB vendors claimed compliance. Currently have no view of what is available as opposed to what is promised.

· Lucent – there is a cost factor, it could be very expensive if one is locking in to ORB vendors.

· Ericsson – terminate session is not OMG.

· Huawei – no OMG CORBA SS operation available to terminate a security session. (Rapporteur’s Note MessageInContext may be used to indicate that the context should be discarded after processing the request, i.e. terminating the security session.)
· Ericsson want to agree on a SS but other vendors did not agree that this is appropriate at this stage.. 

· Lucent – what if proposed SS does not meet identified requirements?

· Siemens – should not start looking at CORBA SS, look at SNMP for example. Do not depend on CMIP, CORBA etc.
· Ericsson – security notifications and IRP alarms should be secured. Receiver must ensure that they were sent by the correct IRPAgent, which implies use of digital signature for these notifications and alarms. This is an open issue
· T-Mobile are concerned that level 2 access control is not proposed in Release-6
· Whether CORBA runs over TLS or IPsec needs to be confirmed. (See 4.3)
Conclusion: 

Action, Huawei:
· Investigate if mutual authentication can be supported by current interface model, and include mutual authentication information in class diagram.
· Include Use Case for security session, and sequence charts showing Bulk CM and Alarm IRP.
· Include use case for List Security Session
· Check which notifications are standard or available in OMG.
Open issue: Use of digital signature for securing security alarms and notifications.

Update and resubmit for #38 meeting in Beijing.
4.7 Tdoc S5- 046362 (Huawei WT01 Security Activity Log; Huawei)

Presented by YangLi
Questions: 

· Lucent – CORBA or IPsec for logging – how are they catered for?     
· Can activity log inherit from notification log? Or do they both inherit from a non-substantiated abstract log class?

· Does activity log need to be read across Itf-N at all?         …

Comments:

· Huawei – would like to re-use notification log IRP for security log.
· Motorola – no schedule to align notification log and security log.

· Siemens – what is benefit of logging all action at Agent system rather than at Manager? 
· T-Mobile , Huawei – need log in agent to catch unauthorised actions from unknown source.

· Lucent – concerned about granularity of log information.

Conclusion: 

Action: T-Mobile start e-mail discussion to decide what should be logged. 

Action: Motorola and Huawei work on log alignment.

Update and resubmit for #38 meeting in Beijing.
4.8 Tdoc S5-046360 (Huawei WT01 Authorisation of IRPManager; Huawei)

Presented by YangLi

Questions: 
Comments:

· Lucent would like authorisation to have coarse granularity.

· Ericsson do not want authorise to be through Itf-N but hidden below Itf-N interface. Suggest use the same approach as PMIRP where “agent internal” concept is introduced.

· Rapporteur’s note: this was the intention but obviously it was not clearly enough explained!!

· Access control information should be “-“ not “+” (i.e. not visible across Itf-N)
· Action Granularity levels: everyone consider granularity levels for authorisation prior to next meeting. Ericsson will lead e-mail discussion.
· Siemens: Repeated authorisation failure should have changeable severity. May not always be critical.
Conclusion: 
Update and resubmit for #38 meeting in Beijing.
5 Joint session(s) held with other RGs (if necessary)

None.
6 Any other business

None
7 Participants

For information about the attendees’ telephone numbers and/or email addresses, please refer to the SA5 document for registered participants (normally in S5-0x0x04).
	Attendee name
	Company

	Clemens Suerbaum
	Siemens

	Dave Sidor (Tue)
	Nortel

	Edwin Tse
	Ericsson

	John Islip
	Lucent

	Li Yyewen
	China Mobile

	LuoYunzhong
	CATT

	Mike Lee
	Nortel

	Olaf Pollakowski (Thu)
	Siemens

	Tapinder Pal
	T-Mobile

	Trevor Pirt
	Motorola

	Veronica Ayers (rapporteur)
	Huawei

	WangEnxi
	Nokia

	YangLi 
	Huawei
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