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1
Decision/action requested

Determine an agreed resolution
2
References

CRs in SP-030626 to adding security alarms.
3
Rationale

Security alarms have been included with the following overlooked problems

1. Security alarms are of a one-shot nature. E.g. If an attempt is made to log onto a system an access violation type security event is raised. There is no associated clearance of the alarm and there may be multiple security violation attempts – each one should raise a separate security notification.
There will be no clear indications provided.

2. Some adjustment is necessary to permit security notifications to be removed from the current alarm list when they are acknowledged.

3. Security notifications share some attribute name properties of other alarms, however their behaviour and purpose is very different.

4. A check on ITU-T X.736 (reference 15 in 32.111-2 shows that in Table 6 there is no severity value of cleared
5. It should be possible to add comments to a security alarm until it is acknowledged.
4
Consequences and implications

The current alarm IRP following the application of SP-030626 permits security notifications to be entered into the current alarm list. The problem is that these security alarms, once placed into the current alarm list have no mechanism to clear them.

The processing of security notifications must be supportable by any OS supporting the definitions of X.736, i.e there should not be any report of a security event clearing.

5
Issues of discussion
 Modifications Necessary to the existing IRP defined in 32.111-2 and 32.111-3.

· Introduce a new definition for security related probable causes, and remove the security probable causes from the current general probable cause constant definitions.

· Introduce a new set of definitions for security severities (to exclude clear).

· Permit acknowledgement of security alarms which is to remove them from the current alarm list
Acknowledgement can only be done once and due to the different behaviour associated with security alarms a different operation is suggested to that of acknowledging non security type alarms

· Unacknowledgement cannot be performed on security alarms.

· An operation to add comments to un-acknowledged security notifications in the current alarm list.

· Make clear distinctions between security alarms and other non security alarms as their purpose and behaviours are different.

Supporting data

2 contributions are provided which show an approach to solving this problem by way of IS and SS changes.

A set of changes to the IS to make a clear distinction between alarms and security alarms, which addresses the points outlined.

A similar set of amendments to the CORBA solution set.

The changes made to the solution set have been compiled without error.

