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1
Decision/action requested

This contribution is in response to action item # 36bis  from the report of 3GPP SA5 SWGC WT01 meeting in Vancouver.  This contribution proposes changes to “Table 2 – Matrix of Security Threats” of 3GPP document TS 32.371  

2
References

Vancouver meeting report: S5-046011r1
Draft 32.371: S5-046044

3
Rationale

This contribution proposes changes to “Table 2 – Matrix of Security Threats” of 3GPP document TS 32.371.  These changes are proposed to ensure that certain threats which may be considered to be of a lower level are still included in the table for completeness and to provide the basis of future work.

 

To this end we have divided the threats into two categories:  Those threats previously identified as "X: A Threat" in the original table become "H: A security threat of a higher level".  Those threats identified as "-: Not a Threat" in the original table become "L: A security threat of a lower level.
4
Consequences and implications
Changes to “Table 2 – Matrix of Security Threats” may suggest a re-examination of security priorities as outlined in “Table 7 - Matrix of Security Requirements”.

5
Issues of discussion

It is not clear if draft TS 32.371 assumes any security services to be provided by lower protocol layers.  As the impact of lower layer security services is better understood it may be necessary to re-examine the prioritization of security requirements.
