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Proposed Modifications to Table 2 in 3GPP TS 32.371 


Table 2 Matrix of Security Threats
Legend:

H: A security threat of a higher level.

L: A security threat of a lower level.
N/A: Not applicable.
	
	Manager Masquerade 
	Unauthorized Access
	Agent Masquerade
	Loss or Corruption
	Eavesdropping (Note 3) 
	Repudiation

	Basic CM IRP
	
	
	
	
	
	

	· operation
	H
	H
	N/A

	N/A

	L
	H

	· notification
	N/A
	N/A
	L
	L
	L
	L

	Bulk CM IRP
	
	
	
	
	
	

	· operation
	H
	H
	N/A
	N/A
	L
	H


N/A
	
	N/A

	L
	L

	· file content (Active) (Note 1)

	N/A


	N/A
	N/A
	H
	L
	H

	· file content (Passive) 
	N/A
	N/A
	L
	L
	L
	L

	Alarm IRP
	
	
	
	
	
	

	· operation
	H
	L
	N/A
	N/A
	L
	H

	· notification
	N/A
	N/A
	L
	L
	L
	L

	· file content
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Notification IRP
	
	
	
	
	
	

	· operation
	H
	H (Note 2)
	N/A
	N/A
	L
	H

	· notification (n/a)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	TM IRP
	
	
	
	
	
	

	· operation
	H
	H (Note 2)
	N/A
	N/A
	L
	H

	· notification
	N/A
	N/A
	L
	L
	L
	L

	· file content
	N/A
	N/A
	L
	L
	L
	L

	FT IRP
	
	
	
	
	
	

	· operation
	H
	H
	N/A
	N/A
	L
	H

	· notification
	N/A
	N/A
	L
	L
	L
	L

	· file transfer
	H
	H
	N/A
	N/A
	L
	H

	EP IRP
	
	
	
	
	
	

	· operation
	H
	(TBD)
	N/A
	N/A
	L
	H

	· notification
	N/A
	N/A
	L
	L
	L
	L

	PM IRP 
	
	
	
	
	
	

	· operation
	H
	L (Note 2)
	N/A
	N/A
	L
	H

	· notification
	N/A
	N/A
	L
	L
	L
	L

	· file content
	N/A
	N/A
	N/A
	L
	L
	L

	CS IRP
	
	
	
	
	
	

	· operation
	H
	L
	N/A
	N/A
	L
	H

	· notification
	N/A
	N/A
	L
	L
	L
	L

	NL IRP
	
	
	
	
	
	

	· operation
	H
	L
	N/A
	N/A
	L
	H

	· notification
	N/A
	N/A
	L
	L
	L
	L

	· file content
	N/A
	N/A
	N/A
	L
	L
	L


Note 1: The IRPAgent shall check that a downloaded file has not been changed during a session before performing a pre-activation or activation.

Note 2: relationship between operations is for further study.

Note 3: Assume security of DCN between IRPManager and IRPAgent is not described in this document.
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