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1 Introduction and Executive Summary

1.1 Session data
The RG session was held on Q7&Q8 25 Feb 2004.

The following Tdocs were input to this session:
	Type
	Input Tdoc#

-> Output Tdoc#

(if changed)
	Affected TS(s)
	Rel
	Title
	Source
	Input Status
	Reviewed
	Output Status

	Report
	S5-046011r1
	-
	-
	SWGC-36bis WT01-RG-report
	Convenor: Huawei
	New
	Yes
	RG Approved (with some updates)

	Discussion paper
	S5-042107
	
	
	LS27-SG4-REVISION2 (SG4-draft-on-security)
	Nortel
	New
	Yes
	RG approved (with action item)

	Discussion paper
	S5-042129
	
	
	Liaison from SA3
	Nortel
	New
	Yes
	RG approved (with action item)

	Discussion paper
	S5-046132
	
	
	E IRP Security on CORBA SS v7
	Ericsson
	New
	No
	To be resubmitted

	Discussion paper
	S5-046175r1
	32.371
	R6
	Huawei WT01 Security Management Concepts and Requirements
	Huawei
	New
	Yes
	RG Approved (with editorial updates)
To be sent to SA5 for info

	Discussion paper
	S5-046176r1
	32.372
	R6
	Huawei WT01 Security Management IS
	Huawei
	New
	No
	To be resubmitted

	Discussion paper
	S5-046180
	32.371
	R6
	S5-046180 32.371Table 2
	Nortel
	New
	Yes
	RG approved

	Discussion paper
	S5-046181
	32.372
	R6
	Security Threat Scenarios
	Nortel
	New
	Yes
	To be resubmitted

	Discussion paper
	S5-046200
	32.372
	R6
	Huawei WT01 Issues related to Itf-N Transport for Security IRP
	Huawei
	New
	No
	To be resubmitted


1.2 Executive summary

1.2.1 Achievements of this meeting
5 of the 8 submitted contributions were reviewed in the meeting.

S5-042107 LS27-SG4-REVISION2 (SG4-draft-on-security) and S5-042129 Liaison from SA3 were reviewed. RG agreed to study them offline; comments on SG4 security specification draft may be submitted.
S5-046175r1 Huawei WT01 Security Management Concepts and Requirements will be updated and resubmitted.
S5-046180 32.371Table 2 was reviewed and RG agreed to update S5-046175r1 according to it.
S5-046181 Security Threat Scenarios was reviewed. RG understands the author’s intend. But the scope of the Security IRP must be declared clearly; the contribution shall be updated and resubmitted to next meeting.
1.2.2 Total achievements and progress of this WT/RG in the current release 

· Achievements:


Security Management Concepts and Requirement is agreed to be sent to SA for information.
· Percentage of completion:
25%
· Problems:


None.
1.2.3 Action requested by (and information to be forwarded to) SWG-C/D / SA5 

1. The RG requests SWG-C/D SA5 to approve the following documents (and forward the CRs to the TSG SA plenary):
	Type
	Output Tdoc (s)
	TS
	Release
	Title 
	Relation to other CR (if any)(e.g. Parent/Child or same CR for two releases)

	Discussion paper
	S5-046209
	32.371
	R6
	LS to SA3 re SG 4
	-


2. For information to SA:

	Type
	Output Tdoc (s)
	TS
	Release
	Title 
	Relation to other CR (if any)(e.g. Parent/Child or same CR for two releases)

	Discussion paper
	S5-046208
	32.371
	R6
	Huawei WT01 Security Management Concepts and Requirements
	-


3. Documents requested to be withdrawn: 

None.
4. Any other action requested by SWG-C/D SA5:

None.
2 Approval of the last meeting report

The report from #36bis meeting in Vancouver was approved. 

It was noted that the action item #36.1 had been discharged by Nortel. Nortel classified the threats into 2 levels, changing “X” to “H” and “-“ to “L”. This was accepted by the meeting.
3 Action items 

	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	#35.1
	Security matrix in S5-036802 should be divided into 2 matrixes, one is IRP against threat, the other is IRP together with its operation, notification, file transfer, and file content against security mechanism.
	Rel-6
	Huawei
	Closed
	WT01
	Ad-hoc meeting of #35

	#35bis.1
	Prepare Liaison Statement for SA3
	Rel-6
	Lucent
	Closed 
	WT01
	Meeting #36

	#35bis.2
	Update Bulk CM IRP Requirements
	Rel-6
	T-Mobile
	Closed
	WT01
	Meeting #36

	#36bis
.1
	Security requirements shall be classified in to 2 levels by the impact on Itf-N.[Note: RG agrees to modify this action item as such in #37 meeting]
	Rel-6
	Nortel
	Closed
	WT01
	Meeting #37

	#37
.1
	SG4 security draft specification shall be forwarded to SA3
	Rel-6
	Nortel
	Open
	WT01
	Meeting #37bis

	#37
.2
	A liaison letter shall be sent to SA3 to see if it is possible to have a joint meeting with SA3 in Beijing in May.
	Rel-6
	Nortel
	Open
	WT01
	Meeting #37bis

	#37

.3
	Review 32.210 and bring comments to the next meeting
	
	Group
	Open
	WT01
	Meeting 

#37bis

	#37

.4
	Review S5-042107, liaison document from SG4 and Nortel initiate e-mail discussion before the next meeting
	
	Group
	Open
	WT01
	Meeting 

#37bis

	#37.5
	Inform SWG-A about changing IP to transport and OAM to OAM&P in the architecture.
	Rel-6
	Huawei
	Open
	WT01
	Meeting 

#37bis


4 Review of input documents 

4.1 Tdoc S5-042129 S3-040201 LS Security Management

Presented by Dave Sidor (Nortel)
This liaison was in response to a liaison sent by SA5. 

Questions: None.
Comments:

· SA3 suggest re-use of NDS/IP as described in 3GPP TS 33.210
· SA3 have a meeting in Beijing at the same time as SA5’s #38 meeting. They are not hosted by the same companies but could provide an opportunity for a joint meeting.
Conclusion: 

Action for group to review TS 33.210. Nortel will lead an e-mail discussion prior to the #37bis meeting.
Action LS to SA3 mentioning potential joint meeting and review comments.
4.2 T Doc S5-042107 LS27-SG4-REVISION2 (SG4-draft-on-security)
Presented by Dave Sidor (Nortel)
Questions: None.
Comments:

· This is the latest editor’s version of this draft specification

· SA5 are the contact group within 3GPP for this document, but SA3 should have the opportunity to comment on it.
Conclusion: 

Action:  group to review the document and bring their comments to the next meeting

Action: Nortel to prepare a liaison statement to send the document to SA3 for their comments. Huawei will be the contacts. This should be sent to SA3 chair and he can send it on via the exploder.
4.3 Tdoc S5-046175r1 Security Management Concepts and Requirements; Huawei
Presented by Veronica Ayers (Huawei)
Questions: None.
Comments:

· Centre OAM&P in fig 4.1
· Fig 3 remove IP from OAM&P network

· Throughout document replace IP with transport

· Kernel CM IRP Notifications are generated and therefore the entry in the matrix in Ch. 6 should not be N/A

· Add note to threats and requirements matrix for Kernel IRP that operations are only applicable where the Kernel IRP is in “stand alone mode”. Other IRPs reflect threats to themselves and things they inherit, not the IRP in isolation.

· Put space after x in tables where there is none before “note”

· Work with Nortel to incorporate matrix from S5-046180 32.371Table 2
Conclusion: 

Action: Inform SWG-A about changing IP to transport and OAM to OAM&P in the architecture.
To be sent to plenary (with modifications detailed above) for SA5 to send to SA for information.
E-mail discussions relating transport mechanisms and IS to be continued.
4.4 S5- 046181 Security Threat Scenarios
Presented by Mike Lee (Nortel)
Questions: 

· None.

Comments:
· Nortel: Recommend lower layer security plus security IRP providing application layer authentication. SSL/IPsec provides everything but this.
· Ericsson: Masquerading Manager- is this meant to be inside or outside Itf-N. Nortel will update the slide to show inside Itf-N.

· Discussion centred on whether or not we are securing below Itf-N. The conclusion was that we are securing the protocol stack including Itf-N. For example FTP must be secured when used.

· Not protecting explicitly against Denial of Service attacks by non Itf-N protocols, but some mechanisms recommended may give this protection.

· IRPManager authenticates the User. IRPAgent authenticates the IRPManager.

Conclusion:
 IRPs plus the protocol stack must be secured.
This contribution shall be updated and resubmitted to next meeting.
4.5 S5-046180 32.371Table 2
Presented by Mike Lee (Nortel)
Questions: 

· None.

Comments:

· None.
Conclusion: 
This contribution is accepted for incorporation into 32.371 prior to forwarding 32.371 for information.…
4.6 Input documents not discussed 
S5-046132 E IRP Security on CORBA SS v7
S5-046176r1 Huawei WT01 Security Management IS
S5-046200 Huawei WT01 Issues related to Itf-N Transport for Security IRP
5 Joint session(s) held with other RGs (if necessary)

None.
6 Any other business

None
7 Participants

For information about the attendees’ telephone numbers and/or email addresses, please refer to the SA5 document for registered participants (normally in S5-0x0x04).
	Attendee name
	Company

	Brigitte Faouën
	Nortel

	Clemens Suerbaum
	Siemens

	Dave Sidor
	Nortel

	Edwin Tse
	Ericsson

	Habib Nouira
	Alcatel S.A

	John Power
	Ericsson

	Jörg Schmidt
	Motorola

	Li Yyewen
	China Mobile

	Mike Lee
	Nortel

	Mohan Rao
	Lucent

	Suzele Lariven
	Nortel

	Tapinder Pal
	T-Mobile

	Trevor Pirt
	Motorola

	Veronica Ayers
	Huawei

	WangEnxi
	Nokia

	YangLi (rapporteur)
	Huawei
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