3GPP TSG-SA5 (Telecom Management)
S5-046181
Meeting #37, Malaga, SPAIN, 23 - 27 Feb 2004

Source:
Nortel Networks (leem@nortelnetworks.com)
Title:
Security Threat Scenarios
Agenda Item:
SWG C Security Management
	Decision
	X

	Discussion
	X

	Information
	


Document for:

	Late submission
	


Work Item:
OAM-NIM
WT addressed
WT01
Specs involved:
32.37x series
1
Decision/action requested

The need to take into account an overall security solution which may include lower layer security services was discussed at the last meeting in Vancouver.  In this contribution we provide a template to examine attack scenarios in order to better understand any proposed security solution.  We provide one example of how the template can be used by examining a masquerading network manager security threat.  We also provide for discussion of the analysis of a potential security solution combining both application layer and lower layer security services.
2
References

Minutes of Vancouver meeting. S5-046011r1

3
Rationale

In this contribution we provide a template model of the 3GPP system which can be used to examine potential security threats to the overall system.  Using this model the following threat categories can be examined and discussed by the workgroup in detail:  Masquerading Managers, Masquerading Agents, Unauthorized access, Loss or Corruption of Data, and Eavesdropping.   As an example of the use of the template, we have included an examination of a Masquerading Network Manager threat which illustrates security attacks possible.  We have also provided an analysis of a potential solution for discussion which includes both lower layer security (IPSec or SSL/TLS) combined with application layer security services (authentication and authorization).  
4
Consequences and implications

The results of the exercise to examine all threat scenarios and security services at different protocol layers may have impact on security recommendations to include for Release 6 as outlined in 3GPP TS 32.371.

5
Issues of discussion

The security services at all layers should be taken into consideration including application layer security mechanisms and lower layer security mechanisms.  For example an analysis of the example threat included indicates lower layer security services (e.g. IPSec or SSL/TLS) can be used to provide data integrity, data confidentiality and machine-to-machine authentication services, which may be combined with application layer security services to provide manager/agent authentication and authorization.  (e.g password or X.509 certificate based).
