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This contribution defines the ASN.1 file format for the subscriber and equipment trace file.

This document proposes two annexes to be inserted at the end of TS 32.423:

· Annex A: Trace Result File Format

· Annex B:  Trace Result File naming and transfer procedure

Moreover, the following document references should be added to the TS 32.423 document reference list.
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Annex A (normative):

ASN.1 Trace Result File Format

This annex describes the ASN.1 file format for the trace recording files produced by the Subscriber trace (IMSI) and Equipment trace (IMEI or IMEISV) function. The trace data consists of L3 protocol messages stored in ASN.1 encoded format as they appear on the RNC external inter​faces. First an overall outline of the trace file is described followed by detailed description on the records that make up the file.

This annex covers the maximum level of trace details – all messages provided in their encoded format with the entire IEs contents. However, the scope of the trace (what messages: all, subset or single message to be part of the result file) shall be user selectable! 

The minimum and the medium trace level to be defined later.

Note: Full session of subscriber/equipment trace may consist of several subsequent Recording Output Period (ROP) files. Each ROP file after completed period, shall be made available for access either by the EM and/or NM 
A.1. File Outline

Each ROP file is composed of records. The following record types exist:
	No.
	Record Type
	Description

	0
	header
	Administrative information about the trace file

	1
	recording
	Scope of recording IMSI, IMEI/IMEISV

	2
	protocol
	Name and version of protocol from which messages has been monitored

	3
	connection
	Allocation of internal id to one UE generating input to the file. Indicates that a UE has been added to or removed from the trace

	4
	message
	Protocol messages with information elements

	5
	error
	Reason for abnormal termination of the trace file

	6
	footer
	Administrative information about the trace file at time for normal termination


Header record and a recording data record consists of administrative information and information about the scope of the trace.

Protocol records, each describing a protocol and its version from which messages are included in the file.

Connection record indicates that an internal connection id is assigned to a new UE connection. There will also be a connection record when the UE is removed from the trace.

Message records are the actual body of the file that contains protocol messages with information elements.

Footer record appears with administrative information recorded at the normal termination of the trace file. 

If the trace file did not terminate normally, an error record containing the reason for the abnormal termination appears in the file at the time the file was terminated.
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The overall outline of the trace file

Time: 
The header record must be used to convert to local time.

Strings: 
Generally strings are represented in ASCII

A.2. File Records

A.2.1. Header

The header record appears first in the file and only once, the purpose of the record is to hold some administrative information about the trace file.

Header record layout

	Pos
	Description
	Bytes
	Type
	Value/Range

	0
	Record length
	2
	unsigned short
	[2..65535]

	1
	Record Type
	1
	unsigned char
	0

	2
	File format version
	5
	char[]
	1

	3
	Year (4 digits)
	2
	unsigned short
	[2000..]

	4
	Month
	1
	unsigned char
	[1..12]

	5
	Day
	1
	unsigned char
	[1..31]

	6
	Hour
	1
	unsigned char
	[0..23]

	7
	Minute
	1
	unsigned char
	[0..59]

	8
	Second
	1
	unsigned char
	[0..61] 2

	9
	Time zone
	
	char[]
	3

	10
	Daylight saving flag
	
	char[]
	4

	11
	NE user label
	200
	char[]
	5

	12
	NE logical name
	200
	char[]
	6


1. This version of file format is "X". The file format version should be changed each time a change is made to the record structure. Addition of new events or measurements will NOT cause a change to file format version.

2. Range 0..61 to handle leap seconds

3. GMT, CET, etc.

4. Active, inactive, etc.

5. The value of the attribute ’userLabel’ of the MO ’ManagedElement’

6. The value of the attribute ’logicalName’ of the MO ’ManagedElement’

A.2.2. Recording 

The recording record holds information about the scope of the recording.

Recording record layout

	Pos
	Description
	Bytes
	Type
	Value/Range

	0
	Record length
	2
	unsigned short
	[2..65535]

	1
	Record Type
	1
	unsigned char
	1

	2
	Filter type
	1
	unsigned char
	[0..3] 1

	3
	Filter
	-
	char[]
	2


1. Value:
0 
- filter field holds an IMSI value

1
- spare



2
- filter field holds an IMEI value



3
- filter field holds an IMEISV value

2. IMSI number, IMEI number or IMEISV as an ASCII string. 

A.2.3. Protocol

The protocol record holds information about one protocol from which messages are included in the file.

Protocol data record layout

	Pos
	Description
	Bytes
	Type
	Value/Range

	0
	Record length
	2
	unsigned short
	[2..65535]

	1
	Record Type
	1
	unsigned char
	2

	2
	Protocol id
	1
	unsigned char
	[0..4] 1

	3
	Protocol name
	50
	char[]
	2

	4
	Object Identifier
	30
	char[]
	3


1. The protocols RANAP, NBAP, RNSAP and RRC are supported

2. One of the names listed above, reported as an ASCII string

3. Object Identifier of standard ASN.1 data type definition for the messages from this protocol, reported as an ASCII string, see section A.3.  For a description of applicable values of the Object Identifier field.

A.2.4. Connection

The connection record indicates that a UE has been added to or removed from the trace recording session. The record includes the time, internal UE identifiers, Identifier_A and Identifier_B.

Connection Allocation record layout
	Pos
	Description
	Bytes
	Type
	Value/Range

	0
	Record length
	2
	unsigned short
	[2..65535]

	1
	Record Type
	1
	unsigned char
	3

	2
	Hour
	1
	unsigned char
	[0..23]

	3
	Minute
	1
	unsigned char
	[0..59]

	4
	Second
	1
	unsigned char
	[0..61] 1

	5
	Millisecond
	2
	unsigned short
	[0..999]

	6
	Status
	1
	unsigned char
	[0..1] 2

	7
	Identifier_A
	1
	signed char
	[0 .. 2^7 -1]

	8
	Identifier_B
	4
	signed int
	[0.. 2^31 -1]


1. Range to 61 to be able to hold leap seconds

2. 0 indicates that the UE has been added. 1 indicates that the UE has been removed.

Note: The connection record is not repeated in all subsequent ROP files during the trace session.

A.2.5. Message

The message record holds a message from one of the protocols previously defined by the protocol record. The record is connected to a UE connection previously defined by the connection record.

Message record layout

	Pos
	Description
	Bytes
	Type
	Value/Range

	0
	Record length
	2
	unsigned short
	[2..65535]

	1
	Record Type
	1
	unsigned char
	4

	2
	Hour
	1
	unsigned char
	[0..23]

	3
	Minute
	1
	unsigned char
	[0..59]

	4
	Second
	1
	unsigned char
	[0..61] 1

	5
	Millisecond
	2
	unsigned short
	[0..999]

	7
	Identifier_A
	1
	signed char
	[-1 .. 2^7 - 1] 2

	8
	Identifier_B
	4
	signed int
	[-1 .. 2^31 - 1] 3

	9
	Direction
	1
	unsigned char
	[0..1] 4

	10
	Protocol id
	1
	unsigned char
	[0..4] 5

	11
	PDU-type
	1
	signed char
	[-1..9] 6

	12
	Message length
	2
	unsigned short
	[0..x] 7

	13
	Encoded message
	-
	unsigned char[]
	8


1. Range to 61 to be able to hold leap seconds

2. -1 will be used for messages not related to a specific UE

3. -1 will be used for messages not related to a specific UE

4. Value:
0 -
uplink



1 -
downlink

5. Protocol id as previously defined in protocol record

6. Value: 
-1: Not Valid




1:DL-DCCH-MSG



2:UL-DCCH-MSG



3:DL-CCCH-MSG



4:UL-CCCH-MSG



5:PCCH-MSG



6:DL-SHCCH-MSG



7:UL:SHCCH-MSG



8:BCCH-FACH-MSG



9:BCCH-BCH-MSG


This parameter is used only for RRC message types. For all other message types, the parameter is set to [–1] Not Valid

7. Length, in bytes, of the following encoded protocol message

8. Actual protocol message, encoded as transferred on the RNC external interface and previously defined in protocol record. For encoding format refer to the protocol specifications [xx],[xx],[xx],[xx] in references.

A.2.6. Error 

The error record is only included in the event that the trace-recording session is abnormally terminated in the RNC. It holds information about the reason for termination and the time of the termination.

Error record layout

	Pos
	Description
	Bytes
	Type
	Value/Range

	0
	Record length
	2
	unsigned short
	[2..65535]

	1
	Record Type
	1
	unsigned char
	6

	2
	Hour
	1
	unsigned char
	[0..23]

	3
	Minute
	1
	unsigned char
	[0..59]

	4
	Second
	1
	unsigned char
	[0..61] 1

	5
	Millisecond
	2
	unsigned short
	[0..999]

	6
	Error type
	1
	unsigned char
	[0..3] 2


1. Range to 61 to be able to hold leap seconds

2. Value:
0 
- File system error



1 
- communication error



2
- File size exceeded



3
- Processor Overload



4
- Other

A.2.7. Footer

The footer record appears last in the file and only once. The purpose of the record is to hold information about the time at which the file was terminated by the RNC.

Footer record layout

	Pos
	Description
	Bytes
	Type
	Value/Range

	0
	Record length
	2
	unsigned short
	[2..65535]

	1
	Record Type
	1
	unsigned char
	7

	2
	Year (4 digits)
	2
	unsigned short
	[2000..]

	3
	Month
	1
	unsigned char
	[1..12]

	4
	Day
	1
	unsigned char
	[1..31]

	5
	Hour
	1
	unsigned char
	[0..23]

	6
	Minute
	1
	unsigned char
	[0..59]

	7
	Second
	1
	unsigned char
	[0..61] 1


1. Range 0..61 to handle leap seconds

A.3. Protocol Versions

A.3.1. RANAP

The RANAP ASN.1 definitions for the Release 6, - according to [xx RANAP], are identified by the object identifier:

itu-t (() 

identified-organization (() 

etsi (() 

mobileDomain (() 

umts-Access ((() 

modules (() 

ranap (() 

version1 (()

In the trace file this object identifier is represented by an ASCII string: "(.(.(.(.((.(.(.("
A.3.2. NBAP

The NBAP ASN.1 definitions for the Release 6, - according to [xx NBAP], are identified by the object identifier:

itu-t (() 

identified-organization (() 

etsi (() 

mobileDomain (() 

umts-Access ((() 

modules (() 

nbap (() 

version1 (()

In the trace file this object identifier is represented by an ASCII string: "(.(.(.(.((.(.(.("

A.3.3. RRC

The RRC ASN.1 definitions for the Release 6 are according to [xx RNSAP], but are not identified by any object identifier, instead the number and version of the 3GPP specification is used.

In the trace file this version is represented by an ASCII string: "3GPP TS 25.331 V6.x.x"

A.3.4. RNSAP

The RNSAP ASN.1 definitions for the release 6, - according to [xx RNSAP], are identified by the object identifier:

itu-t (() 

identified-organization (() 

etsi (() 

mobileDomain (() 

umts-Access ((() 

modules (() 

rnsap (() 

version1 (()

In the trace file this object identifier is represented by an ASCII string: "(.(.(.(.((.(.(.("

Annex B (informative):

Trace Result File naming and transfer procedure

This annex describes the naming principles of files containing trace results and the procedure to transfer these files from the NE to the NM.

B.1. File Naming

The file name of each trace file generated in the network will be as follows:
<senderType><senderName><Date>.<Starttime>-<Endtime>_TRACE_<TraceGroupShort​ID>.bin
where 

senderType = Type of NE that sent the trace file (e.g RNC, SGSN…) single NE and single record​ing/granularity period

senderName = Identifier of the NE that sent the trace file (NetworkElementUserLabel - e.g “RNC1”)

Date = YYYYMMDD


Starttime = HHMM


Endtime =  HHMM


TracegroupShortID = Integer tracegroup ID used to identify scanners (i.e. trace recording) on a network element. Unique per NE.


TracegroupShortID is contained within the name of the tracegroup monitoring



e.g.Format of the measurement name is



PREDEF.xxxxx.IMSI 
Subscriber trace



PREDEF.xxxxx.IMEI
Equipment trace



PREDEF.xxxxx.IMEISV
Equipment and software version trace.



The numerical value contained within the name is the TracegroupShortID unique for each trace type.
B.2. File transfer

Data retrieval, retrieval periodicity and data storage mechanisms are vendor specific. 
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