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Communication Surveillance (CS) requirements
4.1
General

The communication between NM and Managed System (NE or EM) shall be monitored and link breaks, between NM and Managed System (NE or EM), shall be discovered by NM as early as possible.
In this (CS) context, the NM contains one or more IRPManagers.
Figure 1 illustrates the major components in the CS context.

Figure 1 : Communication Surveillance Context
Referring to the above figure, the scope of CS involves in the monitoring of the communication between NM entity and EM (or NE) entity at application level. At this application level, there are three parts involved, which are NM, Managed System and the Communication Link(s) between them. From NM side, to monitor the communication, is to know whether the other entity and/or the Communication Link(s) between them are functioning correctly. 
NM can detect whether link-a-1 or link-a-2 is functioning correctly by observing the operation responses (e.g., invoking getIRPVersions operation against one xxxIRP.)  The link‑a‑1 and link‑a‑2 are links used by the IRPManager and the various xxxIRPs to execute 3GPP Interface IRP defined operations (i.e., operation request and direct response to that request).  The detection (“that link‑a‑1 or link‑a‑2 is functioning correctly”) implies the establishment of assurance that the link has correctly conveyed the operation request/response at the time.  No assurance can be established that this normalcy has occurred in the past and/or will continue in the future.  Furthermore, there can be no assurance that the xxxIRP as a whole will/has functioned normally, e.g., no assurance that a subsequent FTP activity, following the operation request and response interaction, can be successful.  
The behaviour of the IRPManager, after detection of link‑a‑1 or link‑a‑2 failure, is outside the scope of this standardization.
The Managed System shall provide a service allowing NM to detect promptly whether link-b (including Notification Distribution Service) and NotificationIRP defined in TS 32.302 [??] are functioning correctly regarding notification sending.  The detection (“that link‑b and NotificationIRP are functioning correctly”) implies the establishment of assurance that the NotificationIRP is capable of sending and the link‑b is capable of conveying a notification at the time.  No assurance can be established that this normalcy has occurred in the past and/or will continue in the future.  Furthermore, there can be no assurance that the NotificationIRP internal links to other xxxIRPs/NEs are functioning normally.    
The behaviour of the IRPManager, after detection of link‑b failure, is outside the scope of this standardization.
The features to detect the correct functioning of link-b and NotificationIRP are described in subclause 4.2.
4.2
Communication Surveillance Management features
The Itf-N between IRPManagers (of the NM) and managed system can include the following Communication Surveillance Management features.

4.2.1
Communication Surveillance Features from NM perspective

4.2.1.1
Query Communication Surveillance information
This feature allows the NM to query the Communication Surveillance information from the managed system. NM can query information of Communication Surveillance, including:


-- Frequency of emission of Communication Surveillance notifications.
4.2.1.2
Modify Communication Surveillance information
This feature allows the NM to modify the Communication Surveillance information from the managed system, including:

· Frequency of emission of Communication Surveillance notifications.
· Starting and stopping of Communication Surveillance notifications.
4.2.1.3
Emission of Communication Surveillance notifications
This feature allows the managed system to send Communication Surveillance notifications to the NM.
Managed system will emit Communication Surveillance notifications to NM according to the specified frequency.
4.2.1.4
Trigger Communication Surveillance notification
The frequency of emission of Communication Surveillance notifications may not be short for payload consideration. In case NM suspects the link breaks before receiving next Communication Surveillance notifications and needs to make decision at once, this complementary feature allows NM to ask managed system to send Communication Surveillance notifications to the triggering NM immediately.
The triggered Communication Surveillance notification should be emitted only to the triggering NM. In this Communication Surveillance notification, additional description will be given to help NM distinguish it from spontaneous (or scheduled) Communication Surveillance notifications described in clause 4.2.1.3. This feature has no impact on the spontaneous (or scheduled) Communication Surveillance heartbeat notification feature.
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