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1 Introduction and Executive Summary

1.1 Session data
The RG session was held on Q3&Q4 15 Jan 2004.

The following Tdocs were input to this session:
	Type
	Input Tdoc#

-> Output Tdoc#

(if changed)
	Affected TS(s)
	Rel
	Title
	Source
	Input Status
	Reviewed
	Output Status

	Report
	S5-037211r1
	-
	-
	S5-037211r1 SWGC-36 WT01-RG-report
	Convenor: Huawei
	New
	Yes
	RG Approved (with some editorial updates)

	Discussion paper
	S5-046044
	32.371
	R6
	WT01 Security Management Concepts and Requirement
	Huawei
	New
	Yes
	To be resubmitted
To be sent to SA5 for info

	Discussion paper
	S5-046045 
	32.372
	R6
	WT01 Security Management IS
	Huawei
	New
	Yes
	To be resubmitted

	Discussion paper
	S5-040032
	32.371
	R6
	SG4-draft-on-security
	Nortel
	New
	Yes
	To be resubmitted

	Discussion paper
	S5-046025
	32.372
	R6
	Bulk CM IS Security Enhancements
	T-Mobile
	New
	No
	To be resubmitted


1.2 Executive summary

1.2.1 Achievements of this meeting
S5-046044 WT01 Security Management Concepts and Requirement is agreed to be sent to SA5 for information.
S5-046045 Security Management IS is reviewed for information; and some questions/comments are raised.

S5-040032 SG4-draft-on-security is reviewed for information; and some questions/comments are raised.
1.2.2 Total achievements and progress of this WT/RG in the current release 

· Achievements:


Security Management Concepts and Requirement is agreed to be sent to SA5 for information.
· Percentage of completion:
25%
· Problems:


None.
1.2.3 Action requested by (and information to be forwarded to) SWG-C/D / SA5 

1. The RG requests SWG-C/D SA5 to approve the following documents (and forward the CRs to the TSG SA plenary):
None.

2. For information to SWG-C/D and/or SA5 and/or SA:

	Type
	Output Tdoc (s)
	TS
	Release
	Title 
	Relation to other CR (if any)(e.g. Parent/Child or same CR for two releases)

	Discussion paper
	S5-046044 WT01 Security Management Concepts and Requirement
	32.371
	R6
	WT01 Security Management Concepts and Requirement
	-


3. Documents requested to be withdrawn: 

None.
4. Any other action requested by SWG-C/D SA5:

None.
2 Approval of the last meeting report

3 Action items

<Record the status of every action item, new and old, in the following table. Keep the column “WT/RG responsible” in case the table needs to be included in a combined SWG-C/D action list>

	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	#34.1
	S5-36609 - Security Management Concepts and requirements: In clause 6 change/remove references to “User”. Open discussion to agree best solution/scope for this spec.
	Rel-6
	All
	Closed
	WT01
	Meeting #34bis

	#34.2
	S5-36609 - Security Management Concepts and requirements: In clause 6,add new “analysis” clause as commented in 4.1 and complete the analysis: see further details in 4.1.
	Rel-6
	All
	Closed
	WT01
	Meeting #34bis

	#34bis.1
	Bulk CM IRP is discussed partially, T-Mobile will submit a contribution for next meeting, and complete this part of the new matrix of Security Threats/Requirements.
	Rel-6
	T-Mobile
	Closed
	WT01
	Meeting #35

	#34bis.2
	FT IRP isn’t discussed yet, Motorola will submit a contribution for next meeting, and complete this part of the new matrix of Security Threats/Requirements..
	Rel-6
	Motorola
	Closed
	WT01
	Meeting #35

	#34bis.3
	Security Management requirements and concepts document needs a TS document number
	Rel-6
	Huawei
	Closed
	WT01
	Meeting #35

	#35.1
	Security matrix in S5-036802 should be divided into 2 matrixes, one is IRP against threat, the other is IRP together with its operation, notification, file transfer, and file content against security mechanism.
	Rel-6
	Huawei
	Closed
	WT01
	Ad-hoc meeting of #35

	#35bis.1
	Prepare Liaison Statement for SA3
	Rel-6
	Lucent
	Closed 
	WT01
	Meeting #36

	#35bis.2
	Update Bulk CM IRP Requirements
	Rel-6
	T-Mobile
	Closed
	WT01
	Meeting #36

	#36bis
	Security requirements shall be classified in to 3 levels by the impact on Itf-N.
	Rel-6
	Nortel
	Open
	WT01
	Meeting #37


4 Review of input documents 

4.1 Tdoc S5-046044 Security Management Concepts and Requirement; Huawei
Presented by Yangli (Huawei)
Questions: None.
Comments:

· China Mobile: “Authorization” requirement is necessary for the operations of Entry Point IRP. RG agrees to it.
· Nortel: the relationships between the components shown in the Figure 1 of the 4.1 section should be clarified. RG agrees such an explanation that “Security Management Domain” covers the security feature of “User domain”, “network domain” and “O&M domain”.
· Ericsson: The sequence number of the tables in the document should be renumbered. The position of the table titles should follow the 3GPP specification template. RG agrees that the document will be modified the tables due to the specification template.
· Lucent: The 3rd section (Definition and abbreviation) should be refined. RG agrees that the document will be modified due to this comment.
· Ericsson: The IRPManager receiving the response of the operations of Basic CM and Bulk CM IRP should authenticate the IRPAgent which is supposed to have sent the response to the IRPManager. On the other hand, the IRPManager receiving notifications needn’t authenticate the IRPAgent which claims to have emitted the notifications. It is mentioned that the IRPManager receiving the passive Bulk CM file needn’t authenticate the IRPAgent which claims to have sent the file. RG agrees IRPManager needn’t authenticate IRPAgent when the IRPManager receives response of operations of Basic CM and Bulk CM IRP from the IRPAgent.
· Ericsson: The content of table 3 in section 4.5 should be compared with the matrix of Security Requirement against Security threats. RG compares these 2 tables and agrees that they are consistent.
· Ericsson/Nortel: Figure 3 in section 5.2 should be modified to adapt to the IRP context. RG modifies the figure in the meeting and agrees to the updated figure.
Conclusion: 

RG agrees S5-046044 Security Management Concepts and Requirement except that the requirements specified in “Security Requirement” matrix shall be classified into 3 levels by the impact to Itf-N. It is ready to be sent to SA5 plenary for information.
4.2 S5-046045 Security Management IS; Huawei
Presented by Yangli (Huawei)
Questions: 

· None.

Comments:

· Nortel suggests a version number be added for the document. It is agreed that the version of the document for #37 meeting is V0.0.1.
· Siemens: The concept of Security Session should be clarified. RG understands that Security Session is a secure connection between IRPManager and IRPAgent; IRPAgent authenticates IRPManager once for a series of operations in one Security Session; without Security Session, IRPAgent has to authenticate IRPManager each time a request is sent from IRPManager to IRPAgent.
· Huawei: The definition of Security Alarm is to be added to the document.
Conclusion: …

It is should be updated according to the comments above during the meeting, and resubmitted to #37 meeting for discussion.

4.3 SS5-040032 SG4-draft-on-security; Nortel
Presented by Dave Sidor (Nortel)
Questions: 

· None.

Comments:

· Huawei points out that SG4 specification covers a larger scope than 32.371. RG understand that 32.371specification does not cover the security requirement of O&M IP network, security algorithm of security mechanism and method, or security administrates aspect (e.g. distribution of certification).
Conclusion: …

RG understand the SG4 specification covers a larger scope than 32.371.
RG understand that 32.371specification does not cover the security requirement of O&M IP network, security algorithm of security mechanism and method, or security administrates aspect (e.g. distribution of certification).

4.4 Input documents not discussed 
S5-046025 Bulk CM IS Security Enhancements
5 Joint session(s) held with other RGs (if necessary)

None.
6 Any other business

7 Participants

For information about the attendees’ telephone numbers and/or email addresses, please refer to the SA5 document for registered participants (normally in S5-0x0x04).
	Attendee name
	Company

	Yangli
	Huawei

	Veronica Ayers
	Huawei

	Edwin Tse
	Ericsson

	Thomas Tovinger
	Ericsson

	Clemens Suerbaum
	Siemens

	WangEnxi
	Nokia

	Dave Sidor
	Nortel

	Mike Lee
	Nortel

	Rod Wallace
	Nortel

	Li yewen
	China Mobile

	Trevor Pirt
	Motorola

	Rui Lanlan
	ChinaMobile

	Mohan Rao
	Lucent

	Suzele Lariven
	Nortel
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