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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The present document is part 1 of a multi-part TS covering the 3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Telecommunication Management; Security Management (SM) Integration Reference Point (IRP), as identified below:

TS 32.xx1:
"Requirements";

TS 32.xx2:
"Information service";

TS 32.xx3:
"Common Object Request Broker Architecture (CORBA) solution set";

TS 32.xx4:
"Common Management Information Protocol (CMIP) solution set".
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
In 3GPP SA5 context, IRPs are introduced to address process interfaces at the Itf-N interface. The Itf-N interface is built up by a number of Integration Reference Points (IRPs) and a related Name Convention, which realise the functional capabilities over this interface. The basic structure of the IRPs is defined in 3GPP TS 32.101 [1] and 3GPP TS 32.102 [2]. IRP consists of IRPManager and IRPAgent. Usually there are three types of transaction between IRPManager and IRPAgent, which are operation invocation, notification, and file transfer.

However, there are different types of intentional threats against the transaction between IRPManagers and IRPAgents. All the threats are potential risks of damage or degradation of telecommunication services, which operators should take measures to reduce or eliminate to secure the telecommunication service, network, and data.

By introducing Security Management, this document describes security requirements to relieve the threats between IRPManagers and IRPAgents. 

As described in 3GPP TS 32.101 "3G Telecom Management principles and high level requirements" [1], the architecture of Security Management is divided into two layers:

Layer A - Application Layer
Layer B - O&M IP Network
The threats and Security Management requirements of different layers are different, which should be taken into account respectively.

3GPP defines three types of IRP specifications, (see 3GPP TS 32.102 [2]).  One type relates to the definitions of the interface deployed across the Itf-N.  These definitions need to be agreed between the IRPManagers and IRPAgents so that meaningful communication can occur between them.  An example of this type is the Alarm IRP.  

The other two types (NRM IRP and Data Definition IRP) relate to the network resource model (schema) of the managed network.  This network schema needs to be agreed between the IRPManagers and IRPAgents so that the IRPAgent can provide network management services to the IRPManager.  An example of this type is the UTRAN NRM IRP.

This Information Service specification is applicable to the Interface IRP specifications.  That is to say, it is concerned only with the security aspects of operations/notifications/files deployed across the Itf-N.

1
Scope

The purpose of this document is to specify the necessary security features, services and functions to protect the network management data, including Requests, Responses, Notifications and Files, exchanged across the Itf‑N.

The present document specifies the Information Service for the Security Management Integration Reference Point (SM IRP) as it applies to Itf-N.
This IRP IS defines the semantics of operations (and their parameters) visible across the Itf-N in a protocol and technology neutral way. It does not define the syntax or encoding of the operations and their parameters.

2
References

The following documents contain provisions that, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.101: "3G Telecom Management principles and high level requirements".

[2]
3GPP TS 32.102: "3G Telecom Management architecture".

[3]
ITU‑T Recommendation M.3016 (1998): "TMN security overview".

[4]
3GPP TS 33.102 “3G Security; Security Architecture”

[5]
ITU-T Recommendation X.800: “Security Architecture for OSI for CCITT Applications

[6]
3GPP TS 32.622: "Telecommunication management; Configuration Management (CM); Generic network resources Integration Reference Point (IRP): Network Resource Model (NRM)".
[7]
3GPP TS 32.401: "Telecommunication management; Performance Management (PM); Concept and requirements".
[8]
3GPP TS 32.411: "Telecommunication management; Performance Management (PM) Integration Reference Point (IRP): Requirements".
[9]
3GPP TS 32.602: "Telecommunication management; Configuration Management (CM); Basic configuration management Integration Reference Point (IRP): Information service".
[10]
3GPP TS 32.342: "Telecommunication management; File transfer Integration Reference Point (IRP): Information service".

[11]
3GPP TS 32.300: "Telecommunication management; Configuration Management (CM); Name convention for Managed Objects".
[12]
3GPP TS 32.302: "Telecommunication management; Configuration Management (CM); Notification Integration Reference Point (IRP): Information service version 1".

[13]
3GPP TS 32.662: "Telecommunication management; Configuration Management (CM); Kernel CM information service".

[14]
ITU‑T Recommendation X.736  (1992): "Security Reporting Function".

[15]
3GPP TS 32.111-2 "Telecommunication management; Fault Management (FM); Alarm Information Reference Point  information service".

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

IRP: See 3GPP TS 32.101 [1].
IRPAgent: See 3GPP TS 32.102 [2].

IRPManager: See 3GPP TS 32.102 [2].

Operations System (OS): indicates a generic management system, independent of its location level within the management hierarchy.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

IRP
Integration Reference Point

IS
Information Service (see [1])

ITU-T
International Telecommunication Union, Telecommunication Standardisation Sector 

OS
Operations System

TMN
Telecom Management Network
UML
Unified Modelling Language (OMG)

UMTS
Universal Mobile Telecommunications System
4

System overview
4.1

System context

Figures 4.1 and 4.2 identify system contexts of the IRP defined by the present specification in terms of its implementation called IRPAgent and the user of the IRPAgent, called IRPManager. For a definition of IRPManager and IRPAgent, see 3GPP TS 32.102 [2].

The IRPAgent implements and supports this IRP. The IRPAgent can reside in an Element Manager (EM) (see figure 4.1) or a Network Element (NE) (see figure 4.2). In the former case, the interfaces (represented by a dotted line) between the EM and the NEs are not the subject of this IRP.

An IRPAgent supports one of the two System Contexts defined here. By observing the interaction across this Itf-N, an IRPManager cannot deduce if EM and NE are integrated in a single system or if they run in separate systems.
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Figure 4.1: System Context A
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Figure 4.2: System Context B

4.2
IRP architecture

The diagram below shows a view of the architecture of the IRPAgent and Manager in the context of the Security IRP.

In the context of Security, communication between Security IRPManager and Security IRPAgent takes place directly. All communication between other IRPManagers and IRPAgents passes through the security IRP. The Security IRP may permit or disallow communication. If communication is permitted the information flow between IRPManager and IRPAgent is not modified by the Security IRP.


[image: image4]
Figure 4.3: IRP Architecture

. 

4.3

Compliance rules

For general definitions of compliance rules related to qualifiers (Mandatory/Optional/Conditional) for operations, notifications and parameters (of operations and notifications) please refer to 3GPP TS 32.102 [2].

5

Security Mechanisms

Editor’s note: This is a working draft for information.

5.1
Security Session

This IRP introduces the concept of a Security Session. A principal may request a session to be initiated by the Security IRP Manager. A session is set up and used by a principal for a series of operations between IRPManager and IRPAgent. The principal is identified together with authentication information at the start of the session to enable Security IRPAgent to confirm this claimed identity i.e. authenticating the principal. 

A security session gives a principal authority to make requests of IRPAgents for the duration of the session. Where there is no underlying session between the IRPManager and IRPAgents a series of transactions may be initiated by the IRPManager. Where there is a session mechanism, for example a Bulk CM session, this session must be encapsulated within a security session. 

 Each operation requested within a session will be checked by Security IRPAgent to confirm that it is within the scope of the privileges defined for that principal on the target system. Only operations permitted by the privileges defined for the principal will be processed by the target IRPAgent. 

The principal can request that a security session be terminated. In addition, a security session can have a timer defined that limits the total length of the security session.

A session inactivity timer is defined. This timer is reset within a session each time a request is made to the IRPAgent. If the timer expires, the IRPManager must re-authenticate before the session can continue. Fig 5.1 below shows the active and inactive states.
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Figure 5. 1: Security session state diagram

A principal may have more than one session in operation simultaneously. 

If authentication of a principal fails more than a predefined number of times, the Security IRPAgent will not permit the principal to initiate sessions for a defined period of time and will issue a security alarm.

5.2
Security Privileges

Each principal has security privileges defined at the IRPAgent. These privileges define the scope of the access to the Agent System permitted to the principal. 

5.2.1
Authorisation

Each time a principal requests an operation across Itf-N the principal will be checked for authorisation to perform the operation.

Several levels of authorisation will be available. These will include

1. Authorisation to use a particular IRP

2. Authorisation to perform a particular function within an IRP

Editor’s note: It is for further study as to whether a standard set of roles should be defined.

3. Authorisation to perform a particular operation on a particular IOC or IOC instance

4. Authorisation to perform within a specific context such as time schedule, workstation, and such things.

Editor’s Note: It is for further study as to what level of granularity should be specified for authorisation and whether this should be standardised or vendor specific.

5.3
Authentication

When a security session is initiated or reinitiated IRPAgent will authenticate IRPManager, and IRPManager will authenticate IRPAgent.

Username and password will be used for authentication of a principal.

Password will be encrypted.

Editor’s note: Use of SSL or other encryption mechanism is for further study.

5.4
Non-repudiation

Non-repudiation will be achieved by use of a security log.  All events related to security will be logged, and the identity of the principal will be included in the logged information.

The security log will not be modifiable and it will only be accessible to principals with special security privileges.

See section 7.3 for the contents of the log records.

The events that will be logged will include 

· All IRP operations performed or attempted over Itf-N

· All responses made by IRPAgent.to IRPManagers’ requests.

· Details of all files transferred over Itf-N by an IRP

· All notifications sent from IRPAgent to IRPManager

6
Information Object Classes 

6.1
Class diagram

This clause introduces the set of Information Object Classes (IOCs) that encapsulate information within the IRPAgent. The intent is to identify the information required for the SecurityIRP Agent implementation of its operations and notification emission. This clause provides the overview of all support object classes in UML. Subsequent clauses provide more detailed specification of various aspects of these support object classes.

Editor’s Note: To be added

6.2

Attributes and relationships

Editor’s Note: To be added

7
Interface Definition 

7.1
Security Session Functions

7.1.1
Initiate session 

7.1.1.1
Definition

IRPManager requests IRPAgent to start a security session.

7.1.1.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	Session id
	M
	
	Identifies the security session 

Editor’s note: The allocation of session id’s by the IRPManager to guarantee uniqueness across all IRPManagers is for further study.

	Identity of principal
	M
	
	Identifies principal, e.g. username

	Authentication token of principal
	M
	
	This contains mechanism-specific evidence to authenticate the principal i.e. encrypted password.

	Request double handshake
	O
	
	Request agent to provide authentication information


7.1.1.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	Session id
	M
	
	Identifies the security session

	Mutual authentication token
	O
	
	Authenticates IRPAgent to IRPManager

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.1.4
Pre-condition

	Assertion Name
	Definition

	securitySessionNonExistent
	“a security session identified by the session id used as input parameter does not exist”

	principalNotDisabled
	"Principal’s access not disabled. See 7.1.1.6 below.”


7.1.1.4
Post-condition.
	Assertion Name
	Definition

	securitySessionActive
	“Security session active”

	inactivityTimerSet
	“Set inactivity timer on session. This timer will be restarted during the session each time a request is received.”

	securitySessionTimerSet
	“Set overall timer on session. When this timer expires, the session will be terminated.”

	securityLogEntryCreate
	“Make an entry in the security log (whether the operation was successful or unsuccessful)”


7.1.1.5
Exceptions

	Exception Name
	Definition

	sessionIdExists
	Session id  exists

	authenticationFailed
	Authentication failed

	principalDisabled
	Principal disabled

	unspecifiedInternalReason
	Unspecified internal reason


7.1.1.6
IRPAgent behaviour when principal’s authentication fails

If principal authentication (or re-authentication) repeatedly fails (parameter default 3) with no successful authentication intervening, principals access is disabled as follows:

IRPAgent sets a timeout before which no authentication attempt from that principal will be accepted.

IRPAgent issues a security alarm

7.1.2
Re-initiate Session

7.1.2.1
Definition

This is used after the session inactive timer has expired.

Each time Re-initiate Session is attempted, whether successful or unsuccessful, IRPAgent makes an entry in the security log

7.1.2.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	Session id
	M
	
	Identifies the security session 

	Identity of principal
	M
	
	Identifies principal, e.g. username

	Authentication token of principal
	M
	
	This contains mechanism-specific evidence to authenticate the principal i.e. encrypted password.

	Request double handshake
	O
	
	Request agent to provide authentication information


7.1.2.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	Session id
	M
	
	Identifies the security session

	Mutual authentication token
	O
	
	Authenticates IRPAgent to IRPManager

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.1.5
Pre-condition

	Assertion Name
	Definition

	securitySessionAlreadyExists
	“a session already exists identified by the session id used as input parameter”

	principalNotDisabled
	"Principal’s access not disabled. See 7.1.1.6 below.”

	principalOwnsSession
	“Principal initiated the session”

	securitySessionInactive
	“Security Session inactive timer has expired”


7.1.2.4
Post-condition.
	Assertion Name
	Definition

	securitySessionActive
	“Security session active”

	inactivityTimerRestart
	“Restart inactivity timer on session.”

	securityLogEntryCreate
	“Make an entry in the security log (whether the operation was successful or unsuccessful)”


7.1.2.5
Exceptions

	Exception Name
	Definition

	noSessionExists
	No session exists

	principalUnauthorised
	Principal does not own session

	authenticationFailed
	Authentication failed

	principalDisabled
	Principal disabled

	unspecifiedInternalReason
	Unspecified internal reason


7.1.2.6
IRPAgent behaviour when principal’s re-initiation fails

See 7.1.1.6 above

7.1.3
Service request

7.1.3.1
Definition

IRPManager requests an operation to be performed by IRPAgent within the context of the security session identified by session context id. This operation is examined by Security IRPAgent 

Note: All requests from IRPManager will either be

· Rejected by Security IRP Agent 

· Passed to appropriate IRPAgent for further validation and  processing

Thus a Service Request has embedded within it a request for an IRPAgent protected by the Security IRP service.

7.1.3.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	Session context id
	M
	
	Identifies the security session

	Session context data
	M
	
	This is the identity of the requested operation and its parameters.

	Requested operation
	M
	
	This is the operation requested by IRPManager


7.1.3.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	Session context id
	M
	
	Identifies the security session

	status
	M
	(Failure)
	An operation may fail because of a specified or unspecified reason.


If Security IRP passes the operation, the Security IRP forwards the request to the appropriate target IRPAgent. The target IRPAgent may respond with success or failure of the operation requested. Therefore, Security IRPAgent only responds with failure of the operation, indicating that the request has failed and not been passed to the target IRPAgent.
7.3.1.6
Pre-condition

	Assertion Name
	Definition

	activeSession
	“a session is active”

	contextValid
	“principal authorised to perform this operation”


7.1.3.4
Post-condition.
	Assertion Name
	Definition

	inactivityTimerRestart
	“Restart inactivity timer on session.”

	securityLogEntryCreate
	“Make an entry in the security log (whether the operation was successful or unsuccessful)”

	requestToIRP
	“Pass request to target IRPAgent”


7.1.3.5
Exceptions

	Exception Name
	Definition

	sessionInactive
	Session inactive (inactivity timer expired). IRPManager must re-initiate the session and resubmit the request to IRPAgent

	sessionContextValid
	Session context invalid (operation not authorised in the context defined at the start of the session)

	unspecifiedInternalReason
	Unspecified internal reason


7.1.4
Terminate Session

7.1.4.1
Definition

Principal requests session end for that principal or for another principal

Only a principal who has Security IRP related privileges may perform this operation for another principal
Each time Terminate Session is attempted, whether successful or unsuccessful, IRPAgent makes an entry in the security log

7.1.4.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	Session id
	M
	
	Identifies the security session

	terminateSessionInfo
	M
	
	Identifies the session to be terminated if not the current session


7.1.4.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	Session id
	M
	
	Identifies the security session

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.1.7
Pre-condition

	Assertion Name
	Definition

	securitySessionAlreadyExists
	“a session already exists identified by the session id used as input parameter”

	principalNotDisabled
	"Principal’s access not disabled. See 7.1.1.6 below.”

	principalHasSessionPrivilege
	“Principal initiated the session or has Security IRP related privileges”

	noSessionRequest
	“No request outstanding for the session”


7.1.4.4
Post-condition.
	Assertion Name
	Definition

	securitySessionDelete
	“Security session deleted”

	securityLogEntryCreate
	“Make an entry in the security log (whether the operation was successful or unsuccessful)”


1.1.1.1 7.1.4.5
Exceptions

	Exception Name
	Definition

	noSessionExists
	No session exists

	principalUnauthorised
	Principal does not own session or not authorised to perform operation

	principalDisabled
	Principal disabled

	sessionRequestExists
	Request outstanding for the session

	unspecifiedInternalReason
	Unspecified internal reason


Editor’s note: Do we want to be able to enable/disable principals across Itf-N or is this out of scope?

7.1.5
List sessions

7.1.5.1
Definition

Principal with security privilege may list sessions for the principals identified with their status (active, inactive) 

7.1.5.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	principalId
	M
	
	Identity of principal for whom session information required.

No default value for this parameter.


7.1.5.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	Session information
	M
	List OFSTRUCT(session id, session state)
	

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.1.8
Pre-condition

Only a principal who has Security IRP related privileges may initiate this operation

	Assertion Name
	Definition

	principalHasPrivilege
	“Principal who performed this operation is privileged to do so”


Note: if a principal is not known to IRPAgent it may be because he has no current sessions.

7.1.5.4
Post-condition.
	Assertion Name
	Definition


7.1.5.5
Exceptions

	Exception Name
	Definition

	principalUnauthorised
	Principal not authorised to perform operation

	unspecifiedInternalReason
	Unspecified internal reason


7.2
Data Integrity and Confidentiality Protection

7.2.1
Data integrity

Integrity protection will be provided by use of a digital signature of the originator (owner) of

· Bulk configuration files

· Security Log

Any notifications designated as needing security protection. This will be configurable (method out of scope of Itf-N). As a minimum, this should include:

· Security notifications

· Security Alarms

Integrity protection with confidentiality can be provided by the use of SSL. The need for this level of protection is for further study. 

7.2.2
Confidentiality

The need for confidentiality of data is for further study. Should a need be demonstrated the use of SSL should be considered.

7.3
Security Log

All operations in a session will be logged in a security log, formats XML or ASN.1.

This will include

· Principal id

· Session id

· Date/time of operation

· IRPAgent DN

· Operation

· Operation parameters

Can be transferred to IRPManager by principal with security IRP privilege only. 

Requires digital signature as proof of origin and as integrity protection against forgery..

How Security Log is deleted is out of scope of Itf-N.

Editor’s note: This log should be covered by Log IRP WT.

7.4
Security Notifications

Editor’s Note: To be added

7.5
Security Alarm

This uses the Alarm IRP

All security alarms will be ADMC, requiring operator intervention.

7.5.1
Severity

All security alarms will be compliant with [14] and [15] and have severity

· Indeterminate

· Critical

· Major

· Minor

· Warning

7.5.2
Event Type

This will be compliant with [14} and [15]

· integrity violation: 

· operational violation: 

· physical violation: 

· security service or mechanism violation

· time domain violation: 

1.1.1
Security Alarm Causes

This will comply with [14] and [15]

Annex A (informative):
Security Session
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Editor’s Note: Further scenarios to be added. 
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