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1. Introduction
This document proposes the new Annex for information for the current status of IPFIX working group in IETF. The RFCs or Internet- Drafts created by  IPFIX will impact on the development of IP flow based charging in Rel 6.
2.  Background and Motivation

IPFIX is an IETF working group chartered to “standardize common practice” about IP flow measurement and export (http://www.ietf.org/html.charters/ipfix-charter.html). This means that the adaptation of currently existing proprietary solutions is preferred to the development of completely new ones.

Also, IPFIX should reuse existing protocols wherever possible (instead of developing new ones) for specific tasks it has to perform (e.g. for encryption, congestion control of the export rate, etc.).

The goal is to standardize something that is simple and cost effective enough to get industry acceptance. Note that an architecture and associated MIB and protocols for flow monitoring (RTFM), was already defined and standardized some years ago but it failed exactly in this purpose of becoming a widely deployed industry standard.
3.  Past work and achievements

IPFIX followed a rigorous approach, defining the requirements of the protocol [ 1], defining what IP flow measurements should be useful for [ 2] (the primary usage being accounting and charging), defining a framework architecture [ 3] and finally selecting an existing proprietary solution as the base for the IPFIX protocol out of a pool of “candidates” [ 4]. As regards this last aspect, 5 candidate protocols were considered (CRANE, Diameter, Cisco Netflow v9, LFAP and streaming IPDR) and the selected protocol was Cisco Netflow v9. Certainly the large availability of previous versions of Netflow (in particular Netflow v5) on existing Cisco boxes and other routers (e.g. Juniper) played a major role in the choice, but also it was recognised that the last Netflow version (v9) (template based) also enables an efficient information exporting (i.e. the exported flow records do not have a fixed format, but can be configured case by case by the depending on the needs of applications receiving the records).

Also, there is a very large number of tools capable of receiving and parsing Netflow flow records (see e.g. http://www.switch.ch/tf-tant/floma/software.html).

The existing Netflow v9 specification has been submitted as an individual Internet Draft [ 5] (i.e. not “adopted” by the WG) and will soon become an informational RFC (having the role, as the name suggests, to “inform” about an existing solution but not being an agreed standard). The current specification needs in fact to be changed in several points, which is the work the IPFIX WG is currently doing.

4.  Current status

After the protocol selection, the group produced the first two versions of two other documents, the information model [ 6] (i.e. what information can be contained in flow records) and the IPFIX protocol itself [ 7] (i.e. how information is encoded into flow records, which transport protocol should be used for exporting flow records, how losses of flow records can be detected, etc…). Note that especially on the issue of which transport protocol to select there has been a lot of discussion in the last months. UDP (protocol currently used by Netflow v9) cannot be defined as the standard transport because it’s congestion unaware, and is thus contrary to recent IETF guidelines that state that all forthcoming IETF protocols must rely for transport on congestion aware protocol. Using TCP, which is congestion aware, has on the contrary implementation complexity drawbacks (it cannot work on high speed routers). The best choice seems to be SCTP (Stream Control Transport Protocol), and the majority of the WG seems to be in favour of it (SCTP is about to become a RFC in a couple of months from now), even though several people questioned the choice of defining as the default a protocol that is relatively new and without a record of tested usage (even though there are already several interoperable implementations running on the most common operating systems).

5. Summary of documents and their status

Note: WG last call is the step before a document can be submitted to IESG for becoming an RFC. It takes about two weeks

[ 1] http://www.ietf.org/internet-drafts/draft-ietf-ipfix-reqs-11.txt

Target: undergo WG last call Dec. 1st 2003

[ 2] http://www.ietf.org/internet-drafts/draft-ietf-ipfix-as-01.txt

Target: undergo WG last call May 31st 2004

[ 3] http://www.ietf.org/internet-drafts/draft-ietf-ipfix-arch-02.txt

Target: undergo WG last call May 31st 2004

[ 4] http://www.ietf.org/internet-drafts/draft-leinen-ipfix-eval-contrib-01.txt

Target: undergo WG last call Dec. 1st 2003

[ 5] http://www.ietf.org/internet-drafts/draft-claise-netflow-9-06.txt

Will be submitted as informational RFC soon

[ 6] http://www.ietf.org/internet-drafts/draft-ietf-ipfix-info-01.txt

Target: undergo WG last call May 31st 2004

[ 7] http://www.ietf.org/internet-drafts/draft-ietf-ipfix-protocol-01.txt

Target: undergo WG last call May 31st 2004

6. Proposal

It is proposed to incorporate the above section 2 to section 5 into the Annex (informative) of TS 32.251 (Charging management; Packet Switched (PS) domain charging).
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