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Matrix of Security threats
This table identifies the security threats in IRP context.
The definitions of the column headings of the table follow:
1. Manager Masquerade: One entity can masquerade as an IRPManager.

2. Unauthorized Access: Unauthorized access by an IRPManager to IRPAgent, causing unexpected disclosure of information from IRPAgent, and even damage to IRPAgent and Network Elements under its control.

3. Agent Masquerade: One entity can masquerade as an IRPAgent.

4. Loss or Corruption: Loss or corruption of information including bulk data.

5. Eavesdropping (Note 7): Eavesdropping on sensitive management information.

6. Repudiation: IRPManager and/or IRPAgent denies the fact that it has sent or received some management information.
“File transfer” in the row headings of the table refers to the file transfer mechanism used by the corresponding IRPs. Because the IRPs use the file transfer mechanisms provided by the File Transfer IRP the threats relating to file transfer mechanisms are shown in rows associated with the FT IRP.
“File content” in the row name of the table refers to the file content of files used by the corresponding IRPs. The threats to file content are dependant on the IRP to which the file belongs, and these are therefore shown against the IRP that created or uses the files.
Table 1 Matrix of Security threats

	
	Manager Masquerade 
	Unauthorized Access
	Agent Masquerade
	Loss or Corruption
	Eavesdropping (Note 7) 
	Repudiation

	Basic CM IRP
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-

	Bulk CM IRP
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-

	· 
	
	
	
	
	
	

	· file content (Active) (Note 4)

	N/A
	N/A
	N/A
	X
	-
	X

	· file content (Passive) 
	N/A
	N/A
	-
	-
	-
	-

	Alarm IRP
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-

	· 
	
	
	
	
	
	

	· file content
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Notification IRP
	
	
	
	
	
	

	· operation
	X
	X (Note 5)
	N/A
	N/A
	-
	X

	· notification (n/a)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	TM IRP
	
	
	
	
	
	

	· operation
	X
	X (Note 6)
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	- 
	-

	· 
	
	
	
	
	
	

	· file content
	N/A
	N/A
	-
	-
	-
	-

	FT IRP
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-

	· file transfer
	X
	X
	N/A
	N/A
	-
	X

	EP IRP
	
	
	
	
	
	

	· operation
	X
	(TBD)
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-

	PM IRP 
	
	
	
	
	
	

	· operation
	X
	-(Note 5)
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-

	· 
	
	
	
	
	
	

	· file content
	N/A
	N/A
	N/A
	-
	-
	-

	CS IRP
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-

	NL IRP
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	N/A
	-
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-

	· 
	
	
	
	
	
	

	· file content
	N/A
	N/A
	N/A
	-
	-
	-


N/A: Not applicable

TBD: To Be Decided

-: Not a Threat

X: A Threat

Note 1: void 

Note 2: void

Note 3: void

Note 4: The IRPAgent shall check that a downloaded file has not been changed during a session before performing a pre-activation or activation.

Note 5: relationship between operations is for further study.

Note 6: see Note5

Note 7: Assume security of DCN between IRPManager and IRPAgent is not described in this document.

1. Matrix of Security Requirements
This table identifies the security requirements in IRP context.
The definitions of the column headings of the table follow:

1. Manager Authentication: IRPAgent authenticates IRPManager. It implies that the IRPManager shall be identified so as to be authenticated.

2. Authorization: IRPAgent authorizes the IRPManager, i.e. IRPAgent checks if the IRPManager has been authorized to perform the operations on receiving operation request.

3. Agent Authentication: IRPManager authenticates IRPAgent. It implies that the IRPAgent shall be identified so as to be authenticated.
4. Integrity Protection: Receiver (IRPManager or IRPAgent) of bulk data checks the integrity of the management information  

5. Confidentiality Protection: The confidentiality of sensitive management information is protected.
6. Non-Repudiation: Means are provided to prove that exchange of data between IRPAgent and IRPManager actually took place.
7. Security Alarm: IRPAgent issues security alarm to IRPManager when breach of security is detected, e.g. request for unauthorized operation, damage of file transferred, etc.

8. Activity Log: It helps to find out who (i.e., identities of IRPManager) did what (i.e., names of operations and notifications) and when. This capability is called the activity log. It includes information like requested operations, operations performed, emitted notifications/alarms, and transferred files. In the context of Itf-N, IRPAgent maintains activity log(s) and the activity log(s) of IRPManager are out of scope of this specification.
“File transfer” in row name of the table refers to the file transfer mechanism used by corresponding IRP. Because the IRPs use the file transfer mechanisms provided by the File Transfer IRP the threats relating to file transfer mechanisms are shown in rows associated with the FT IRP.

“File content” in row name of the table refers to the file content of corresponding IRP.
Table 2 Matrix of Security Requirements

	
	Manager Authentication 
	Authorization
	Agent Authentication
	Integrity Protection
	Confidentiality Protection
	Non-Repudiation
	Security Alarm
	Activity Log

	Basic CM IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	Bulk CM IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	· 
	
	
	
	
	-
	
	
	

	· file content (Active)
	N/A
	N/A
	N/A
	X
	-
	-
	X

	X(Note 12)

	· file content (Passive)
	N/A
	N/A
	-
	-
	-
	-
	N/A
(Note 11)
	N/A

	Alarm IRP
	
	
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	· 
	
	
	
	
	
	
	
	

	· file content
·  (Note 10)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Notification IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	N/A
	-
	-
	X
	X

	· notification (n/a)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	TM IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	· 
	
	
	
	
	-
	
	
	

	· file content
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	FT IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	· file transfer 
	X
	X
	N/A
	X(Note 13)
	-
	-
	X
	X

	EP IRP
	
	
	
	
	
	
	
	

	· operation
	X
	TBD
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	PM IRP 
	
	
	
	
	
	
	
	

	· operation
	X
	X(Note5)
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	· 
	
	
	
	
	-
	-
	
	

	· file content
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	CS IRP
	
	
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	NL IRP
	
	
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	N/A
	-
	-
	X
	X

	· notification
	N/A
	N/A
	-
	-
	-
	-
	N/A
	-

	· 
	
	
	
	
	-
	-
	
	

	· file content
	N/A
	N/A
	N/A
	-
	-
	-
	N/A
	-


Note 9: A security Alarm is issued if the integrity check of the file fails.
Note 10: N/A because no file transfer operations for this IRP have yet been defined.
Note 11 – This field is N/A because no integrity check is performed on the file contents and therefore no security alarm can be issued as a result. If file contents are checked and no requirement for issuing an alarm identified this field would be "-".
Note 12: Activity log of Bulk CM IRP constains suboperations of active files.
Note 13: FT IRP is reponsible for checking the integrity of the files transferred, but not the file content semantics.
Note: this matrix is a Working draft



