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1 Introduction and Executive Summary

1.1 Session data
The RG WT01 session was held on 9 October 2003 for 1½  Quarters.

The following Tdocs were input to this session:
	Type
	Input Tdoc#

-> Output Tdoc#

(if changed)
	TS(s)
	Rel
	Title
	Source
	Replaces
	Input Status
	Reviewed
	Output Status

	Report
	S5-036911r1
	-
	-
	Report of SA5#35 WT01 session
	Huawei
	-
	New
	Yes
	RG Approved

	Discussion paper
	S5-037141
	32.xxx
	R6
	Security Document
	Lucent
	
	New
	Yes
	Discussed

	CR
	S5-037144
	32.611
	R6
	Bulk CM IRP Security Requirements
	T-Mobile
	
	New
	Yes
	New updated version to be resubmitted

	Discussion paper
	S5-037160
	32.xxx
	R6
	Security Matrices
	Huawei
	
	New
	No
	Not Discussed

	Discussion paper
	S5-037161
	32.xxx
	R6
	
	Huawei
	
	New
	No
	Not Discussed


1.2 Executive summary

1.2.1 Achievements of this meeting

4 contributions were received for this meeting. Due to limited time, 2 of them were discussed.

Progress has been made on Bulk CM security requirements.
1.2.2 Total achievements and progress of this WT in this release (Rel-06)

· Achievements:


Progress made on agreeing Bulk CM requirements

· Percentage of completion:
15%

· Problems:


none

1.2.3 Action requested by (and information to be forwarded to) SWG-C / SA5 

1. The RG requests SWG-C/ SA5 to approve the following documents (and forward the CRs to the TSG SA plenary): 
None

2. For information to SWG-C and/or SA5 and/or SA: 
None
3. Documents requested to be withdrawn: 
None.
4. Any other action requested by SWG-C/ SA5: 

Security Management requirements and concepts document needs a TS document number.

2 Approval of the last meeting report

Last report S5-036911r1was approved.

3 Action items
	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	#34.1
	S5-36609 - Security Management Concepts and requirements: In clause 6 change/remove references to “User”. Open discussion to agree best solution/scope for this spec.
	Rel-6
	All
	Closed
	WT01
	Meeting #34bis

	#34.2
	S5-36609 - Security Management Concepts and requirements: In clause 6,add new “analysis” clause as commented in 4.1 and complete the analysis: see further details in 4.1.
	Rel-6
	All
	Closed
	WT01
	Meeting #34bis

	#34bis.1
	Bulk CM IRP is discussed partially, T-Mobile will submit a contribution for next meeting, and complete this part of the new matrix of Security Threats/Requirements.
	Rel-6
	T-Mobile
	Closed
	WT01
	Meeting #35

	#34bis.2
	FT IRP isn’t discussed yet, Motorola will submit a contribution for next meeting, and complete this part of the new matrix of Security Threats/Requirements..
	Rel-6
	Motorola
	Closed
	WT01
	Meeting #35

	#34bis.3
	Security Management requirements and concepts document needs a TS document number
	Rel-6
	
	Closed
	WT01
	Meeting #35

	#35.1
	Security matrix in S5-036802 should be divided into 2 matrixes, one is IRP against threat, the other is IRP together with its operation, notification, file transfer, and file content against security mechanism.
	Rel-6
	
	Closed
	Huawei
	Ad-hoc meeting of #35

	#35bis.1
	Prepare Liaison Statement for SA3
	Rel-6
	Lucent
	Open
	WT01
	Meeting #36

	#35bis.2
	Update Bulk CM IRP Requirements
	Rel-6
	T-Mobile
	Closed
	WT01
	Meeting #36

	
	
	
	
	
	
	


4 Review of input documents 

4.1 S5-037141 Security Document (Lucent)

This document was presented by Lucent. The latest version of T1.276 (from T1M1) was made available.

SA3 should be informed by SA5 of the work being done and the security domain that SA5 is working on.

It was agreed that a Liaison Statement should be sent to SA3, together with a copy of the “Security Management Concepts and Requirements” document .  As a second priority the same should be done for ITU-T,  T1M1. This is an Action Point for Lucent and they will submit a contribution at the next meeting.

4.2 S5-036944 Bulk CM IRP Security Requirements (T-Mobile)

The following comments were noted:

Requirement 3: Should the IRPAgent be authenticated only at the start of a Bulk CM session, or for all activity within a session?  T-Mobile will clarify.  It was commented by Ericsson and Lucent that this requirement can be met by using, e.g. a secure VPN and with no changes required to the Security Management Itf-N.  Should this requirement be kept and a note put in the Solution Set that this can be met by deploying a VPN,  Domain Security, etc?  This should be decided at the IS level.

Requirement 6:  Currently in the Notification IRP,  the subscription of an IRPManager can be changed by another IRPManager if the managerReference attribute becomes known to another IRPManager.  Ericsson stated that perhaps that level of security is enough and other requirements may have higher priority.  T-Mobile disagreed.  One possible solution to meet this requirement is to require the IRPManager to secure the managerReference and subscriptionId attributes (e.g. never display it on a GUI).

Requirement 8: Delete this requirement and add it to each requirement that needs the issuing of a security alarm.  For requirement 2 add “If an IRPManager fails authentication then the IRPAgent shall issue a security Alarm.”

It was agreed that Requirements 1, 4, 7 and 9 should be moved to section 4.3 and discussed in the SWG-C CR Rapporteur Group.

4.3 Input documents not discussed 

S5-037160, S5-037161

5 Joint session(s) held with other RGs (if necessary)

None

6 Any other business

None.

7 Participants

	Attendee Name
	Company

	Tapinder Pal
	T-Mobile (Rapporteur/Convenor)

	Thomas Tovinger
	Ericsson

	Edwin Tse
	Ericsson

	Olaf Pollakowski
	Siemens

	Clemens Suerbaum
	Siemens

	Trevor Pirt
	Motorola

	Frédéric Bonneau
	Nortel Networks

	Habib Nouira
	Alcatel S.A

	Mohan Rao
	Lucent Technologies

	John Islip
	Lucent Technologies

	Enxi Wang
	Nokia
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