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This table identifies the security threats in IRP context.

Table 1Matrix of Security threats

	
	Manager Masquerade 
	Unauthorized Access
	Agent Masquerade
	Loss or Corruption
	Eavesdropping (Note 7) 
	Repudiation
	
	

	Basic CM IRP
	
	
	
	
	
	
	
	

	· operation
	X
	x
	N/A
	N/A
	-
	x
	
	

	· notification
	N/A
	N/A
	-
	-
	-
	-
	
	

	Bulk CM IRP
	
	
	
	
	
	
	
	

	· operation
	X
	x
	N/A
	N/A
	-
	X
	
	

	· notification
	N/A
	N/A
	-
	-
	-
	-
	
	

	· file transfer (Note1) 
	X
	X
	N/A
	N/A
	-
	X
	
	

	· file content (Active) (Note2) (Note 4)

	X
	N/A
	N/A
	x
	-
	x
	
	

	· file content (Passive) (Note3)
	N/A
	-
	-
	-
	-
	-
	
	

	Alarm IRP
	
	
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	N/A
	-
	x
	
	

	· notification
	N/A
	N/A
	-
	-
	-
	-
	
	

	· file transfer
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	
	

	· file content
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	
	

	Notification IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X (Note 5)
	N/A
	N/A
	-
	X
	
	

	· notification (n/a)
	--
	--
	--
	--
	--
	--
	
	

	TM IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X (Note 6)
	N/A
	N/A
	-
	X
	
	

	· notification
	N/A
	N/A
	-
	-
	- 
	-
	
	

	· file transfer
	-
	-
	-
	-
	-
	-
	
	

	· file content
	N/A
	N/A
	-
	-
	-
	-
	
	

	FT IRP
	
	
	
	
	
	
	
	

	· operation
	(TBD)
	(TBD)
	(TBD)
	(TBD)
	(TBD)
	(TBD)
	
	

	· notification
	(TBD)
	(TBD)
	(TBD)
	(TBD)
	(TBD)
	(TBD)
	
	

	· file transfer & file content (n/a)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	
	

	EP IRP
	
	
	
	
	
	
	
	

	· operation
	X
	(TBD)
	N/A
	-
	-
	X
	
	

	· notification
	N/A
	N/A
	-
	-
	-
	-
	
	

	PM IRP 
	
	
	
	
	
	
	
	

	· operation
	X
	-(Note 5)
	N/A
	-
	-
	X
	
	

	· notification
	N/A
	N/A
	-
	-
	-
	-
	
	

	· file transfer
	x
	-
	-
	-
	-
	x
	
	

	· file content
	N/A
	N/A
	N/A
	-
	-
	-
	
	

	CS IRP
	
	
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	-
	-
	X
	
	

	· notification
	N/A
	N/A
	-
	-
	-
	-
	
	

	NL IRP
	
	
	
	
	
	
	
	

	· operation
	X
	-
	N/A
	-
	-
	X
	
	

	· notification
	N/A
	N/A
	-
	-
	-
	-
	
	

	· file transfer
	X
	-
	-
	-
	-
	x
	
	

	· file content
	N/A
	N/A
	N/A
	-
	-
	-
	
	


N/A: Not applicable

TBD: To Be Decided
-: Not a Threat

x: A Threat
Note 1: void 

Note 2: void
Note 3: void
Note 4: The IRPAgent shall check that a downloaded file has not been changed during a session before performing a pre-activation or activation.

Note 5: relationship between operations is for further study.
Note 6: see Note5
Note 7: Assume security of DCN between IRPManager and IRPAgent is not described in this document.
This table identifies the security requirements in IRP context.

Table 2 Matrix of Security Requirements
	
	Manager Authentication 
	Authorization
	Agent Authentication
	Integrity Protection
	Confidentiality Protection
	Non-Repudiation
	Security Alarm
	Activity Log

	Basic CM IRP
	
	
	
	
	
	
	
	

	· operation
	x
	x
	
	
	
	
	x
	x

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	Bulk CM IRP
	
	
	
	
	
	
	
	

	· operation
	x
	x
	
	
	
	
	X
	x

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	· file transfer 
	
	
	
	
	
	
	
	

	· file content (Active)
	x
	x
	N/A
	x
	
	
	x
	x

	· file content (Passive)
	N/A
	
	
	?
	
	
	
	

	Alarm IRP
	
	
	
	
	
	
	
	

	· operation
	
	
	N/A
	
	
	
	
	

	· notification
	N/A
	
	
	
	
	
	
	

	· file transfer
	TBD 
	
	
	
	
	
	
	

	· file content
	
	
	
	?
	
	
	
	

	Notification IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	
	X
	x

	· notification (n/a)
	--
	--
	--
	--
	--
	
	
	

	TM IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	
	X
	x

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	· file transfer
	
	
	
	
	
	
	
	

	· file content
	N/A
	
	
	?
	
	
	
	

	FT IRP
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	

	· file transfer & file content (n/a)
	--
	--
	--
	--
	--
	
	
	

	EP IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	
	X
	X

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	PM IRP 
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	
	X
	X

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	· file transfer
	
	
	
	
	
	
	
	

	· file content
	N/A
	
	
	?
	?
	
	
	

	CS IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	
	X
	X

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	NL IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	
	X
	X

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	· file transfer
	
	
	
	
	
	
	
	

	· file content
	N/A
	
	
	X
	
	
	N/A
	


Note: this matrix is a Working draft

Bulk CM IRP is discussed partially, T-Mobile will submit a contribution for next meeting, and complete this part of the matrix.

FT IRP isn’t discussed yet, Motorola will submit a contribution for next meeting, and complete this part of the matrix.



	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


