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This table identifies the security threats in IRP context.

Table 1Matrix of Security threats

	
	Manager Masquerade (TBD)
	Unauthorized Access
	Agent Masquerade
	Loss or Corruption
	Eavesdropping 
	Repudiation
	Security Alarm
	Activity Log

	Basic CM IRP
	
	
	
	
	
	
	
	

	· operation
	x
	x
	
	
	
	x
	x
	x

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	Bulk CM IRP
	
	
	
	
	
	
	
	

	· operation
	x
	x
	
	
	
	X
	X
	x

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	· file transfer 
	
	
	
	
	
	
	
	

	· file content (Active)
	x
	x
	N/A
	x
	
	x
	x
	x

	· file content (Passive)
	N/A
	
	
	?
	
	
	
	

	Alarm IRP
	
	
	
	
	
	
	
	

	· operation
	
	
	N/A
	
	
	
	
	

	· notification
	N/A
	
	
	
	
	
	
	

	· file transfer
	TBD 
	
	
	
	
	
	
	

	· file content
	
	
	
	?
	
	
	
	

	Notification IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	X
	X
	x

	· notification (n/a)
	--
	--
	--
	--
	--
	--
	
	

	TM IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	X
	X
	x

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	· file transfer
	
	
	
	
	
	
	
	

	· file content
	N/A
	
	
	?
	
	
	
	

	FT IRP
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	

	· file transfer & file content (n/a)
	--
	--
	--
	--
	--
	--
	
	

	EP IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	X
	X
	X

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	PM IRP 
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	X
	X
	X

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	· file transfer
	
	
	
	
	
	
	
	

	· file content
	N/A
	
	
	?
	?
	
	
	

	CS IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	X
	X
	X

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	NL IRP
	
	
	
	
	
	
	
	

	· operation
	X
	X
	N/A
	
	
	X
	X
	X

	· notification
	N/A
	N/A
	
	
	
	
	N/A
	

	· file transfer
	
	
	
	
	
	
	
	

	· file content
	N/A
	
	
	X
	
	
	N/A
	


Note: this matrix is a Working draft

Bulk CM IRP is discussed partially, T-Mobile will submit a contribution for next meeting, and complete this part of the matrix.

FT IRP isn’t discussed yet, Motorola will submit a contribution for next meeting, and complete this part of the matrix.

All the file transfer rows of any IRP are not discussed.

Delegates think that Security Management requirements and concepts document needs a TS document number.

	
	Athentication1
	Access Controll
	Athentication2
	Loss or Corruption of Bulk Data/ Sequential data /
	Eavesdropping 
	Repudiation
	Denial of Service
	Security Alarm
	Activity Log

	Basic CM IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	Bulk CM IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	· file transfer 
	
	
	
	
	
	
	
	
	

	· file content
	
	
	
	
	
	
	
	
	

	Alarm IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	· file transfer
	
	
	
	
	
	
	
	
	

	· file content
	
	
	
	
	
	
	
	
	

	Notification IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification (n/a)
	--
	--
	--
	--
	--
	--
	--
	
	

	TM IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	· file transfer
	
	
	
	
	
	
	
	
	

	· file content
	
	
	
	
	
	
	
	
	

	FT IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	· file transfer & file content (n/a)
	--
	--
	--
	--
	--
	--
	--
	
	

	EP IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	PM IRP 
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	· file transfer
	
	
	
	
	
	
	
	
	

	· file content
	
	
	
	
	
	
	
	
	

	CS IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	NL IRP
	
	
	
	
	
	
	
	
	

	· operation
	
	
	
	
	
	
	
	
	

	· notification
	
	
	
	
	
	
	
	
	

	· file transfer
	
	
	
	
	
	
	
	
	

	· file content
	
	
	
	
	
	
	
	
	


