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Rationale for Trace

The basic rationale for Trace in general is that it is an additional source of information to Performance Measurements providing very detailed information at call/session level on one or more specific mobile(s) and thus allows going further in monitoring and optimisation operations. As such it plays a major role in activities such as determination of the root cause of a malfunctioning mobile, advanced troubleshooting, optimisation of resource usage and quality, RF coverage control and capacity improvement, dropped call analysis, Core Network and UTRAN end to end UMTS procedure validation.

Signalling/Management activation
Trace activation/deactivation always starts with an activation/deactivation from the management system to an NE.. 
The basic difference between these two activation methods is that in signalling based activation/deactivation the initial activation/deactivation can only be sent from the Management System to HSS, MSS or SGSN, which than propagate the activation/deactivation to other NEs when needed.

There is no requirement for management based activation to the MGW.



Trace Session/Trace Recording Session

The attached TS 32.421 introduces the concepts of Trace Session and Trace Recording Session. A Trace Session is a time interval started with a Trace Activation and lasts until the Deactivation of that specific Trace. 
A Trace Session is identified by a globally unique Trace Reference. A Trace Recording Session is a time interval within a Trace Session while Trace records are generated for the subscriber or MS being traced. 
A Trace Recording Session is identified by a unique Trace Recording Session Reference within a Trace Session. 

Trace Session Activation/Deactivation

Trace Session is started in a CN NE, when it receives the Trace Session activation command. 

In case of management activation the Trace Session activation command to a CN NE (HSS, SGSN, GGSN, MSS, S-CSCF, P-CSCF) is always coming from the Management System. 
In case of signalling based activation the Trace Session activation command comes from the management system first to HSS, SGSN or MSS and then the NE propagates the trace control and configuration parameters via network control signalling interfaces. The Trace control and configuration parameter (list of NE types to Trace) will define whether the NE shall propagate Trace activation messages towards other NE.

The requirements for activating and deactivating a Trace Session is described in 3GPP TS 32.421 v.6.1.0 

In case of Signalling based activation the Trace Session Activation command shall be sent to the other NE as soon as technically possible. 

The Trace Session activation command shall contain the subscriber or MS identifier, which is traced; the Trace Reference, which is the identifier of the Trace Session; the Trace control and configuration parameters;

The Trace Session activation command shall contain the Trace Recording Session Reference also between the MSS and MGW, SGSN and GGSN.

Starting a Trace Recording Session

A Trace Recording Session starts in a NE when it detects any of the start triggering events defined in the Trace control and configuration parameters. 

· Management activation:

The Trace Recording Session can start only in a NE, if the IMSI (in case of subscriber Trace in CS and PS domain), Public ID (in case of subscriber Trace in IMS) or the IMEI(SV) (in case of MS Trace in CS and PS domain) is available. 

The Trace Recording Session is always started according to the Trace control and configuration parameters in that NE where the Trace Session was activated. The Trace Recording Session Reference shall be allocated by the NE at the beginning of the Trace Recording Session. 

· Signalling activation:

Trace Recording Session is started, when any of the event of the start triggering event, occurs. If the CN NE is an MSS or SGSN or S-CSCF than it should allocate the Trace Recording Session Reference at the beginning of the Trace Recording Session. 

Stopping a Trace Recording Session

A Trace Recording Session stops in a NE when it detects any of the stop triggering events defined in the Trace control and configuration parameters regardless of the used activation method. 

Mobility Management during Trace Recording Session

It shall be possible to trace a subscriber or MS even in case of mobility during the Trace Recording Session. In the CN network elements it requires special handling only in case of signalling based activation.  

In case of signalling based activation it means the following:

If inter-MSS handover occurs the trace session activation together with the trace control and configuration parameters shall be propagated from MSS-A to MSS-B.

If inter-SGSN routing area update occurs the trace session activation together with the trace control and configuration parameters shall be propagated from the SGSN-A to SGSN-B. 

Trace control and configuration parameters:

Start and Stop triggering events
This parameter defines when to start a Trace Recording Session and which message shall be recorded first, when to stop a Trace Recording Session and which message shall be recorded last respectively. 

The messages in the start triggering event tables indicate the transaction to be recorded first and the starting time of the Trace Recording Session within a Trace Session for the traced MS/subscriber in the given NE.

The messages in the stop triggering event tables indicate the transaction to be recorded last and the stopping time of the Trace Recording Session.


	MSC Server:

	
	Start triggering events
	Stop triggering events

	Mobile Originated Call
	Receipt of the CM SERVICE-REQUEST message with service type set to originating call establishment
	Reception of CC-RELEASE COMPLETE or CM-SERVICE ABORT message

	Mobile Terminated Call
	Sending of PAGING REQUEST message
	Reception of CC-RELEASE COMPLETE or CM-SERVICE ABORT message

	Mobile Originated SMS
	Receipt of the CM SERVICE-REQUEST message with service type set to Short Message service
	Transmission of RP-ACK/RP-NACK message

	Mobile Terminated SMS
	Sending of PAGING REQUEST message
	Reception of RP-ACK/RP-NACK message

	IMSI Attach
	Receipt of the MM-LOCATION UPDATING REQUEST message
	Sending of MM-LOCATION-UPDATING ACCEPT or MM-LOCATION-UPDATING-REJECT message

	Location Update
	Receipt of the MM-LOCATION UPDATING REQUEST message
	Sending of MM-LOCATION-UPDATING ACCEPT or MM-LOCATION-UPDATING-REJECT message

	IMSI Detach
	Receipt of the MM-IMSI DETACH INDICATION message
	Reception of  MM-IMSI DETACH INDICATION message

	Handover
	Receipt of the BSSMAP-HANDOVER REQEST ACK message in case of GSM or RANAP-IU RELOCATION REQEST ACK message in case of UMTS
	Reception of BSSMAP-CLEAR COMPLETE message in case of GSM or RANAP-IU RELEASE COMPLETE message in case of UMTS or BSSMAP-HANDOVER FAILURE in case of GSM or RANAP-RELOCATION FAILURE in case of UMTS.

	Supplementary Service
	TBD
	TBD

	Vendor Specific extensions
	Vendor Specific extension
	Vendor Specific extension


	MGW:

	
	Start triggering events
	Stop triggering events

	Context 
	Reception of Megaco-ADD command, or reception of Megaco MODIFY command
	Sending of Megaco- EXTRACT reply

	Vendor specific extensions
	Vendor specific extension
	Vendor specific extension


	SGSN:

	
	Start triggering events
	Stop triggering events

	PDP Context 
	Reception of SM-ACTIVATE PDP CONTEXT REQUEST or sending SM-REQUEST PDP CONTEXT ACTIVATION or reception of SM- MODIFY PDP CONTEXT REQUEST
	Reception or sending of SM- DEACTIVATE PDP CONTEXT REQUEST or sending SM-ACTIVATE PDP CONTEXT REJECT

	
	
	

	Mobile Originated SMS
	Receipt of RP-DATA message
	Transmission of RP-ACK/RP-NACK message

	Mobile Terminated SMS
	Transmission of RP-DATA message
	Reception of RP-ACK/RP-NACK message

	GPRS Attach
	Reception of MM-ATTACH-REQUEST
	Sending MM-ATTACH-ACCEPT or MM-ATTACH-REJECT

	Routing Area Update
	Reception of MM-ROUTING AREA UPDATE REQUEST
	Sending MM-ROUTING AREA UPDATE ACCEPT or MM-ROUTING AREA UPDATE REJECT

	GPRS Detach
	Reception MM-DETACH REQUEST
	Reception of MM-DETACH ACCEPT

	Vendor specific extensions
	Vendor specific extension
	Vendor specific extension


	GGSN:

	
	Start triggering events
	Stop triggering events

	PDP Context 
	Reception of GTP Create PDP context request or reception of GTP Update PDP context request
	Sending of GTP Delete PDP context response

	Vendor specific extensions
	Vendor specific extension
	Vendor specific extension


	S-CSCF:

	
	Start triggering events
	Stop triggering events

	SIP INVITE session
	Reception of the initial SIP INVITE request 
	Sending of the SIP response to the SIP BYE request (sending or receiving) or any other error response

	Registration
	Reception of SIP REGISTER request 
	Sending the SIP response to the SIP REGISTER request

	Messaging
	Reception of SIP MESSAGE request
	Sending the SIP response to the SIP MESSAGE request

	Presence
	Reception of SIP SUBSCRIBE request
	Sending the SIP response to the final SIP NOTIFY request

	Service Invocations to SS
	Reception of/Sending the first SIP message from/to the AS
	Sending/Receiving the last SIP response to/from the AS

	other SIP methods
	Reception of any other SIP requests (e.g. OPTIONS, REFER, INFO)
	Sending the SIP response to the appropriate SIP request

	Vendor specific extensions
	Vendor specific extension
	Vendor specific extension


	P-CSCF:

	
	Start triggering events
	Stop triggering events

	SIP INVITE session
	Reception of the initial SIP INVITE request 
	Sending of the SIP response to the SIP BYE request (sending or receiving) or any other error response

	Registration
	Reception of SIP REGISTER request 
	Sending the SIP response to the SIP REGISTER request

	Messaging
	Reception of SIP MESSAGE request
	Sending the SIP response to the SIP MESSAGE request

	Presence
	Reception of SIP SUBSCRIBE request
	Sending the SIP response to the final SIP NOTIFY request

	Service Invocations to SS
	Reception of/Sending the first SIP message from/to the AS
	Sending/receiving the last SIP response to/from the AS

	other SIP methods
	Reception of any other SIP requests (e.g. OPTIONS, REFER, INFO)
	Sending the SIP response to the appropriate SIP request

	Vendor specific extensions
	Vendor specific extension
	Vendor specific extension


Trace Depth

This parameter defines how detailed information should be recorded in the Network Element. 

The following table describes the values of the Trace Depth parameter:

	Trace Depth
	Meaning

	Minimum
	Recording of some IEs in the signalling messages in decoded format

	Medium
	Recording of some IEs in the signalling messages together with the radio measurement IEs in decoded format

	Maximum
	Recording the whole signalling messages in encoded format

	Vendor Specific extensions
	Vendor specific extension


List of NE types to Trace

This parameter defines the Network Element types where Trace Session activation is needed. This parameter has meaning only in the signalling based activation mechanism and it is used to determined whether the Trace Session Activation shall be propagated further to other Network Elements. In management based activation mechanism this parameter is not needed.

The following list contains the Network Element types:

· MSS

· MGW

· RNC

· BSC

· SGSN

· GGSN

· S-CSCF

· P-CSCF

List of interfaces, protocols to trace:

This parameter defines which interfaces, protocols should be recorded in the Network Element. 

The following list contains the list of interfaces in each Network Element:

· MSS: A, Iu-CS, Mc and MAP (G, B, E, F) interfaces
· MGW: ATM, IP and TDM interfaces for user plane characteristics
· RNC: Iu-CS, Iu-PS, Iur, Iub and Uu interfaces
· BSC: Iu-CS, Iu-PS, Um, Abis, A and Gb interfaces
· SGSN: Gb, Iu-PS, Gn, MAP (Gr, Gd, Gf), CAP (Ge) and Gs interfaces
· GGSN: Gn and Gi interfaces
· S-CSCF: Mw, Mg, Mr and Mi interfaces
· P-CSCF: Gm and Go interfaces
· HSS: MAP (C, D, Gc, Gr) and Cx interfaces and location and subscription information
Example of Trace Session Activation:

Trace Session activation in CS domain:
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The HSS shall include the following information to the Trace Session activation command to MSS:

· IMSI or IMEI(SV) (M)

· Trace reference(M)

· Start and stop triggering events in MSS (O)

· Start and stop triggering events in MGW (O)

· Start and stop triggering events in RNC (O)

· Start and stop triggering events in BSC (O)

· Trace Depth (M)

· List of NE types to trace (M)

· List of interfaces to trace in MSS (O)

· List of interfaces to trace in MGW (O)

· List of interfaces to trace in RNC (O)

· List of interfaces to trace in BSC (O)

· 
· 
· 
· 
The MSS shall include the following information to the Trace Session activation command to MGW:

· IMSI or IMEI(SV) (M)

· Trace reference (M)

· Trace Recording Session Reference(M)

· Start and stop triggering events in MGW (O)

· Trace Depth (M)

· List of interfaces to trace in MGW (O)

· 
· 
· 
Trace Session activation in PS domain:
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The HSS shall include the following information to the Trace Session activation to SGSN:

· IMSI or IMEI(SV) (M)

· Trace reference (M)

· Start and stop triggering events in SGSN (O)

· Start and stop triggering events in GGSN (O)

· Start and stop triggering events in RNC (O)

· Start and stop triggering events in BSC (O)

· Trace Depth (M)

· List of NE types to trace (M)

· List of interfaces to trace in SGSN (O)

· List of interfaces to trace in GGSN (O)

· List of interfaces to trace in RNC (O)

· List of interfaces to trace in BSC (O)

· 
· 
· 
· 
The SGSN shall include the following information to the Trace Session activation command to GGSN:

· IMSI or IMEI(SV) (M)

· Trace reference (M)

· Trace Recording Session Reference (M)

· Start and stop triggering events in GGSN (O)

· Trace Depth (M)

· List of interfaces to trace in GGSN (O)

· 
· 
· 
Trace Session activation in IMS:
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The HSS shall include the following information to the Trace Session activation to S-CSCF:

· Public ID (M)

· Trace reference (M)
· Trace Depth (M)
· Start triggering events in S-CSCF (O)
· Start triggering events in P-CSCF (O)
· Stop triggering events in S-CSCF (O)
· Stop triggering events in P-CSCF (O)
· List of NE types to Trace (M)
· List of interfaces to trace in S-CSCF (O)
· List of interfaces to trace in P-CSCF (O)

The S-CSCF shall include the following informationto the Trace Session activation command to GGSN:

· Public ID (M)

· Trace Reference (M)

· Start triggering events in P-CSCF (O)
· Stop triggering events in P-CSCF (O)
· Trace Depth (M)
· List of interfaces to trace in P-CSCF (O)
