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Security Management Vulnerabilities of IRPs 

1. Generic Analysis of IRPs’ Vulnerabilities

The analysis identifies threats that are generic to the IRPs because many of the threats depend on the type of management information that is transferred over Itf-N rather than the purpose of the IRP itself.
In the current IRP context, there is management information:
1. Operation requests and their responses
2. Sequential data (such as Notification sequence, Alarm sequence)
3. Bulk data (files)
4. Some of the information transferred may be sensitive in whole or in part. 

The sections below analyze generic operations and data types of all IRPs. This is followed by an analysis of each IRP which identifies the generic threats that apply to the IRP and any threats specific to that IRP. 
1.1. Vulnerabilities of IRPs’ Operation(s)
The IRPManager makes requests of the IRPAgent and the IRPAgent responds.
Currently one principal can use the operations in another principal’s name, the operations can also be used arbitrarily, and there is no means to identify the principal and its activity.
The vulnerabilities identified are 

· A principal masquerades as another principal

· A principal makes unauthorised access to IRPAgent 

· Repudiation – a principal denies making requests for actions that IRPAgent has performed and IRPAgent denies receiving requests from IRPManager.
1.2. Vulnerabilities of IRPs’ intermittent sequential data

Sequential data is sent intermittently from IRPAgent to IRPManager, e.g. alarms, notifications.
Currently the receiver of sequential data does not know whether the data source is legitimate or not, which implies some entities can arbitrarily send sequential data to a particular IRPManager over Itf-N. Also one of the data units in the sequence may be lost.
The vulnerabilities identified are 

· One entity can masquerade as an IRPAgent to send Notifications/Alarms to IRPManager. 
· Sequential data may be lost or corrupted without this being detected.
1.3. Vulnerabilities of IRPs’ Bulk data
Bulk data is sent in files between IRPManager and IRPAgent. This can be one file or a series of files
Currently files may be lost or corrupted without this being detected.
The vulnerabilities identified are
· Any IRP that can transfer bulk data (files) is under threat of Loss or corruption of Bulk data:

1.4. Vulnerabilities of IRPs’ Sensitive data

Some of the information transferred over Itf-N may be sensitive in whole or in part. The sensitive data may be all of the data (unit) or only selected fields. Therefore, only vulnerabilities due to the sensitive nature of the data are identified here.
Currently there is no mechanism to protect the confidentiality of sensitive data
· Any IRP that may transfer sensitive data is under threat of Eavesdropping.

1.5. Vulnerabilities of any management information of IRP

Any IRP that can transfer any kind of Management information (list above) is under threat of Denial of Service:

The vulnerabilities identified are:

· Disrupting communication between IRPManager and IRPAgent. 

· Causing IRPAgent to be overloaded and unable to respond to requests from IRPManager
The following table shows generic vulnerabilities of IRPs’ management information.

	Type of Management information
	Security Threats
	Masquerade1
	Unauthorized Access
	Masquerade2
	Loss or Corruption of Bulk Data
	Loss or Corruption of Sequential data
	Eavesdropping 
	Repudiation
	Denial of Service

	Operation
	x
	x
	 
	 
	 
	 
	x
	x

	Notification
	 
	 
	x
	 
	x
	 
	
	x

	Alarm
	 
	 
	x
	 
	x
	 
	
	x

	Bulk Data
	 
	 
	 
	x
	 
	 
	
	x

	Sensitive Data
	 
	 
	 
	 
	 
	x
	
	


2. Analysis of specific IRPs’ vulnerabilities
The table below shows the vulnerabilities of individual IRP. This matrix when agreed will form Table 2 in Section 6 of 3GPP TS 32.xx1 Security management concepts and requirements.
	IRPs
	Threats
	Masquerade1
	Masquerade2
	Unauthorized access
	Loss or corruption of Sequential data
	Loss or corruption of Bulk data
	Eavesdropping 
	Repudiation
	Forgery
	Denial of service

	Basic CM 
	x
	
	x
	
	
	
	x
	
	x

	Bulk CM 
	x
	x
	x
	x
	x
	
	x
	
	x

	Kernel CM 
	x
	x
	x
	x
	
	
	x
	
	x

	Alarm 
	x
	x
	x
	x
	
	
	x
	
	x

	Notification 
	x
	
	x
	
	
	
	x
	
	x

	Test Management 
	x
	x
	x
	x
	x
	
	x
	
	x

	File Transfer 
	x
	x
	x
	x
	
	
	x
	
	x

	Entry Point 
	x
	x
	x
	x
	
	
	x
	
	x

	Security Management 
	x
	x
	x
	x
	x

	x
	x
	x
	x

	Performance Management 
	x
	x
	x
	x
	x
	x
	x
	
	x

	Communication Surveillance 
	x
	x
	x
	x
	
	
	x
	
	x

	Log Management 
	x
	x
	x
	x
	x

	
	x
	
	x


Note1:
IRPs indicated in blue represent IRPs that are currently under development within SA-5
Note2: 
Masquerade1 is where a principal masquerades as another principal


Masquerade2 is where an entity masquerades as an IRPAgent

Unauthorised Access is where a principal gains unauthorised access to IRPAgent

Below is an outline of the rationale for identifying threats to the individual IRPs. This is intended to initiate discussion of the matrix contents, not to be included in detail within 3GPP TS 32.xx1 Security Management concepts and requirements. These are theoretical vulnerabilities. The benefits analysis to decide which threats should be countered in the context of Itf-N is a separate issue.
2.1. Alarm IRP
This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to a principal masquerading as another principal
· Vulnerable to unauthorised access by a principal to IRPAgent 

· Vulnerable to loss, replay etc of sequential information

· Alarms information fails to arrive or is duplicated

· For example if an alarm never arrived corrective action would not be taken and the network service could be degraded.

· Vulnerable to repudiation 

· Vulnerable to denial of service 

· Alarm IRP is vulnerable to denial of service that delays reporting of alarms causing failure to achieve Quality of Service targets for detection and reporting of faults in the network.

2.2. Notification IRP
This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal
· Vulnerable to unauthorised access by a principal to IRPAgent.

· Vulnerable to repudiation 

Note: vulnerability to threats relating to the notifications is covered within the IRP’s to which the notifications relate.

· Vulnerable to denial of service.

2.3. PM IRP

This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
3.
Bulk data (files)

4.
Some of the information transferred may be sensitive in whole or in part. 
According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal
· Vulnerable to unauthorised access by a principal to IRPAgent.
· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to loss, replay etc of sequential information

· Notifications fails to arrive or are duplicated

· Vulnerable to loss, replay etc of bulk data

· PM files are corrupted

· Vulnerable to eavesdropping

· Entity obtains information they are not authorised to have.

· For example an entity may obtain copies of performance files by monitoring the communications link between IRPManager and IRPAgent and make this information available to a competitor.

· Vulnerable to repudiation

· Vulnerable to denial of service.

2.4. Basic CM IRP

This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal
· Vulnerable to unauthorised access by a principal 

· Vulnerable to repudiation 

· Vulnerable to denial of service.

2.5. Kernel IRP

This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal
· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to unauthorised access by a principal to IRPAgent 

· Vulnerable to loss, replay etc of sequential information

· Notifications fails to arrive or are duplicated

· For example a notification about a state attribute value change was lost, leading to delays in taking appropriate action.

· Vulnerable to repudiation

· Vulnerable to denial of service because delays to reporting of notifications about state changes of MO’s can cause delays in taking action to put the MO back into the correct state.

2.6. Bulk CM IRP

This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
3.
Bulk data (files)

According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal 

· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to unauthorised access by a principal 

· Vulnerable to repudiation 

· Vulnerable to loss or corruption of bulk data

· Bulk configuration file corrupted

· For example a corrupted bulk configuration file could cause unpredictable results when activated and affect the service provided by the network.

· Vulnerable to loss or corruption of sequential data

· Notification fails to arrive

· For example a failure to receive a notification may cause the bulk CM process to delay activating a new configuration.

· Vulnerable to denial of service because it could prevent the transfer of bulk configuration files, and consequently affect the service offered by the network with the new configuration.

2.7. Test Management IRP
This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
3.
Bulk data (files)

According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal
· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to unauthorised access by a principal
· Vulnerable to repudiation 

· Vulnerable to loss or corruption of sequential data

· Notification fails to arrive

· For example a failure to receive a notification may delay the collection of test results.

· Vulnerable to loss, replay etc of bulk data

· Test results files are corrupted

· Vulnerable to denial of service.
2.8. File Transfer IRP

This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal 

· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to unauthorised access by a principal 

· Vulnerable to loss or corruption of sequential data

· Notification fails to arrive

· Vulnerable to repudiation 

· Vulnerable to denial of service.

.Note: vulnerability to threats relating to the files is covered within the IRP’s to which the files refer.

2.9. Security Management IRP

[Editor’s note: it is to be further studied]
This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
3.
Bulk data (files)

4.
Some of the information transferred may be sensitive in whole or in part. 
According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to a principal masquerading as another principal
· Vulnerable to unauthorised access by a principal 

· Vulnerable to loss or corruption of sequential data 
· Vulnerable to loss of notifications and security alarms.

· Vulnerable to loss or corruption of bulk data

· Security management specific log files corrupted or lost

· Vulnerable to repudiation

· Vulnerable to eavesdropping on confidential information

· Vulnerable to forgery
· Activity Log file modified before it is transferred from IRPAgent to IRPManager

· For example the log file could be modified so that it does not show correctly who did what and therefore unauthorised activity is not detected.

· Vulnerable to denial of service 

Note: The relationship between Security logs and Log Management IRP is for further study.
2.10. Log Management IRP

This IRP can transfer the following management information over Itf-N.

[Editor’s note: it is to be further studied]
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
3.
Bulk data (files)

According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal
· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to unauthorised access by a principal to IRPAgent

· Vulnerable to repudiation 

· Vulnerable to loss or corruption of sequential data

· Notification fails to arrive

· Vulnerable to loss or corruption of bulk data

· Log file corrupted or lost

· Vulnerable to denial of service.

· Entity overloads the network between the IRPManager and IRPAgent.

·  For example log space allocation may be exceeded, causing loss of log files held by IRPAgent to be deleted or logging to be terminated, in either case resulting in loss of log information.

2.11. Entry Point IRP

This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal
· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to unauthorised access by a principal to IRPAgent

· Vulnerable to loss or corruption of sequential data

· Notification fails to arrive

· Vulnerable to repudiation 

· Vulnerable to denial of service.

2.12. Communication Surveillance IPR

This IRP can transfer the following management information over Itf-N.
1.
Operation requests and their responses

2.
Sequential data (such as Notification sequence, Alarm sequence)
According to the generic analysis above, the vulnerabilities of this IRP are:
· Vulnerable to a principal masquerading as another principal
· Vulnerable to entity masquerading as IRPAgent 

· Vulnerable to unauthorised access by a principal to IRPAgent

· Vulnerable to loss or corruption of sequential data

· Notification fails to arrive

· Vulnerable to repudiation 

· Vulnerable to denial of service attacks.

· Entity overloads the network between the IRPManager and IRPAgent

· For example large amounts of spurious traffic may cause IRPAgent to be falsely reported as absent

�For further study


�For further study





