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Change in Clause 4 (new sub-clause 4.4)

4.4
Bulk CM Security Requirements

Itf-N shall support the following security features for Bulk CM:

I. Notifications shall be generated by the IRP Agent whenever download, activate or fallback operations are initiated during a Bulk CM session.  These notifications shall be available to any IRP Manager that subscribes to Bulk CM IRP notifications and shall include the session id,  the identity of the IRP Manager invoking the operation, and the type of operation.

II. The IRP Agent shall ensure that only authenticated IRP Managers (i.e.  whose identity has been verified) are permitted to perform Bulk CM operations and receive notifications.  (Note: This is a general requirement, possibly applicable for other IRPs)

III. The IRP Manager shall ensure that commands are only sent to an authenticated IRP Agent (i.e. whose identity has been verified) and notifications are received from an authenticated IRP Agent. (Note: This is a general requirement for all IRPs)

IV. The IRP Agent shall ensure that only the IRP Manager that started a Bulk CM session is subsequently allowed to send commands related to that session.  If the IRP Manager is not the same, the command shall be ignored and a security alarm issued.

V. The IRP Agent shall ensure that any change of the status of an existing Bulk CM  notification subscription (e.g. suspend, resume, unsubscribe) shall be allowed only for the IRP Manager which initially created the subscription. (This is a requirement for Notification IRP)

VI. The IRP Agent shall check that a downloaded file has not been changed (e.g. by use of checksum or similar ‘fingerprint’ mechanism) during a session before performing a pre-activation or activation.

VII. The IRP Agent shall issue a security alarm when any of the above security conditions are breached.

VIII. The IRP Agent shall maintain a log of sessions, i.e. identity of IRP Manager initiating a session, session start and end times, Bulk CM operations (e.g. activate, fallback) performed during a session including their start and end times.  (Note: This requirement may be satisfied by Log IRP).

IX. “Super” Manager facility ( e.g. to shut down any illegal sessions). For further study.

Integration Reference Point
Masquerade
Eavesdropping
Unauthorised
 access
Loss/corruption of information 
Repudiation
Forgery
Denial of Service

Bulk CM IRP
X

X
X
X












Table 1: Vulnerability matrix for Bulk CM IRP
Bulk CM IRP Security Requirement
Masquerade
Eavesdropping
Unauthorized
 access
Loss/corruption of information 
Repudiation
Forgery
Denial of Service

Requirement I
X

X





Requirement II
X

X





Requirement III
X

X





Requirement IV
X
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Requirement V
X

X
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Requirement VII
X

X
X




Requirement VIIII
X

X

X



Requirement IX








Table 2:  Correlation of Bulk CM Security Requirements with Threats

Bulk CM IRP Security Requirement
Authentication1
Controlled access and Authorisation
Authentication2 
Integrity protection
Confidentiality  protection
Security alarm
Activity log
Notes

Requirement I





X

Notification required for download, activate or fallback operations only, and shall include the session id,  the identity of the IRP Manager invoking the operation, and the type of operation.

Requirement II
X




X



Requirement III


X


X



Requirement IV
X




X

If the IRP Manager is not the same, (as the one who initiated the session) the command shall be ignored and a security alarm issued.

Requirement V
X




X

Applies to Bulk CM notification subscription.

Requirement VI



X

X

Downloaded file shall be checked before pre-activation or activation.

Requirement VII





X

Security alarm shall be issued by IRP Agent.

Requirement VIIII






X
Log of session activity required.

Requirement IX









Table 3: Mapping of Bulk CM Security Requirements with Security Mechanisms
Note1:Authentication1 represents that IRPAgent authenticates user of IRPManager
Note2:Authentication2 represents that IRPManager authenticates user of IRPAgent.
End of Change in Clause 4
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