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1 Background

Ericsson supports the use of the so-called vulnerability matrix (discussed in the email discussion prior to #34-Bis meeting) in the IRP Security Requirements specification.  

We would like to further clarify the usage and the meanings of this vulnerability matrix under discussion.  We would suggest that agreement must be reached prior to assigning YES or NO to the matrix cell.

Discussion

2.1
Matrix Usage

We would emphasize the difference between "The table showing the vulnerabilities of individual IRPs" and "The table identifying (with support of use case or business case somewhere else) the requirement for a solution to counter the threat".   

The focus on the first point is not so important because all kinds of threats are possible across the Itf-N.  We would like to use the latter focus because we think the following is possible.  This xxx IRP can be subject to this yyy threat but there is no business case to have security solution to counter this yyy threat in (a) some operators' environments or (b) in all operators' environments.  
2.2
Firewall and VPN considerations 
The links between IRPManagers and IRPAgents can be guarded by firewalls or implemented by a Virtual Private Network (VPN).  These possibilities are operators' own choices, sometimes based on proposals from suppliers.  We consider the use of firewalls and/or VPN are valid tools to counter some of the threats in certain context under discussion.   

When we put an X in the table, do we mean we want the IRP to have a security solution assuming that firewall and/or VPN will not be deployed at the Itf-N?  Or the X means 3GPP author will decide later (in IS perhaps) if firewall, VPN or IRP specific solutions should be used?  We would prefer the latter case.
2.3
Matrix Layout

On the organization of the table rows, we would prefer to use the following layout.  Important point in this proposed layout is that each xxx IRP such as Alarm IRP and not FT IRP, that can use file for data transfer, is responsible for defining its file and file transfer security requirements.  In this way, the Alarm IRP is responsible for defining security requirements for files and transfer of files containing alarm information.  This requirement can be different than that required by Bulk CM IRP.  Therefore, in the layout, the bullet “file transfer & file content” of FT IRP is labelled “n/a” (not applicable).  The security requirement for file content and file transfer are to be specified by each xxx IRP, such as Alarm IRP, that is capable of using files.

Similarly, each xxx IRP such as TM IRP and not FT IRP, that is responsible for some notification definitions, is responsible for defining its notification security requirement.  In this way, the TM IRP is responsible for defining security requirements for notifications containing test management information.  This requirement can be different than that required by Alarm IRP.  Therefore, in the layout, the bullet “notification” of Notification IRP is labelled “n/a” (not applicable.  The notification security requirement for Alarm IRP will be specified by the bullet “notification” of Alarm IRP, for example.
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