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1
Background

During the SA5 #32 Security IRP meeting in Vienna, there was a discussion on roles in relation to Security.  In response to that discussion, this document attempts to clarify the terms role and role-based access control and its applicability to Security IRP.  The clarifications include a possible solution. 

How to authenticate a management service requester (called access entity in this paper), or more precisely, which authentication method 3GPP should standardize, is not the subject of this paper. 

2
Role

This section explains the use of roles in the context of security IRP.  It also quotes relevant definitions of roles from some security literatures for our reference.

To arrive at a useful definition of role, we look at the intended use of the concept (of role).  From the discussion of 3GPP SA5 #32 meeting, it is clear that the intention (of role) is to achieve so-called Role-Based Access Control (RBAC) whose concept has been captured in [1].  

In [1], a role is defined as “… a job function within the context of an organization with some associated semantics regarding the authority and responsibility conferred on the user assigned to the role”.  This is also close to the IETF definition in its Security Glossary [2] where RBAC is defined as “A form of identity-based access control where the system entities that are identified and controlled are functional positions in an organization or process”.

From the above, it is seen that a role is something defined within an organisation.  To achieve RBAC, roles are used as one concept when modelling authorisations within the organisation.  An organisation and its defined roles are relatively static whereas the individuals acting in the various roles change over time.  For this reason, there are substantial administrative advantages of assigning access privileges to roles rather than to individual users.  

3
Context

This section presents the context of RBAC in relation to IRPs.

Section 3.1 presents the ISO reference model of access control framework [3].  Section 3.2 presents the various entities and interfaces in the IRP context.  Section 3.3 discusses the mapping of some concepts shown in the ISO model to that of the IRP context.

3.1 ISO Access Control Framework

Figure 1 illustrates access control as discussed in [3].  The Initiator originates the “access request”.  The Access control Enforcement Function (AEF) intercepts the “access request” and queries (the “decision request” of figure 1) the Access control Decision Function (ADF) to decide if the request should be granted or not.  Based on the “decision” returned from ADF, the AEF then honour the “access request” (see the arrow from AEF to Target) or denies it.
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Figure 1: Key Elements of ISO Access Control Framework

3.2
IRP Entities and Interfaces

The following diagram shows the various entities and interfaces in the IRP context.  All named entities (e.g., appln-18, MR-3) in the diagram are logical and independent of physical entities and configurations.
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Figure 2: IRP Entities and Interfaces

The “xxx” of “xxx IRP” represents Basic CM, Bulk CM, Test Management, Alarm, PM, Notification, File Transfer, Log Management and EP. 

The IRPManager‑1 and IRPManager‑2 are two entities that interact with xxx IRP via the Itf-N.  They interact with some applications (e.g., appln-18) or users (e.g., user-1) via the non-3GPP standard I/F A.  On the other hand, the xxx IRP interacts with the managed resources (e.g., MR-2) via another set of non-3GPP standard I/F B.

3.3
Mapping 

The Initiator of figure 1 is the appln-18, user-B, user-2, appln-37 and user-1 of figure 2.

The “access request” of figure 1 crosses the Itf-N of figure 2.  

The AEF of figure 1 (Access control Enforcement Function) is provided by an entity “below” the Itf-N and can possibly be implemented within the xxx IRP of figure 2.  

The ADF (Access control Decision Function) is provided by an entity not shown in Figure 2.  We envisioned that this entity can be collocated with the xxx IRP or separate from the xxx IRP such that one such entity can serve multiple xxx IRPs.  The number of ADFs and their distributive architecture (in case there are multiple ADFs) are not subject to 3GPP standardization.  The interactions between AEF and ADFs are application and implementation specific and therefore also not subject to 3GPP standardization.

The Target of figure 1 is the xxx IRP, the MR-1, MR-2 or MR-3 or figure 2.

The “Approved Access Request” of figure 1 crosses the non-3GPP Interface-B.  This interface is “below” the Itf-N and therefore, it is not subject to 3GPP standardization.   

Based on the above mapping proposal, the following sections discuss the following topics.

· Access control granularity (section 4.)

· The relation of roles and role-based access control to IRP access control mechanisms (section 5.)

· Access entity identity and authentication (section 6.)

· A mechanism for IPR access control (section 7.)

4
Access control granularity 

Access (to a managed resource) is realised by operation requests implementing the Interface IRP such as Basic CM IRP.  In the context of IRP security, we envision several levels of granularity for access control:  

1. An xxx IRP interface of figure 2 seen as a whole.  At this level of granularity, an ADF needs to decide if the initiator shall or shall not have access to the services provided by this xxx IRP.  

2. The xxx IRP operation (method) invoked. This can be seen as an extension of the above. Access control with this granularity could for instance allow “get” operations but disallow create, delete, and update operations.

3. Resources such as the MR-1 or MR-2 of figure 2. Access control at this level of granularity takes into account the designated targets for the operation expressed in the request parameters (across the Itf-N of figure 2) and adds a new dimension to item 2 above.  For example, an ADF could be asked to decide if an operation on managed resources that are name-contained by subNet1 should be allowed.

We recommend 3GPP IRP security solution to support access control on the three levels of granularity mentioned above.

We further recommend that 3GPP to standardize the first type of access control.  Because the number of IRP instances is small and their lifecycles are long (e.g., in years), we propose that there is no need to standardize a way to name these resources.  Vendor supplying an instance of the secured xxx IRP shall provide a vendor-specific mechanism for the identification of these resources (i.e., instances of xxx IRPs) for access control purposes.  Vendors shall ensure that this mechanism is secured and subject to access control as well.

We also recommend that vendor, supplying an instance of the secured xxx IRP, should provide access control to resources at granularity level two and three above.  In such case, the vendor shall be required to identify the parameters of the relevant IRP operations that are used for the access decision by ADF.  The vendor shall also be required to describe how its ADF can decide (e.g., based on some access control policy) on access queries.

5
IRP Security Roles

We recommend that the naming of roles is entirely within the domain of the organisation using the relevant IRP Managers and xxx IRPs (i.e., outside the scope of 3GPP standardization). 

The use of roles and role-based access control is an administrative model. Section 7 describes a mechanism that can be used to implement and enforce across the Itf-N the policies and authorisations expressed in the administrative model. 

It is the responsibility of system implementing the various IRP Managers to see to that the appropriate access control information, that expresses the access control policies and authorisations expressed in the RBAC model, is available to the mechanisms implementing the access control.

6
Access Entity Identification

We recommend that definition of the identity of an access entity is entirely within the domain of the organisation using the relevant IRP Managers and xxx IRPs (i.e., outside the scope of 3GPP standardization).

All Secured xxx IRPs must provide a means for the access entity identity to be transferred over the Itf-N. In order for access control to be meaningful, an xxx IRP must also be able to authenticate the claimed identity of an IRP Manager initiating a request. What is the most appropriate form of authentication can vary depending on deployment and solution set. We propose that 3GPP shall mandate that all of xxx IRP shall describe their authentication mechanisms. We also propose that 3GPP shall recommend at least one authentication mechanism for the most commonly used solution sets. 

7
IRP access control mechanism

We recommend that 3GPP standardize a limited number of IRP security labels that can be used to implement a simple capability based access control scheme according to section 8.3 of [3].

In a capability based access control scheme, the ADF will grant an access request if the initiator can demonstrate that she is associated with a specific label or token (the “capability”). Each defined capability gives access to a defined set of operations on a defined set of targets.

As an example, assume that one defined label is grantBasicCM_IRP. Assume also that organisation using the various IRP Managers has an access control administration model build on RBAC that defines a role (i.e. a job position) named ConfigurationEngineer. Assume further that, among other things, the security administrator has authorised the ConfigurationEngineer role to access the Basic CM IRP. In order to enact this authorisation, the IRP Manager system must assure that the grantBasicCM_IRP label is passed along whenever a user acting in the ConfigurationEngineer role cause a call to be made over the Itf-N. As the grantBasicCM_IRP label is standardised, the Basic CM IRP will recognize it and allow access. 

By standardising labels for use in the access control mechanism, IRP access control can be implemented without any knowledge of roles specific to the organisation from where the access request originates (i.e. IRP access control is without knowledge of roles played by appln-18 or user-B, of figure 2, while originating the access request via IRPManager).  Therefore, roles as such are outside the scope of 3GPP standardisation.

An important concern for all access control mechanisms is how the information provided by the initiator can be validated. A basic prerequisite for that is some kind of authentication of the initiator, see section 7. In addition to authentication, the ADF must also somehow be able to establish a trust in that a security label associated with an initiator is genuine and authorised by the security administrator. If there is no such check, any initiator may claim possession of any security label and thus gain access to any xxx IRP. 

The mechanisms to be used for authenticating, and validating information associated with, an initiator is implementation dependent and outside the scope 3GPP standardisation. However, it is recommended that [3] and associated documents, are used as the framework for such implementations.

We recommend that the standardized labels shall be used for implementing access control on granularity level 1 defined in section 4. It shall be mandated that the labels specified by 3GPP shall be recognized by all implementations of secured xxx IRPs. 

We recommend that 3GPP does not standardize the means for how an xxx IRP obtain the security labels associated with an IRP Manager request. However, a provider of an xxx IRP must describe the actual scheme used. It is envisioned the capability tokens is many cases are passed along with the access request over the Itf-N. It is also conceivable that the xxx IRP retrieves the information from a directory or similar, based on the access identity of the IRP Manager.

It might be the case that an organisation already has defined Security Labels similar to the ones (proposed to be) standardised by 3GPP. For that purpose, we recommend that 3GPP shall require a provider of a secured xxx IRP to provide a means for registering Security Labels already defined by the organization as synonyms to the Security Labels defined by 3GPP.

By using more complex tokens, for instance attribute certificates as specified in [4] and [5] it is possible to implement access control also with granularity level 2 and 3. However, we do not recommend that 3GPP shall standardise or mandate the use of such mechanisms.

Vendor supplying an instance of a secured xxx IRP shall

· Have a built in knowledge of the 3GPP standardized IRP Security Labels;

· Define and document how it expects the initiator to prove that a claimed association with a security label is actually authorised by the security administrator;

· Provide a vendor-specific mechanism for the identification of non-3GPP standardized IRP Security Labels to server as synonyms for the standardized ones. The vendor shall ensure that this mechanism is secured and itself subject to access control to prevent access control circumvention through unauthorised registration of labels.
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