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The purpose of this contribution is to propose a mechanism for the development of functional requirements relative to security management for IRPs defined within 3GPP SA-5.

1 Contribution

The following table is proposed for addition to the concepts section of the existing security management working draft.  This table contains a vulnerability analysis of the 3GPP IRPs in terms of the well accepted security threats defined within [1].

	Integration Reference Point
	Masquerade
	Eavesdropping
	Unauthorized
 access
	Loss/corruption of information 
	Repudiation
	Forgery
	Denial of Service

	Basic CM 
	
	
	
	 
	 
	
	

	Bulk CM
	
	
	
	
	 
	
	

	Kernel CM
	
	
	
	 
	 
	
	

	Alarm 
	
	
	
	 
	 
	
	

	Notification 
	
	
	
	 
	 
	
	

	Test Management
	
	
	
	 
	 
	
	

	File Transfer 
	
	
	
	
	 
	
	

	Entry Point
	
	
	
	 
	 
	
	

	Security Management
	
	
	
	
	
	
	

	Performance Management
	
	
	
	
	 
	
	

	Communication Surveillance
	
	
	
	
	 
	
	


Table 1:  Proposed format for vulnerability matrix

Notes:

(1) IRPs indicated in blue represent IRPs that are currently underdevelopment within SA-5.

Once understanding and agreement is reached in regards to the threats that a particular IRP is vulnerable to,  it is possible to develop an understanding of what security functional requirements are relevant to said IRP.

[2] clearly defines a table that provides a correlation between a given threat and the general security functional requirement area(s) that are needed to counter said threat.  That table is reproduced here

	Security Management 
Functional Requirement Area
	Masquerade
	Eavesdropping
	Unauthorized
 access
	Loss/corruption of information 
	Repudiation
	Forgery
	Denial of Service

	Verification of identities
	x
	
	x
	
	
	
	

	Controlled access and authorization
	
	
	x
	
	
	
	x

	Protection of confidentiality
	
	x
	x
	
	
	
	

	Protection of data integrity
	
	
	
	x
	
	
	

	Accountability
	
	
	
	
	
	
	

	Activity logging
	x
	
	x
	
	x
	x
	x

	Alarm reporting
	x
	
	x
	x
	
	
	x

	Audit
	x
	
	x
	
	x
	x
	x


Table 2:  Correlation of Security Management Functional Area with Threats, M.3016

Thus, for each IRP, agreement on the threats to which any given IRP is vulnerable will provide the functional requirements for said IRP, relative to security management (security of management).

[contributors note:  should this contribution be accepted it will be necessary to align terminology between this contribution  and the existing draft of the security management requirements being worked on by SA-5 SWG-C WT01.] 
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