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Change in Clause 4.3

4.3
Bulk CM Requirements

Interface-N shall provide efficient mechanisms to upload current CM data from the IRP Agent and download new CM data to the IRP Agent.

It shall be possible to transfer a CM file containing parameters for any specified Network Resource Model (e.g. radio network, Core Network) from the NM to the IRP Agent using a standardised file format and transfer mechanism. The IRP Agent shall also be capable of making the necessary configuration changes in its managed NEs, using the parameters and information contained in the transferred CM file.

The following requirements have been identified regarding the file format and transfer control mechanism over Interface-N.

1. It shall be possible to initiate the upload (IRP Agent to NM) of CM data over Interface-N.

2. It shall be possible to scope the Objects to be uploaded from the IRP Agent, e.g. parameters for a Cell, an RNC, or all the NEs managed by the IRP Agent.

3. It shall be possible to initiate the download (NM to IRP Agent) of CM data over Interface-N.

4. The parameters in the file for downloading to the IRP Agent may relate to creating Managed Objects, deleting Managed Objects or changing some or all modifiable attributes of existing Managed Objects. These parameters may be applicable to some or all the Managed Objects controlled by the IRP Agent, e.g. a Cell, an RNC, or all NEs managed by the IRP Agent.

5. The IRP Agent should check the consistency, syntax and semantic of the downloaded file to ensure that the configuration changes contained in the file can be implemented in the network.

6. It shall be possible to activate a previously downloaded configuration file in the EM/NE via a control facility.

7. Two activation modes may be defined for this IRP, distinguishable by their impact on network services in a live network. In the first activation mode the IRP Agent shall attempt to keep impact on service to a minimum, e.g. by the IRP Agent executing only one command or configuration change at a time in a NE. In the second activation mode all configuration changes contained in the file shall be implemented in the network in the minimum possible time, regardless of impact on service. 

8. Activation shall employ a best effort mechanism, i.e. if parts of the activation cannot be successfully completed, the remainder shall still be attempted, where possible. Optionally, other activation strategies may also be supported.

9. The Bulk CM IRP shall specify an optional capability to achieve as near an “all or none” activation strategy as possible. This strategy may be achieved by the use of a pre-activation operation that provides the maximum possible verification that the subsequent activate operation will succeed.

10. The activation of the new configuration in the NEs shall be logged, the objective being to enable an operator (if necessary) to analyse the log (e.g. analyse failed commands) and to subsequently achieve a full activation. Note that “activation” means execution of each command in the downloaded file, and the result of each command execution shall be logged, whether successful or unsuccessful.

11. It shall be possible to selectively retrieve the information contained in the log, e.g. only unsuccessful operations.

12. It shall be possible to check the status of a configuration file operation.

13. It shall be possible for the IRP Agent to fallback to a previously known working configuration, initiated by the IRP Manager.

14. Interface-N shall support notifications, e.g. to indicate completion of an operation, error cases.

15. The file format shall be flexible enough to include all possible CM parameter types, i.e. standard parameters as well as vendor specific parameters. The meaning, syntax, units, etc. of standard parameters shall be specified. The representation of vendor specific parameters will be proprietary. A uniform mechanism for handling vendor specific parameters shall be specified.

16. Since the files are transferred via a machine-machine interface, the file format shall be machine readable using industry standard tools, e.g. XML parser.

17. Moreover, the files shall be formatted in a human readable way, e.g. to allow manual editing of its contents.

18. The file format shall be specified by using a standardised language, e.g. the Extensible Mark-up Language (XML), in order to provide the possibility of visualisation in a web browser.

19. The same file format shall be used for the upload and download to the IRP Agent.

20. The file format shall be independent of the data transfer protocol used to carry the file from one system to another.

21. The file transfer facility shall be implemented using a commonly available protocol, e.g. FTP.

22. The Managed Object Class identifiers used in the file shall be the same as those used for Basic CM, Fault Management and Performance Management.

23. Bulk CM IRP shall be sufficient to configure a complete radio network, including vendor specific parameters of the UTRAN.

24. Interface-N shall support the following security features:
I. Notifications shall be generated by the IRP Agent whenever download, activate or fallback operations are initiated during a Bulk CM session.  These notifications shall be available to any IRP Manager that subscribes to Bulk CM IRP notifications and shall include the session id , the identity of the IRP Manager invoking the operation, and the type of operation.
II. The IRP Agent shall ensure that only authenticated IRP Managers (i.e.  whose identity has been verified) are permitted to perform Bulk CM operations and receive notifications.  (Note: This is a general requirement, possibly applicable for other IRPs)
III. The IRP Manager shall ensure that commands are only sent to an authenticated IRP Agent (i.e. whose identity has been verified) and notifications are received from an authenticated IRP Agent. (Note: This is a general requirement for all IRPs)
IV. The IRP Agent shall ensure that only the IRP Manager that started a Bulk CM session is subsequently allowed to send commands related to that session.  If the IRP Manager is not the same, the command shall be ignored and a security alarm issued.
V. The IRP Agent shall ensure that any change of the status of an existing Bulk CM  notification subscription (e.g. suspend, resume, unsubscribe) shall be allowed only for the IRP Manager which initially created the subscription. (This is a requirement for Notification IRP)
VI. The IRP Agent shall check that a downloaded file has not been changed (e.g. by use of checksum or similar ‘fingerprint’ mechanism) during a session before performing a pre-activation or activation.
VII. The IRP Agent shall issue a security alarm when any of the above security conditions are breached.
VIII. The IRP Agent shall maintain a log of sessions, i.e. identity of IRP Manager initiating a session, session start and end times, Bulk CM operations (e.g. activate, fallback) performed during a session including their start and end times.  (Note: This requirement may be satisfied by Log IRP).
IX. “Super” Manager facility ( e.g. to shut down any illegal sessions). For further study.
End of Change in Clause 4.3
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