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Privacy issues concerning Trace

Subscriber and equipment trace provides the operator means for collecting and analysing information on specific subscribers and/or mobiles for e.g. trouble-shooting and validation testing purposes. 

There is a recent EU directive that sets limits e.g. to the information (as well as to handling/storing of that information) concerning a certain subscriber that can be collected/stored (e.g. by the operator). For more information, see EU directive 2002/58/EC, of 12 July 2002, “Directive on privacy and electronic communications”, available at http://europa.eu.int/eur-lex/ in all EU languages, and also attached to this contribution. 

Note: In this context only the EU legislation is referred to, but legislation for the same purpose also exists in other areas.
SA5/SWGD may need to take the referenced EU directive into consideration and have discussions on the possible consequences of that to the Trace specifications for 3GPP Rel6. 

The following quotes are from the EU directive 2002/58/EC, serving as examples of the parts of the directive, which might have some effect to Trace (but not representing a thorough analysis of the contents):

Article 5(1):
…[Member States] shall prohibit listening, tapping, storage or other kinds of interception or surveillance of communications and the related traffic data by persons other than users, without the consent of the users concerned, except when legally authorised to do so in accordance with Article 15(1).
Article 5(3):
Member States shall ensure that the use of electronic communications networks to store information or to gain access to information stored in the terminal equipment of a subscriber or user is only allowed on condition that the subscriber or user concerned is provided with clear and comprehensive information in accordance with Directive 95/46/EC, inter alia about the purposes of the processing, and is offered the right to refuse such processing by the data controller. This shall not prevent any technical storage or access for the sole purpose of carrying out or facilitating the transmission of a communication over an electronic communications network, or as strictly necessary in order to provide an information society service explicitly requested by the subscriber or user.
Article 6(1):
Traffic data relating to subscribers and users processed and stored by the provider of a public communications network or publicly available electronic communications service must be erased or made anonymous when it is no longer needed for the purpose of the transmission of a communication without prejudice to paragraphs 2, 3 and 5 of this Article and Article 15(1).
Article 9(1):
Where location data other than traffic data, relating to users or subscribers of public communications networks or publicly available electronic communications services, can be processed, such data may only be processed when they are made anonymous, or with the consent of the users or subscribers to the extent and for the duration necessary for the provision of a value added service.

