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The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.
 
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
 
This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

3GPP TS 32.xx1 V0.0.1 (2003-04)
Technical Specification

1 Scope

The present document defines, in addition to the requirements defined in [1] and [2], the requirements for Security Management within the management systems of a 3G mobile telecommunication network 
The purpose of this document is to specify the necessary security features, services and functions to protect the network management data, including Requests, Responses, Notifications and Files, exchanged across the Itf‑N.

Telecommunication network security can be breached by weaknesses in operational procedures, physical installations, communication links, computational processes and data storage.  Of concern here in this document is the security problems resulting from the weaknesses inherent in the communication technologies (i.e., the 3GPP‑defined Interface IRPs and their supporting protocol stacks) deployed across the Itf-N.  

Appropriate level of security for a telecommunication network is essential.  Secured access to the network management applications, and network management data, is essential.  The 3GPP-defined Interface IRPs (and their supporting protocol stacks), deployed across the Itf-N, are used for such access, and therefore, their security is considered essential.  

Many network management security standards exist.  However, there is no recommendation on how to apply them in the Itf-N context.  Their deployment across the Itf-N is left to operators.  This document and the corresponding solutions identify and recommend security standards in the Itf-N context.

The business case for secured Itf-N is complex as it does not relate to the functions of the Interface IRPs (the functions are constant) but rather, it relates to variants such as the cost of recovering from security breaks, the probability of security incidents and the cost of implementing security management, all of which differs depending on specific deployment scenarios.    


[contributor’s note:  section 3 has been omitted, no changes proposed]
2 References

The following documents contain provisions that, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.101: "3G Telecom Management principles and high level requirements".

[2]
3GPP TS 32.102: "3G Telecom Management architecture".

[3]
ITU‑T Recommendation M.3016 (1998): "TMN security overview".
[4]
3GPP TS 33.102 “3G Security; Security Architecture”

[5]
ITU-T Recommendation X.800: “Security Architecture for OSI for CCITT Applications

3 Security Architecture 
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Network security is a vast functional area covering most aspects and all components of a 3G system.  The security architecture for 3G networks is defined within [4] based on the concept of stratums and feature groups.  This specification extend the security architecture defined within [4] to support security in the management system of a 3G network.  The following figure depicts the extension of the 3G security architecture to cover 3G OAM&P Security.
Figure 1:  The Management Stratum of the 3G Security Architecture
Within the Management Stratum there are defined two additional security feature groups.  These feature groups are

· O&M Domain Security (VI): the set of security features that provides protection to all  traffic related to all applications, actors, and communications traffic related to the operations and management of a 3G network
· Security Management Domain (VII):  the set of security features  related to  system security management, security service management, and security mechanism management. The functional subgroups of this feature group are further defined within [5]
Each of the above feature groups exist to enforce security objectives to defend against threats..  Security objects are implemented through the use of security mechanisms
3.1 Security Objectives

Security objectives are necessary in order to define the intended purpose of security within a network.  [3] defines the following objectives for security.

· confidentiality

· data integrity

· accountability

· availability
3.2 Security Threats

A  security threat is defined by [3] as a potential violation of security that can be directed at one of the four basic security objectives [see subclause 4.1.1].  [5] defines the following security threats

· Masquerade

· Eavesdropping

· Unauthorized access
· Loss or corruption of information
· Repudiation
· Forgery
· Denial of service
[editor’s note:  In contemporary network security jargon, “denial of service” is most often used to describe a class of attacks that are intended to subvert the delivery of service.  In this context the “denial of service” threat can be best described as “denial of service delivery”.  Further study is required to better understand how this can be presented in a manner that is clear  and non-ambiguous]
3.3 Security Mechanisms and services
[5] defines a set of security mechanisms that can be used to implement security objectives within a network  Security mechanisms are manifested within and/or by security services.  The fundamental security services are identified by [5] as being:
	· Peer entity authentication

· Data origen authentication

· Access control service

· Connection confidentiality

· Connectionless confidentiality

· Selective field confidentiality

· Traffic flow confidentiality
	· Connection Integrity with recovery

· Connection integrity without recovery

· Selective field connection integrity

· Connectionless integrity

· Selective field connectionless integrity

· Non-repudiation Origin

· Non-repudiation. Delivery
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4 Security Management Concepts

This clause describes threats of Telecommunication Management Network and conception of security requirement against the threats.
[contributor’s note:  Motorola feels that that this section should be replaced/supplanted by an detailed analysis of vulnerabilities within the existing IRPs in terms of the content of clause 4 (as revised above)].
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5 Security requirement of Itf-N

This clause specifies the security management requirements for the present release.

[contributor’s note:  Motorola feels that the contents of this clause should be revised to support the contents of clause 4 (as revised above) and driven to support resolution of vulnerabilities (as proposed for identification in a by a revision of clause 5)]
A capability should be standardized that allows

1. IRPAgent to authorize IRPManager
. 

2. IRPAgent to authenticate IRPManager and check if IRPManager invoker of operations has been authorized to perform the operations on receiving operation request.

3. IRPManager to authenticate IRPAgent on receiving notification.
4. Receiver (IRPManager or IRPAgent) of file transferred to check the integrity of the file transferred. 

5. IRPAgent to report security alarm to IRPManager when breach of security is detected, e.g. request of unauthorized operation, reception of false notification, or damage of file transferred, etc.
6. IRPManager to find out who (i.e., identities of IRPManagers or IRPAgents) did what (i.e., names of operations and notifications) and when.  This capability is called the activity log that includes information of  requested operations, performed operations, emitted notifications, and transferred files.

























�For further study
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