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-----Original Message-----

From: Shaw, Venson [mailto:venson.shaw@attws.com]

Sent: 14 February 2003 17:43

To: Michael Truss

Cc: john.mudge@vodafone.co.uk; michael.eder@nokia.com; Shaw, Venson

Subject: AWS Contribution toSA5#33

Dear Mike:

Attached kindly find AWS contribution to SA5# 33 to support SuM and UEM in providing a better managed, more efficient , and more secured terminal environment through the operators network.

Thank you very much.

Sincerely

Venson

Attachment:

A.. Word Document (Please consider for security requirement)

 <<GHHR_External2.doc>> 

B. Operator's Priority (Suggestion)

1. Limited access [High Priority]

2. Restrict [High Priority]

3. Isolate [High Priority] 

4. Protocol Exclusion [Medium Priority]

5. VLSI Technology/Advanced Packaging [Low Priority]

6. Obfuscation [Low Priority]

7. Encryption [Medium Priority]

8. Certification for Applications and Portals [Low Priority]

9. Personal Firewall software [Low Priority] 

10. Tamper Detection [Low Priority]

11. Secure Microcontroller Storage [High Priority] 

12. Virus Software [Low Priority]

AT&T Wireless Fraud Technology
Good Housekeeping Handset Requirements®
With the evolution of devices that will be accessing voice and data on wireless networks, we have determined (based on known and perceived exposures) that there needs to be a set of GHHRs (Good Housekeeping Handset Requirements) for these new devices. Requirements that we think will be applicable in preventing compromise to networks and customer privacy. Many of them highlight "built in" security protocols in design, and software "add-ons" that are primarily applicable to data. The requirements are for voice/data and data only devices that are to be approved for use on wireless networks. The criteria are as follows:

1. Limited access - to Operating System from applications (sandbox), customer data MIN, MDN, IMEI, ESN and SIM Data should not be accessible through OS. Protecting the handset against any download / change of handset application software or handset parameters, which are not authorized / recognized by the Wireless Operator or the Handset Manufacturer.
2. Restrict - or eliminate auto functions from handset.
· Require customer confirmation of dial digits from data to voice mode

· Eliminate the ability to auto launch customer downloaded applications

· Require customer confirmation of website redirect

· Require customer confirmation of personal data transmission

· Give customer menu option to activate or deactivate these functions

3. Isolate - Firmware from applications. There should be no ability to read or alter information in the Firmware by downloaded software. Valid manufacturer updates should require encrypted password authorization. 
Based on manufacturer and operator agreement

4. Protocol Exclusion ‑ Does telephone firmware enable modification and/or extraction of Ki, IMEI, IMSI, ESN, EID, A‑key, and SSD. Note that insertion of a new Ki, IMEI, EID or ESN is undesirable and extraction of the A‑key is also undesirable. Both insertion and extraction of SSD are undesirable.
5. VLSI Technology/Advanced Packaging ‑ Use of custom integrated circuits, advanced packages, doping, and wave‑solder techniques to make chip access, removal, modification, and reverse engineering more difficult. The handset must include crossed integrity mechanisms between the various internal resources (EEPROM, PROM, ROM, FLASH, security area, Handset applications, operating system, real time kernel, etc.).  These controls must be carried out; 
· when the handset is switched on.

· randomly (random period between 0 and 1 hour).

A memory attack is only possible by modifying all the memory contents at the same time because memories are cross-checked. The idea is to make any low-cost attack as difficult as possible. The purpose of the “random” verification is to have a protection against attacks that could be tried after the initialisation phase. For instance, the IMEI value could be modified just before it is emitted in an outgoing call or when a new-network ATTACH occurs (when coming out of a tunnel). Cross checking has a safe root which is the hard/soft coupling described in the above measure.

6. Obfuscation ‑ Use techniques to deter reverse engineering. For example, use internally assigned numbers for components or remove part numbers completely.
There must be a robust link between the handset's hardware and the handset’s software. Without any relation between hardware and software, data (and software) can be exchanged between handsets. In this case, handsets behave like floppies in which software and data are stored. That is why different handsets with the same IMEI can be found on the network. 

Good Housekeeping Handset Requirements®
7. Encryption ‑ Encrypt important information such as firmware, Ki, IMEI, IMSI, EID, ESN, A‑key, and SSD to prevent disclosure and/or modification. The Service area applications (Web and WAP Browser, MMI, etc.) gives access to the zone reserved for the subscriber's use. They must not allow access to security data, security software and security mechanisms of the handset.  All secret information (e.g. : user and Manufacturer passwords, Sim-lock, security and keyboard codes) must be store as the result of a one-way hashing function. 
If the secret information is merely ciphered, the reverse engineering attack is easy. In order to check a secret information the handset requires the ciphering value in clear form. The hacker then only needs to identify, localise  and extract the necessary ciphering elements. The ciphering method is then known for all handsets.

· The internal memory organisation (memory mapping) of handset software and the associated data must be related to the IMEI value (or any other Handset Manufacturer identifier).

This measure prevents any unauthorised downloading / tampering with software / data. If memory mapping is different for each handset, then it is very difficult to find a way to hack automatically all handsets using specific electronic devices.

8. Wireless Service Provider Certification for Applications and Portals - Approved developers would attach an authorization key to their applications or portal entry point (Similar to web browser certificates). 
An option in the handset would allow users to enable or disable warnings like the following:

 A - “You are about to launch an application that has been certified by your service provider. Press OK to continue or Cancel to exit.”
B - “You are about to launch an application that has not been certified by your service provider. The source and function of this application can not be verified and could cause damage to your phone. Press OK to continue or Cancel to exit.”

C - “You are about to enter a website that has been certified by your service provider. Press OK to continue or Cancel to exit.”
D - “You are about to enter a website that has not been certified by your service provider. The source and security of this website can not be verified. AWS can not support any actions taken on this site. Press OK to continue or Cancel to exit.”
9. Personal Firewall software - Ability to alert a user that the handset is about to perform a function, like transmit data or an auto-dial function. Defaults should be set to allow the service provider and it’s partners to perform necessary data exchange. The handset must include a security controller. It must analyze the legitimacy of incoming queries. The handset's internal security area shall not be reachable from the outside. It must be impossible to have read access to "security parameters" from any extension port of the handset.
In order to fight automatic hacking boxes which enable handset modifications it is necessary for sensitive data to be unreachable from outside of the handset. External access must be controlled in both read and write modes (exactly like in Web server where the state of the art requires the implementation of Firewall and filtering Proxy).

10. Tamper Detection ‑ The handset must include mechanisms to protect the contents of its various components. In particular, the handset must be able to detect modifications. Utilize hardware or software that detects unauthorized modification or access to the telephone, EID or SIM card. For example, the telephone's firmware may include a program that calculates a checksum of non‑volatile memory during power‑on. More advanced techniques may include a cryptographic checksum and a hash. Detecting any alterations to data and software (data and software used by and for security mechanisms). 
11. Secure Microcontroller Storage ‑ Store all firmware and critical information such as the Ki, IMEI, IMSI, EID, ESN, A‑key, and SSD inside a secure micro-controller with internal non​volatile memory capability.
12. Virus Software - Perform Virus Checksum against network virus software. Provide protection against viruses, through the use of an automated virus signature update system.
Good Housekeeping Handset Requirements

Wireless Tethering Requirements

The development of handsets with the ability to “talk” to each other and devices like PDA’s and Laptops outside of the network via standards such as Bluetooth, IR, 802.11 and developing standards like 802.15 has prompted the following additions to the GHHR. These requirements assume security standards within the respective protocols such as utilizing FHSS (Frequency Hoping Spread Spectrum), Challenge-Response Authentication, Stream Cipher Encryption and "trust" level controls.

We also strongly encourage language in the Terms and Conditions Contract for our customers that will identify and explain the risks of using a device that is not “approved for use” by their service provider.
1. Default Settings – of any device from the manufacturer should not be set to “Auto Connect” or “Discoverable” the user must be aware that they are allowing their device to  “be seen” by other devices.
2. Connection Confirmation – no device should have the ability to accept a connection from any device without the interaction of the user. There should be no “auto accept” feature for the device. User must be required to confirm that they want to accept a connection from a device. The requesting device should represent itself via its Unique Identifier.
3. Unique Identifier – the user should be required to provide a unique name for the device in the setup menu of the connection protocol. The ability to connect to another device should be disabled until the user provides a Unique Identifier.
4. Password Change – the user should be required to change the pass key from shipped default. [0000] is the general default pass key.
5. Access Level Controls – there should be user configurable levels of security for access to their device. The user should be able to grant levels of security.
· A high level of access to a list of devices defined by their Unique Identifiers and a password. For data exchanges.
· A mid level that allows access to defined areas.
· An open level of access to undefined devices that allow receipt of messages only.
6. Restrict Auto Functions – user should have menu option to activate or deactivate these functions.
· user confirmation of dial digits 
· ability to auto receive or auto launch applications
· user confirmation of website redirect
· user confirmation of personal data transmission
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