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1. Overall Description

SA5 is currently elaborating the requirements for Subscription Management (SuM) which is a feature that permits Service Providers, Value Added Service Providers, and Mobile Operators to provision services for a specific subscriber. The feature is necessary to allow service providers and operators to provision, control, monitor and bill the configuration of services that they offer to their subscribers.

The 3G environment requires more complex service delivery mechanisms than in 2G and Subscription Management is no longer simply an internal matter for a single operator but a capability that is achieved by linking together features across multiple service providers and operators Operations Support Systems.  Consequently security issues arise which were not present in 2G systems.

1.1. Background

Specific 3G areas that Subscription Management requirements must address are:

· Subscription information is distributed across in a number of locations including the Home Network, the Visited Network, the User Equipment, Application VASP equipment (e.g. servers accessed by the subscriber for content and information based services).

· Subscription Management will allow service providers and operators to provision, control and monitor the subscription information.
· Subscription Management will need to manage subscription information in e.g. the OSSs, HSS, UEM, OSA, AuC, and IMS subsystems.
The opening up of new interfaces and relationships to other entities raises the issues of security and integrity of data on those interfaces and  SA5 has identified a number of potential areas where security and confidentiality is needed but recognises that it is not the authority where security is concerned and seeks guidance from SA3 both in the areas where SA5 believes security may be an issue and also where specific services such as IST and FIGS are concerned.  SA5 believes that the following requirements are relevant to the security of SuM and SuM data, (extracted from 32.140) :

1. Secure mechanisms shall be available for the transfer of Subscription Profile Components to, from or between authorized entities.

2. Authentication of a subscriber shall be provided to prevent anyone other than the subscriber or an authorized person from gaining access to their Subscription Profile.

3. The secure mechanisms to be applied shall be appropriate to the level of confidentiality of the data, the endpoints of the transfer and the routes that are available for the transfer of the data. The owner of the data, normally the body storing the master copy of the data, shall be responsible for applying the appropriate level of security to the transfer of the data.

4. The secure mechanisms available to Subscription Management shall include the following:
Consideration needed for release 6 intra operator security. E.g. focus on access control. 

a)
Before any transfer takes place, it shall be possible for the sender of the data to verify the identity of the recipient.

b)
It shall be possible for the recipient of data to identify the sender.

c)
It is permissible for either the sender or recipient of data to employ the services of a third party, known to, and trusted by, both in order to provide authentication of identity.

d)
The validity of an authentication of identity shall, if required, be subject to a maximum time limit.

e)
It shall be possible for the sender of data to render the data to be unreadable by any party not authorized to receive it.

f)
It shall be possible for the recipient of data to detect whether the sender has made any change to the data subsequent to its transmission.

g)
The security mechanisms shall provide verification that the data has been sent by the sender and received by the recipient (non-repudiation).

h)
It shall be possible for the sender and/or the recipient to create an audit log of all data transfer transactions of a specified type, provided that this requirement is made known before any transfer takes place.

i)
Transaction security for the change of data should be available in order to ensure the consistent change of data at different locations.

5. Subscription management shall support the situation where the UICC/USIM may be issued by parties other than a Mobile Service Provider, and the issuer may wish to control access to the information contained within the UICC/USIM and impose access control constraints. It may also require that information is transfer securely.

1.2. SA5 statements

SA5 want clearly to emphasize that we do not consider these requirements as being exhaustive.

SA5 want clearly to emphasize that although it considers these requirements are necessary from the viewpoint of SuM, any impact between security mechanisms and SuM needs to be understood.  As the authority on security, SA3’s advice is sought in this area.

SA5 also needs to understand whether any existing or proposed services or management services related to security (eg IST), will have impacts on SuM, and vice versa, given that SuM is concerned with the management of subscriber data and also whether there is any specific data in the list of requirements above that SA3 considers should be subject to specific security methods.

2. Actions

SA5 asks SA3 to examine the above requirements and statements and to inform SA5 :

· Does SA3 agree with the above list?

· Does SA3 have any additional security requirements that it considers should be incorporated into SuM?
· Are there any service specific requirements (eg IST, figs) that could impact SuM?

· Does SA3 see the need for, or advantages in employing, certificates or PKE, on interfaces, for example to and from third parties.
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