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Foreword

This Technical Specification (TS) has been produced by the 3rd Generation Partnership Project (3GPP).

The present document is part the 32.300-series covering the 3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Telecommunication Management; Notification Management, as identified below:

32.xyz:     “Security Management Integration Reference Point: Requirements”;

32.xyz:
“Security Management Integration Reference Point: Information Service”;

32.xyz:
“Security Management Integration Reference Point: CORBA Solution Set”;

32.xyz:
“Security Management Integration Reference Point: CMIP Solution Set”;

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The Itf-N partitions two group of interacting entities call IRPManagers and IRPAgents.  IRPManagers invoke operations (called Requests) across the Itf-N against IRPAgents for the purpose of accessing certain network management services such as alarm management services, network configuration management services, etc.  The IRPAgents, on the other hand, respond to IRPManagers’ invocations using operation responses (called Responses).  At certain times, IRPAgents emit notifications (called Notifications), across the Itf-N, towards IRPManagers indicating changes in the managed network.  At certain times, the IRPManagers perform voluminous data download or upload, using Files, with IRPAgents, typically in the context of Bulk CM IRP and Test Management IRP. 

The precise syntax and semantics of the Requests, Responses, Notifications and Files, including the syntax and semantics of data carried, are defined by a set of IRP specifications, each of which is focused on a specific network management domain.  For example, Alarm IRP specification deals with fault management domain.  File Transfer IRP deals with the management of voluminous data transfer.  The overall IRP model is described in 3GPP TS 32.101 [1] and 3GPP TS  32.102 [2].

3GPP defines three types of IRP specifications, (see 3GPP TS 32.102 [2]).  One type relates to the definitions of the interface deployed across the Itf-N.  These definitions need to be agreed between the IRPManagers and IRPAgents so that meaningful communication can occur between them.  An example of this type is the Alarm IRP.  

The other two types (NRM IRP and Data Definition IRP) relate to the network resource model (schema) of the managed network.  This network schema needs to be agreed between the IRPManagers and IRPAgents so that network management services can be provided to the IRPManager(s) by the IRPAgent(s).  An example of this type is the UTRAN NRM IRP.

This Requirement specification is applicable to the Interface IRP specifications.  That is to say, it is concerned only with the security aspects of operations/notifications deployed across the Itf-N.

1
Scope

The purpose of this document is to specify the necessary security features, services and functions to protect the network management data, including Requests, Responses, Notifications and Files, exchanged across the Itf‑N.

Telecommunication network security can be breached by weaknesses in operational procedures, physical installations, communication links, computational processes and data storage.  Of concern here in this document is the security problems resulting from the weaknesses inherent in the communication technologies (i.e., the 3GPP‑defined Interface IRPs and their supporting protocol stacks) deployed across the Itf-N.  

Appropriate level of security for a telecommunication network is essential.  Secured access to the network management applications, and network management data, is essential.  The 3GPP-defined Interface IRPs (and their supporting protocol stacks), deployed across the Itf-N, are used for such access, and therefore, their security is considered essential.  

Many network management security standards exist.  However, there is no recommendation on how to apply them in the Itf-N context.  Their deployment across the Itf-N is left to operators.  This document and the corresponding solutions identify and recommend security standards in the Itf-N context.

The business case for secured Itf-N is complex as it does not relate to the functions of the Interface IRPs (the functions are constant) but rather, it relates to variants such as the cost of recovering from security breaks, the probability of security incidents and the cost of implementing security management, all of which differs depending on specific deployment scenarios.    
This document describes the security functions for a 3G network in terms of Security Domains (clause 4).  Clause 5 defines the Itf-N Security Management scope in terms of its context (5.1) and the possible threats that can occur there (5.2).  Clause 6 specifies the Itf‑N security Requirements, including the Overall Requirements (6.1) and the Specific Requirements (6.2). 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.101: "3G Telecom Management principles and high level requirements".

[2]
3GPP TS 32.102: "3G Telecom Management architecture".

[3]
3GPP TS 32.111-2: “Alarm IRP: Information Service”.

[4]
3GPP TS 32.662: “Kernel CM IRP: Information Service”.

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.
Element Manager (EM): See 3GPP TS 32.101 [1].
IRPAgent: See 3GPP TS 32.102 [2].

IRPManager: See 3GPP TS 32.102 [2].

Network Manager (NM): See 3GPP TS 32.101 [1].
Request: A 3GPP defined IRP operation request or command, e.g., Alarm IRP: IS getAlarmList().

Response: A 3GPP defined IRP operation response (e.g., Basic CM IRP: IS output parameters of getMO(). 

File: A file download-able or upload-able by 3GPP File Transfer IRP.

Notification: A 3GPP-defined notification, e.g., Kernel CM IRP: IS notifyObjectCreation and Alarm IRP: IS notifyAlarmListRebuilt.

Management Information: The (management) data contained in Request, Response and Notification (including the header and content information).  All (management) data contained in a File.  Managed Information is data exchanged between IRPManagers and IRPAgents.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CM
Configuration Management

CMIP
Common Management Information Protocol

CORBA
Common Object Request Broker Architecture
EM
Element Manager

FM
Fault Management

IRP
Integration Reference Point

ITU-T
International Telecommunication Union, Telecommunication Standardisation Sector 

MIB
Management Information Base

NE
Network Element

NR
Network Resource

OMG
Object Management Group

OS
Operations System

SM
Security Management

TM
Telecom Management
UMTS
Universal Mobile Telecommunications System
4
Security Domains

Network security is a vast functional area covering most aspects and all components of a 3G system.  To devise a solution more manageable and easier to evolve, the total network security scope is split into different and separate parts.  For this document purpose, the security scope is partitioned into four different domains.
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Figure 1 Security Model/Architecture
The User domain contains a set of security features that protects User Equipment against attacks on radio interface and provides users with secure access to subscribed services and applications.  Examples of security features in this user domain are the provisioning of the following:

· Mutual user-network authentication, when applicable also user-service authentication.

· Confidentiality and integrity protection of user data and signalling while in transit over links accessible by distrusted 3rd parties.

· User privacy protection.

· Protection of the terminal equipment against unauthorized access, malicious software etc.


The Network domain provides protection of the network, network elements and all internal (control and signalling) traffic against security threats.  The network elements can belong to a single operator (intra-operator) or to different operators (inter-operator).

The O&M domain accommodates management tools to supervise all nodes of a cellular network. The O&M domain security provides the protection of all the operation and maintenance traffic, authentication of users, applications and access control to the nodes. It protects the resources of network elements and management applications from intentional and unintentional destructive manipulation.

The Security Management domain includes different O&M tools used to improve the overall security solution in the network such as Fraud Management Systems.

Using the above partitioned view, the scope of this document is focused on security requirements of the O&M domain and is not focused on requirements of other domains.  Furthermore, since the Itf-N operates within the O&M domain, the scope of this document is further “narrowed” towards a component, namely the Itf-N component of the O&M domain.
5. Itf-N Security Management Scope

5.1
Context

This clause defines the Itf-N Security Management (SM) Context.  The Itf-N is one of many interfaces defined within the O&M domain (see clause 4.).  Therefore, this Itf-N Security Management Context is within that O&M Domain.

The following diagram highlights the types of communication links that are realised across the Itf-N.  All 3GPP Interface IRPs operate across the Itf-N using these links.  

The link-a-1 and link-a-2 represent the two-way links carrying Request from NM (playing the role of IRPManager) and Response from Managed System (playing the role of IRPAgent).  The link-b represents a one-way link carrying Notification from the Managed System (playing the role of IRPAgent).  The link-c represents the two-way link for File download and upload.
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Figure 2: Security Management Context

The Requirements are related to these communication links.  They are also related to the end-points (communicating entities) of the communication links.  These end-points are the NM when playing the role of IRPManager and the Managed System when playing the role of IRPAgent.  

Securing the end-points means to protect them from unauthorized use (see sub-clause 5.3).  

The Requirements are not related to other kinds of links nor entities that exist in the O&M Domain.  Examples of link and entity types to be excluded are:

· Non-IRP links reaching NM (e.g., the customer-service-oriented application accessing the applications in NM space, a user to logon to NM).

· Non-IRP links reaching IRPAgents (e.g., a user to log on to a Element Manager, a remote network management application access the IRPAgent functions).

· Non-IRP links reaching Network Elements (e.g., a subnetwork management application communicating with the MSC using vendor-specific means, a user to logon to a radio base station).

· All applications running in the NM space and Managed System space that are not playing the roles of IRPManager and IRPAgent.

5.2
Security Threats

The reason for using security features/services/functions is to guard against threats.  This clause lists the common security related threats.  We tag them with Tx.  The tags are referred to in the Requirements (clause 6).  

Depending on the specific deployment scenario, the perceived risk of security threats and the security management policy established by the operator, an operator will decide on the relevance of the following threats and decide if the security solution(s) should be deployed.

[T0]
Access by entity using faked identity (Authentication).
[T1]
Usage, by an unauthorized entity, of system resources (authorization).

[T2a]
Replay of a captured (authorized) operation Request (Masquerade).

[T2b]
Replay of a captured (authorized) operation Response (Masquerade).

[T2c]
Replay of a captured (authorized) Notification (Masquerade).

[T3]
Re-routing (not using the intended links or reaching the wrong destination) of a Request, Response, Notification or File (hijacking).

[T4]
Manipulation, by an unauthorized entity, of stored data; unauthorized entry to NE resulting in emission of erroneous information by the NE or misleading state information regarding the NE (data integrity).

[T5a]
Eavesdropping, by an unauthorized entity, of management data exchanged between communicating entities (data confidentiality). 

[T5b]
Modification, by an unauthorized entity, of management data exchanged between communicating entities (data integrity).

[T6]
Overloading, by an unauthorized entity, a communicating entity or link with useless information (Denial of Service).

[T7]
Denial, by an authorized receiver, of the reception of information; denial, by an authorized sender, of sending information (Non-repudiation).

[T8]
Non-traceability of network management events (Traceability).

[T9]
No real-time security alarm notification.

[T10]
Injection of malicious network management traffic (authorization, data integrity, Denial of Service)
6.
Requirements
This clause contains the specific requirements.  For each Requirement identified, its rational is also given.  The Requirements are tagged (e.g., Req-3) here and referred to the corresponding IS for traceability.  For each Requirement, the security threats (Tx) to be eliminated are also given.

There are a number of IRP specifications.  The applicability of the Security Requirements on each of these IRPs are for further study.

6.1
Overall Requirements

[Req-1]
The solution shall use standard security features/functions/services and refrain from specifying its own (as far as possible).

Rationale:
The Itf-N security solution is deployed within the O&M Domain whose security scheme is decided by the operator based on a wider range of requirements than that of Itf-N.  To be cost-effective (maintenance and development), the Itf-N security solution must be consistent with the security solutions deployed in the O&M Domain.  Since the IS and SS authors do not know which security scheme will be deployed in the O&M Domain, this requirement stipulates that the IS/SS shall use standard security features to maximise the chance of consistency.

[Req-2]
The solutions shall be cost-effective for implementation, deployment and activation.

Rationale:
The requirement should be obvious without clarification.

[Req-3]
The solutions specified shall be easily installed, configured, activated and de-activated, based on operator’s security policy.  Its activation/deactivation should not require changes to the standardized Interface IRP definitions, the IRPManager behaviour and IRPAgent behaviour. 
Rationale:
This requirement is useful for the following cases:  
· Suppose an Itf-N security solution has been deployed for a link for sometime.  Now suppose that a new security scheme for the O&M Domain is deployed and the operator considers the Itf-N security solution not necessary.  Operator decides that the Itf-N security solution be removed. 

· Suppose the operator decides to connect two communicating entities using VPN tunnel and that these two entities happen to play the IRPManager and IRPAgent roles.  In this case, the operator may decide that there is no need to activate Itf-N security features on the links.  

[Req-4a]
The solution must not be deployed in a way that it constitutes a single-point of failure causing the shutdown of Itf-N. 


Rationale:

It should be obvious without clarification.

[Req-4b]
Typically, support of security measures will demand more resources (e.g., IRPManager and IRPAgent CPU cycles, and link bandwidth).  Operator shall dimension its systems and networks accordingly.  
Rationale:
It should be obvious without clarification.
6.2 Specific Requirements

[Req-5] 
Allow an IRPAgent, on reception of a Request, to verify the claimed identity of the Request sender, i.e., the IRPManager.  See T2a and T0.

Rationale:
It shall prevent masquerade, the impersonation and misuse of the IRPManager identity.
[Req-6] 
Allow an IRPManager, on reception of a Notification, to verify the claimed identify the Notification sending IRPAgent.  See T2c.

Rationale: 
It shall prevent masquerade of Notifications considered important for IRPManager who performs, without human operator verification, critical service affecting management tasks based on information carried in the Notification.

[Req-7] 
Allow an IRPAgent, on reception of a Request, to verify if the authenticated IRPManager has the necessary privilege (so that the IRPAgent can go ahead and honour the Request).  See T1.

Rationale:
Different IRPManagers may have different privileges.

[Req-8]
Prevent an unauthorized entity to read Management Information.  See T5a.

Rationale:
To guard against the threat described in T5a. 
[Req-9]
Allow the receiver of Management Information to detect if the information has been altered.  See T5b.

Rationale:
It is important when the receiver has to carry a task whose integrity depends on the validity of the received Management Information.

[Req-10]
Allow security administrator to query what has happened across the Itf-N (i.e., “who did what to what and when”).  See T8.
[Req-11]
Support real-time notification about security events including standardization of notification syntax and semantics.  Methods to detect security violation attempt and to determine if security break has occurred are vendor specific.  See T9.

Rationale:
Administrator can take action to maintain the intended use of the Itf-N with confidence.
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