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1 References
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2 Definitions and abbreviations

2.1 Definitions

Help

2.2 Abbreviations

MS
Mobile Station 

3 Objectives of this specification

3.1 Scope

The scope of this document is a stage one description for Device Management of a mobile station (MS). Stage one denotes a  set of  functional requirements (partly on an abstract level) for the management of MS's changeable parameters, seen primarily from the operator's and  subscriber's point of view.

This document contains information applicable to network operators, terminal and network manufacturers, and service providers.

This document covers the requirements, needed to supply the core service. Additional functionality not described here may involve requirements outside the scope of this document. These additional functionality shall not interfere with the core service described in this document.  

A mobile station is any wireless user terminal equipped with a SIM -where available-, thus being under the sphere of a specific operator. A MS  could e.g. be a WAP- or MMS-capable handheld, a smart phone, or a notebook attached to a wireless modem.

This document defines the requirements for Device Management to be understood as a framework to enable such functionality as:

· first time provisioning of configuration data to a MS


· remote maintenance of configuration data of a MS


· delivery of device capabilities to a management server 


· downloading/updating of user software or operating system components/firmware


· device diagnostics, performance and fault management


· secure transmission of exchanged data


· access rights management


· comfortable administration of configuration and software data on the operator's side


· easy handling or virtual invisibility of diagnostic/update actions on the subscriber's side


  The above list is not exhaustive.

3.2 Introduction

Help

4 Description

4.1 Use Cases

In the following several exemplary scenarios are drafted.

4.1.1 First time provisioning

A subscriber acquires a device outside the operator's normal sales lines, e.g. second-hand. An inappropriate configuration in this case is very likely. The only connection to the operator is the SIM, where applicable. Following scenarios are desired:

· The subscriber's first time use of the device is detected automatically by the operator's infrastructure.
Alternatively the subscriber asks explicitly for a configuration set, e.g. by customer care call or a abbreviated dialling request.

· The characteristics of the device are determined and transmitted to the operator's management server. 

· The corresponding set of  parameter is downloaded towards the device; optionally after a confirmation by the subscriber.

4.1.2 Remote configuration maintenance

An operator changes its platform infrastructure for a data service, e.g. the IP-address of  WAP gateway changes. The manual configuration by the subscriber with assistance of customer care is a lengthy and cumbersome procedure. The following scenario is desired: 

· Either the attempt accessing the operator's infrastructure with the old parameter set triggers the download procedure of the effectual set

· or all affected devices are identified and successively updated regardless of the actual usage of the service.

The above list of paragraphs is not exhaustive.

5 Requirements

5.1 High level requirements

The realisation of the requirements described within this document must be handled by a single architecture.

5.2 Security

The following security attributes shall be fulfilled by the implementation.

· Authentication of the legitimate: it has to be assured that only the operator or an authorised representative is able to trigger or perform the provisioning / download  action or any data transmission described in this document. Thus all procedures are restricted to the operator community.
For application downloads corresponding policies dependent on the device type and subscriber are maintained by the operator.

· Integrity of transmitted data: alteration of transmitted data in both directions (from or to the device), caused e.g. by transmission error or deliberate manipulation, has to be detected. Thus corrupted data can be discarded by the device or the management server.  

· Confidentiality of transmitted data: optionally an encryption mechanism may be included in the data stream to protect sensitive data where appropriate. 

5.3 Charging

Charging aspects of device management are not described here.  

5.4 Administration and configuration

Administration data (e.g. assignment between terminal type and configuration parameter or application software) is maintained by the network operator.

The needed infrastructure should be based on a single platform that allows easy service operation.

The implementation must support logging for all actions and deliver history information for the previous used configuration sets and software versions.

The implementation must support administration of parameter sets or software versions for different device types and used OS/firmware versions.

The implementation should support different administration policies for different subscriber groups (e.g. pre- and postpaid).

5.5 Terminal devices

The terminal device must be able to communicate  all its relevant device properties (manufacturer, model, firmware, etc. ) to the management server.

The terminal device must be able to communicate  all terminal configuration (e.g. WAP/MMS settings, modem configuration) to the management server.

The terminal device must be able to update the terminal configuration  according to the transmitted values from the  management server. An update procedure mode must be supported that does not imply any user interaction. This procedure should have no direct visibility to the user during update.

The terminal device must be able to communicate information of installed software applications (e.g. application name, versions) to the management server.

The terminal device may be able to update/download new application software from the management server..  

5.6 Platforms
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5.7 Network interfaces
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5.8 Interoperability

Help

Annex A (informative/normative):


Help


Annex B (informative): Change history

	TP#
	TP Doc #
	WG Doc #
	Spec
	CR
	Rel
	Subject/Comment
	Old Ver
	New Ver
	Work Item

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


�PAGE \# "'Page: '#'�'"  �� This clause identifies documents and specifications referenced in this requirements specification, in the following format


[1]	document number; document name


[2]	document number; document name


with the bracketed references (e.g. [1]) used in the text of the specification.  Use View/Comments to see the formatting of this section.


�PAGE \# "'Page: '#'�'"  �� This clause defines the definitions used in this requirements specification in the following format


definition: definition description.


definition: definition description.


Use View/Comments to see the formatting of this section.


�PAGE \# "'Page: '#'�'"  �� This clause contains an overview of this requirements specification, describing the background and general objective of this requirements specification


�PAGE \# "'Page: '#'�'"  �� This clause identifies the high level platform needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements


�PAGE \# "'Page: '#'�'"  �� This clause identifies the high level network interface needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements


�PAGE \# "'Page: '#'�'"  �� This clause identifies the high level interoperability needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements


�PAGE \# "'Page: '#'�'"  �� This annex provides additional information to support the requirements, and is explicitly identified as being either informative or normative. Requirements shall be presented at a high level, and not assume or imply the implementation of the requirements





