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3GPP Work Area

	X
	Radio Access

	X
	Core Network

	
	Services


2

Linked work items

· Network Infrastructure Management (OAM-NIM)

· Entry point
3

Justification

The 3G Mobile Network is a system that is sensitive to fraud behaviour and contain high sensitive data that is fundamental to the correct operation of the Mobile Network, including sensitive information about subscribers. In the context of managing a 3G Mobile Network, the Management will inter-exchange sensitive data between the management system and the mobile network. 

Despite the possibilities for fraudulent attacks on the operation of Mobile Networks, the current 3G Management System of the 3G Mobile Network does not specify the security features. These Security features are required to allow secure access and protect sensitive data in the interaction between the 3G Management System and the 3G Mobile Network.  Some basic capabilities such as Authentication, Authorization and/or Encryption are currently missing.
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Objective

The objective of this work item is to enhance the 3GPP specified 3G Management System to ensure secure access and data protection throughout the OAM network. The following security features shall be applied:

· Authentication
A capability that allows the IRP Agent to determine if the IRP Manager is the user it claims to be.
· Authorization
A capability that allows the IRP Agent to determine if the authenticated IRP Manager has the right to manage (e.g., read/write Managed Objects attributes, obtain network alarm information) part or all of the managed network. 

· Integrity
IRP Managers and IRP Agents exchange network management (NM) messages. The Integrity is a capability that allows the NM message receiving entity to validate (a) if the received NM messages have not been unauthorized modified and (b) the originator of the received NM message.
· Confidentiality
A capability that ensures only the intended NM message recipient (e.g., IRP Manager, IRP Agent) can read the message.  In other words, non-intended recipient of a NM message will not be able to read/decode the intercepted NM message. 
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Service Aspects



None

6

MMI-Aspects



None

7

Charging Aspects



None

8

Security Aspects

The security features authentication, integrity and confidentiality will require a security algorithm for the calculation of the security keys. Advice from TSG WG SA3 on these security algorithm issues is needed. 
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Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	X
	X
	

	No
	X
	X
	
	
	X

	Don't know
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	32.cde
	Security Management IRP - Requirements
	SA5
	
	SA #18 
(Dec 2002)
	SA #19 (March 2003)
	

	32.cde
	Security Management IRP – Information Service
	SA5
	
	SA #18 
(Dec 2002)
	SA #19 (March 2003)
	

	32.cde
	Security Management IRP – Solution Set (Corba IDL)
	SA5
	
	SA  #19
(March 2003)
	SA #20
(June 2003)
	

	32.cde
	Security Management IRP – Solution Set (CMIP GDMO)
	SA5
	
	SA  #19
(March 2003)
	SA #20
(June 2003)
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteurs 
Li Yelei (Huawei,  liyelei@huawei.com )
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Work item leadership

SA5 SWG-C

13

Supporting Companies

Alcatel, CMCC, Ericsson, Huawei, ZTE, CATT, Motorola, Shanghai Bell, Nokia , Nortel，Eastern communications, Siemens, Vodafone Group, T-Mobile.
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Classification of the WI (if known)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	X
	Work Task (go to 14c)


14c
The WI is a Work Task: parent Building Block

Network Infrastructure Management

