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6
Online Charging 

6.1
Diameter Description on the Ro Interface

6.1.1
Basic Principles

IMS online charging essentially uses the same protocol as is used for offline charging. The online charging protocol, however, may include additional attribute-value pairs (AVPs) within the existing messages, which are not used for offline.

Two cases for online event charging can be distinguished: immediate event charging and event charging with unit reservation.  In the case of immediate event charging, granting units to the AS is performed in a single operation that also includes the deduction of the corresponding monetary units from the subscriber’s account.  In contrast, event charging with unit reservation includes also the process of requesting, reserving and possibly returning units. The deduction of the corresponding monetary units then occurs upon conclusion of the event charging transaction. 

The online charging server that is part of the OCS implements the state machine described in [3] for the 'Server, Stateful Accounting' in order to support event charging with unit reservation. For immediate event charging only one time event is used.

In case of event charging scenarios with reservation the Accounting-Record-Types START / INTERIM / STOP_RECORD are used to indicate an accounting session during the entire charging process. In general, the execution of reservation and debit operations and possible multiple replications of them has to be correlated during a SIP session and therefor shall be controlled by the corresponding Accounting-Record-Types START / INTERIM / STOP_RECORD. 

The first table (6.1) describes possible ACRs that might be sent to the ECF via Ro interface in case of immediate event charging. In contrast to that, table 6.2 shows all possible ACRs to be sent from the AS/MRFC towards ECF in case of event charging with reservation.

Table 6.1:  Accounting Request messages following SIP Methods for an AS/MRFC for immediate Event Charging

	Diameter message
	SIP Method
	Mandatory/Configurable

	ACR [event]
	SIP ACK acknowledging a SIP INVITE 
	Mandatory


Table 6.2:  Accounting Request messages following SIP Methods/internal trigger for the AS/MRFC for Event Charging with Reservation

	Diameter message
	SIP Method/internal trigger
	Mandatory/Configurable

	ACR [start]
	SIP 200 OK acknowledging an SIP INVITE for initiating a multimedia ad hoc conferencing session
	Mandatory

	ACR [Interim]
	Expiration of AVP [Accounting-Interim-Interval]
	Configurable

	
	internal trigger indicating the end of service delivery
	Configurable

	ACR [stop]
	A SIP BYE message
	Mandatory


The ability of SIP methods not listed in Tables 6.1 and 6.2 to trigger ACRs is for further study.

6.1.2
Message Flows and Types

This section describes the message flows for the event charging procedures on the Ro interface.

6.1.2.1
 Immediate Event Charging
This section provides the details of the “Debit Unit Request” operation that is specified in 32.200[2].
[Editor’s note: Align terminology of the session titles and text with 32.200]

6.1.2.1.1
Message Flows - Successful Cases and Scenarios
6.1.2.1.1.1
Event Charging - Debit Units Operation for SIP session procedure
Figure 6.1 shows the transactions that are required on the Ro interface in order to perform event charging control with debit units operation prior to content/service delivery. 
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Figure 6.1: Event Charging – Debit Units Operation for SIP session procedures
1. The AS/MRFC receives a SIP INVITE request from S-CSCF.
2. More SIP signaling take place to negotiate the media types and codecs between the parties involved in the SIP session as defined in TS 24.228 [13]. 

3. Upon receipt of a successful SIP session setup a SIP 200 ok message is sent by the AS/MRFC.
4. The SIP ACK message is received by the AS/MRFC to acknowledge receipt of the SIP INVITE final response.
5. The Credit Control is performed as described in TS 32.200.  

6. The AS/MRFC performs one time event credit control prior to service execution. AS/MRFC sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session.  The Requested-Action shall be set to DIRECT_DEBITING. If known, the AS/MRFC may include Requested-Service-Unit (monetary or non monetary units) in the request message.
7. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF deducts then the corresponding monetary amount. If the cost of the service is included in the request received from the AS/MRFC, ECF directly deducts the specified monetary amount from the user's account. 

8. The ECF returns Accounting-Answer message with Accounting-Record-Type set to EVENT_RECORD to the AS/MRFC in order to authorize the service execution (Granted-Service-Unit and possibly Cost-Information indicating the cost of the service are included in the Accounting-Answer message).

9. The Accounting-Answer message has to be checked accordingly and the service is controlled concurrently with service delivery

10. Service is being delivered.

11. After service delivery the AS/MRFC has to terminate the SIP session.

12. Upon receipt of SIP ACK the SIP session is terminated.







Note:  In addition to the flow described above, the “Debit Unit“ operation may alternatively be carried out concurrently with service delivery, or after completion of service delivery.
6.1.2.1.1.2
Event Charging- Debiti Units Operation for SIP Session-Unrelated Procedures

Figure 6.2 shows the transactions that are required on the Ro interface for one time event without service confirmation, which may be used when there is no need to maintain service state in the ECF. The following example is not thought to be exhaustive; rather it depicts how the mechanism works. 

This scenario applies to those cases where service execution is always successful in the service environment. The AS/MRFC must be sure that the requested service event execution will be successful; the exact transaction timing is dependent on the nature and implementation of the service. The one time event without service confirmation may be used for direct debiting where money can be deducted directly from the user's account and confirmation of successful execution is not required.

Only AS/MRFC and ECF are shown in the signaling chart. 

[Editor’s note: should be further elaborated and aligned with the session unrelated scenario for offline.  We need to investigate how to charge for user data that is piggyback on an INVITE.  It is probably not relevant here since this section relates only to AS ECF communication.]
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Figure 6.2: Event Charging – Debit Units Operation  for SIP Session-Unrelated Procedures
1. The AS/MRFC receives a SIP Request from S-CSCF.
2. The Credit Control is performed as described in TS 32.200.  

3. The AS/MRFC performs one time event credit control prior to service execution. AS/MRFC sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session.  The Requested-Action shall be set to DIRECT_DEBITING. If known, the AS/MRFC may include Requested-Service-Unit (monetary or non monetary units) in the request message.
4. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF deducts then the corresponding monetary amount. If the cost of the service is included in the request received from the AS/MRFC, ECF directly deducts the specified monetary amount from the user's account. 
5. The ECF returns Accounting-Answer message with Accounting-Record-Type set to EVENT_RECORD to the AS/MRFC in order to authorize the service execution (Granted-Service-Unit and possibly Cost-Information indicating the cost of the service are included in the Accounting-Answer message).

6. The AS/MRFC sends back the SIP Request to the S-CSCF.

7. The 200OK final response is forwarded to the AS/MRFC.

8. The 200OK final response is forwarded back to the S-CSCF.









Transactions in order to perform the refund of the users account, the service balance check or price inquiry by using Requested-Action set of  REFUND, PRICE_ENQUIRY or CHECK_BALANCE is also possible.  A top up application initiates the information of the results of the successful transactions: Granted Service Units, Cost-Information and/or Check-Balance-Result.   






























6.1.2.1.2
Message Flows - Error Cases and Scenarios

This section describes various error cases and how these should be handled.

The failure handling behavior should be locally configurable in the credit control client. If Credit-Control-Failure-Handling and/or the Direct-Debiting-Failure-Handling AVPs are not used, the local configured values will be used.

6.1.2.1.2.1
Reception of SIP Error Messages

In most of the cases a service is considered successfully executed only when the 200OK final answer of the initial SIP request has been received by the AS/MRFC. There are, however, cases when the service is not successful due to SIP error messages received by the AS/MRFC. The following SIP error messages are possible:

4xx, 5xx and 6xx final response received from the terminating side to any SIP request (INVITE, SUBSCRIBE, MESSAGE, etc…)

Note: This also covers the error handling in originating procedures, as a CANCEL request sent by the originating party to cancel a session invitation will trigger the terminating party to send a 487 final response to the INVITE.

6.1.2.1.2.2
ECF Connection Failure

The service node (e.g. AS/MRFC) detects an ECF connection failure when Tx expires or a transport failure is detected as defined in [3]. The Credit Control Client failure handling depends on the use case category. 

For Credit Control session:

If the failure occurs during an ongoing credit control session the Credit Control Client will terminate or continue the service depending on the value set for the Credit-Control-Failure-Handling. The Credit-Control-Failure-Handling AVP may be sent from the authorization server (i.e. UMS) and in the Accounting-Answer from the Credit Control Server.

For new credit control session failover to an alternate server should be performed if possible. The Accounting-Request with Accounting-Record-Type set to START_RECORD should be retransmitted with a new Session-Id. If also this new attempt will fail the Credit Control Client will terminate or continue the service depending on the value set for the Credit-Control-Failure-Handling.

For one time event:

If the requested action is DIRECT_DEBITING the Credit Control Client should re-send the request message to an alternate server if possible. The Credit Control Client shall mark the re-transmitted request message as possible duplicate with the Re-Transmission AVP. If also this new attempt will fail the Credit Control Client will continue the service and will buffer the request or not depending on the value set for the Direct-Debiting-Failure-Handling. The Direct-Debiting-Failure-Handling AVP may be sent from the authorization server (i.e. UMS). If it is not possible to successfully send the request message to any server and the Direct-Debiting-Failure-Handling is set to CONTINUE_AND_BUFFER, the Credit Control Client should store and re-send the message, marked as possible duplicate, to the server as appropriate. Note that such recovery mechanism does not guarantee that there would be credit left to cover the cost of the service at the time the event will be retransmitted.

If the requested action is REFUND the request message should always be re-sent to an alternate server if possible. The Credit Control Client shall mark the re-transmitted request message as possible duplicate with the Re-Transmission AVP. If it is not possible to successfully send the request message to any server the message, marked as possible duplicate, should be stored and re-sent as appropriate.

If the requested action is PRICE_ENQUIRY or CHECK_BALANCE the request message may be forwarded to an alternate server, if possible.
When a direct debit failure occurs and an alternative ECF is not available the existing SIP-session has to be terminated immediately without any service/content to be delivered. The Credit-Control-Failure-Handling AVP is set to TERMINATE. If an ACR with an arbitrary Accounting-Record-Type is received, but not successfully processed than the corresponding ACA may include an additional Result-Code AVP. 
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Figure 6.x: Credit Failure Handling in Case of One Time Event 
1. The AS/MRFC receives a SIP INVITE request from S-CSCF.
2. More SIP signaling take place to negotiate the media types and codecs between the parties involved in the SIP session as defined in TS 24.228 [13]. 

3. Upon receipt of a successful SIP session setup a SIP 200 ok message is sent by the AS/MRFC.
4. The SIP ACK message is received by the AS/MRFC to acknowledge receipt of the SIP INVITE final response. At this time the SIP session is established and all required resources are available. 
5. The Credit Control is performed as described in TS 32.200.  

6. The AS/MRFC performs one time event credit control. AS/MRFC sends an Accounting-Request with Accounting-Record-Type set to EVENT_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session.  The Requested-Action shall be set to DIRECT_DEBITING. If known, the AS/MRFC may include Requested-Service-Unit (monetary or non monetary units) in the request message.
7. When ECF detects a credit control failure its behavior depends on the requested action. It is assumed that the ECF is unable to perform the direct debiting.  
8. The ECF returns Accounting-Answer message with Credit-Control-Failure-Handling set to TERMINATE in order to inform AS/MRFC about the credit control failure. 

9. The Accounting-Answer message has to be checked accordingly. The moving of already performed credit control to an alternative ECF is in case of  Credit-Control-Failure-Handling set to TERMINATE not allowed.
10. AS/MRFC has to terminate the SIP session without any delivered service/content.

11. Upon receipt of SIP ACK the SIP session is terminated.

6.1.2.1.2.3
ECF Detected Failure


When a failure is detected by the ECF during an ongoing credit control session,  the server shall release the money reservation (i.e. the reserved units are returned to the user's account). The resources reserved in the Credit Control Server for the credit control session shall be released.
6.1.2.1.2.4
Transient, Permanent Failures and Protocol Errors

The service node (e.g. AS/MRFC) detects transient and permanent failures as defined in [3] when:

The Result-Code in the accounting answer indicates permanent server failure (50xx)

Errors that fall within permanent failure category are used to inform the peer that the request failed, and should not be attempted again.

The Result-Code in the accounting answer indicates transient server failure (40xx)

Errors that fall within transient failure category are used to inform the peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

The service node (e.g. AS/MRFC) detects a protocol error as defined in [3] when the Result-Code in the accounting answer indicates protocol error (30xx).

A rejected Accounting-Request message should cause the user's service to be terminated. 

An exception to this role is the request event message with requested action REFUND. In this latest case, if the server sends back a transient failure or temporary protocol error indicating DIAMETER_OUT_OF_SPACE or DIAMETER_TOO_BUSY an implementation may choose to buffer and retransmit the request message as appropriate. The possible duplicate marking is not needed as the previous request failed in the server.

6.1.2.1.2.5
Duplicate Detection

For credit control sessions the duplicate detection is not needed, as retransmission of accounting request is not allowed.

For one-time events the detection of duplicate request is needed and must be enabled. To speed up and simplify as much as possible the duplicate detection, the all-against-all record checking should be avoided and just the marked potential duplicates need to be checked against other received requests (within a reasonable time window) by the receiver entity. 

The service node (e.g. AS/MRFC) shall mark the request messages retransmitted after a link failover as possible duplicates with the Re-Transmission AVP, as uniqueness checking against other received requests is mandatory only for those records. The receiver shall do the uniqueness checking of those requests marked with the Re-Transmission AVP, against the other requests received within a reasonable time window. The focused check for optimizing the duplicate detection procedure must be based on the inspection of the Session-Id and Accounting-Record-Number AVP pairs. 

For one-time events it has to be noted that the duplicate detection needs to be performed in the Correlation Function. ECF receiving possible duplicate request should mark as possible duplicate the corresponding request sent over Rc interface.
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6.1.2.2 Event Charging with Reservation

6.1.2.2.1
Message Flows - Successful Cases and Scenarios
6.1.2.2.1.1
 Event Charging with Reservation – Reserve Units Operation for SIP session procedures

Figure 6.9 shows the transactions that are required on the Ro interface in order to perform event charging with reserve units operation. This scenario covers the reservation and debit operation and a replication of both are possible.  
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Figure 6.9:  Event Charging with Reservation /Centralized Unit Determination and Centralized Rating
1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
10. 
11. 
12. 
13. 
14. 
1. The AS/MRFC receives a SIP INVITE request from S-CSCF.

2. More SIP signaling take place to negotiate the media types and codecs between the parties involved in the SIP session as defined in TS 24.228 [13]. 

3. Upon receipt of a successful SIP session setup a SIP 200 ok message is sent by the AS/MRFC.

4. The  SIP ACK message is received by the AS/MRFC to acknowledge receipt of the SIP INVITE final response.

5. In order to perform credit control with reservation of an amount of units (monetary or non-monetary units) AS/MRFC sends an ACR with Accounting-Record-Type set to START_RECORD to ECF. The Requested-Action shall be set to Reserve Units. 

6. If the service cost information is not received by the ECF, ECF determinates the price of the desired service according to the Service specific information received by issuing a rating request to the Rating Function. If the credit balance is sufficient, ECF reserves the corresponding amount of units (monetary or non-monetary) from the users account.

7. Once the reservation has been made, ECF returns an ACA with Accounting-Record-Type set to START_RECORD to the AS/MRFC in order to authorize the content/service delivery.

8. The result of the Accounting-Answer message has to be checked accordingly and the service is controlled concurrently with content/service delivery 

9. Content/Service is being delivered.

10. After content/service delivery the AS/MRFC terminates the SIP session.

11. The SIP 200 ok final response is received.

12. The AS/MRFC sends ACR  with Accounting-Record-Type set to STOP_RECORD to terminate the active accounting session indicated by Accounting-Sub-session-Id.
13. The ECF releases the unused amount of units (monetary or non-monetary), if applicable.
14. The ECF acknowledges the reception of the ACR message by sending ACA  message with Accounting-Record-Type indicating STOP_RECORD.








































































6.1.2.2.2
Message Flows - Error Cases and Scenarios

This section describes various error cases and how these should be handled.

The failure handling behavior should be locally configurable in the credit control client. If Credit-Control-Failure-Handling and/or the Direct-Debiting-Failure-Handling AVPs are not used, the local configured values will be used.

6.1.2.2.2.1
Reception Of SIP Error Messages

In most of the cases a service is considered successfully executed only when the 200OK final answer of the initial SIP request has been received by the AS/MRFC. There are, however, cases when the service is not successful due to SIP error messages received by the AS/MRFC. The following SIP error messages are possible:

4xx, 5xx and 6xx final response received from the terminating side to any SIP request (INVITE, SUBSCRIBE, MESSAGE, etc…)

Note: This also covers the error handling in originating procedures, as a CANCEL request sent by the originating party to cancel a session invitation will trigger the terminating party to send a 487 final response to the INVITE.
6.1.2.2.2.2
ECF Connection Failure

The service node (e.g. AS/MRFC) detects an ECF connection failure when Tx expires or a transport failure is detected as defined in [3]. The Credit Control Client failure handling depends on the use case category. 

For Credit Control session:

If the failure occurs during an ongoing credit control session the Credit Control Client will terminate or continue the service depending on the value set for the Credit-Control-Failure-Handling. The Credit-Control-Failure-Handling AVP may be sent from the authorization server (i.e. UMS) and in the Accounting-Answer from the Credit Control Server.

For new credit control session failover to an alternate server should be performed if possible. The Accounting-Request with Accounting-Record-Type set to START_RECORD should be retransmitted with a new Session-Id. If also this new attempt will fail the Credit Control Client will terminate or continue the service depending on the value set for the Credit-Control-Failure-Handling.

For one time event:

If the requested action is DIRECT_DEBITING the Credit Control Client should re-send the request message to an alternate server if possible. The Credit Control Client shall mark the re-transmitted request message as possible duplicate with the Re-Transmission AVP. If also this new attempt will fail the Credit Control Client will continue the service and will buffer the request or not depending on the value set for the Direct-Debiting-Failure-Handling. The Direct-Debiting-Failure-Handling AVP may be sent from the authorization server (i.e. UMS). If it is not possible to successfully send the request message to any server and the Direct-Debiting-Failure-Handling is set to CONTINUE_AND_BUFFER, the Credit Control Client should store and re-send the message, marked as possible duplicate, to the server as appropriate. Note that such recovery mechanism does not guarantee that there would be credit left to cover the cost of the service at the time the event will be retransmitted.

If the requested action is REFUND the request message should always be re-sent to an alternate server if possible. The Credit Control Client shall mark the re-transmitted request message as possible duplicate with the Re-Transmission AVP. If it is not possible to successfully send the request message to any server the message, marked as possible duplicate, should be stored and re-sent as appropriate.

If the requested action is PRICE_ENQUIRY or CHECK_BALANCE the request message may be forwarded to an alternate server, if possible.

6.1.2.2.2.3
ECF Detected Failure


When a failure is detected by the ECF during an ongoing credit control session,  the server shall release the money reservation (i.e. the reserved units are returned to the user's account). The resources reserved in the Credit Control Server for the credit control session shall be released.
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Figure 6.x: Credit-Control-Failure-Handling for Direct Debit Operation with unsuccessful Reservation
1. The AS/MRFC receives a SIP INVITE request from S-CSCF.
2. More SIP signaling take place to negotiate the media types and codecs between the parties involved in the SIP session as defined in TS 24.228 [13]. 

3. Upon receipt of a successful SIP session setup a SIP 200 ok message is sent by the AS/MRFC.
4. The SIP ACK message is received by the AS/MRFC to acknowledge receipt of the SIP INVITE final response. At this time the SIP session is established and all required resources are available. 
5. The AS/MRFC performs one time event credit control. AS/MRFC sends an Accounting-Request with Accounting-Record-Type set to EVENT_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session.  The Requested-Action shall be set to DIRECT_DEBITING. If known, the AS/MRFC may include Requested-Service-Unit (monetary or non monetary units) in the request message.
6. When ECF detects a credit control failure its behavior depends on the requested action. It is assumed that the ECF is unable to perform the direct debiting.  
7. The ECF returns Accounting-Answer message with Credit-Control-Failure-Handling set to TERMINATE in order to inform AS/MRFC about the credit control failure. 

8. The Accounting-Answer message has to be checked accordingly. The moving of already performed credit control to an alternative ECF is in case of  Credit-Control-Failure-Handling set to TERMINATE not allowed.

9. AS/MRFC has to terminate the SIP session without any delivered service/content.

10. Upon receipt of SIP ACK the SIP session is terminated.
11. AS/MRFC sends an ARC with Accounting Record Type is set to STOP_RECORD to indicate the end of the Diameter session.  
12. Event Charging Control is performed by ECF. 
13. If the accounting stop request is received, but not successfully processed than the corresponding answer message may include an additional Result-Code AVP.
6.1.2.2.2.4
Transient, Permanent Failures and Protocol Errors

The service node (e.g. AS/MRFC) detects transient and permanent failures as defined in [3] when:

The Result-Code in the accounting answer indicates permanent server failure (50xx)

Errors that fall within permanent failure category are used to inform the peer that the request failed, and should not be attempted again.

The Result-Code in the accounting answer indicates transient server failure (40xx)

Errors that fall within transient failure category are used to inform the peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

The service node (e.g. AS/MRFC) detects a protocol error as defined in [3] when the Result-Code in the accounting answer indicates protocol error (30xx).

A rejected Accounting-Request message should cause the user's service to be terminated. 

An exception to this role is the request event message with requested action REFUND. In this latest case, if the server sends back a transient failure or temporary protocol error indicating DIAMETER_OUT_OF_SPACE or DIAMETER_TOO_BUSY an implementation may choose to buffer and retransmit the request message as appropriate. The possible duplicate marking is not needed as the previous request failed in the server.

6.1.2.2.2.5
Duplicate Detection

For credit control sessions the duplicate detection is not needed, as retransmission of accounting request is not allowed.

For one-time events the detection of duplicate request is needed and must be enabled. To speed up and simplify as much as possible the duplicate detection, the all-against-all record checking should be avoided and just the marked potential duplicates need to be checked against other received requests (within a reasonable time window) by the receiver entity. 

The service node (e.g. AS/MRFC) shall mark the request messages retransmitted after a link failover as possible duplicates with the Re-Transmission AVP, as uniqueness checking against other received requests is mandatory only for those records. The receiver shall do the uniqueness checking of those requests marked with the Re-Transmission AVP, against the other requests received within a reasonable time window. The focused check for optimizing the duplicate detection procedure must be based on the inspection of the Session-Id and Accounting-Record-Number AVP pairs. 

For one-time events it has to be noted that the duplicate detection needs to be performed in the Correlation Function. ECF receiving possible duplicate request should mark as possible duplicate the corresponding request sent over Rc interface.




















































6.1.3
Message Formats

6.1.3.1
Summary of Online Charging Message Formats

The existing Diameter credit control extension internet-draft [14] proposes an approach based on series of “interrogations”:

· initial interrogation (extending the start-session accounting report message)

· zero, one or more interim interrogations (extending the interim accounting report message)

· final interrogation (extending the stop-session accounting report message)

In addition to a series of interrogations, also a one time event (interrogation) can be used e.g. in the case when service execution is always successful.

All of these interrogations make use of the same basic Accounting-Request and Accounting-Answer messages in the base Diameter protocol. As extensions to the offline charging messages, additional attribute-value pairs (AVPs) shall be introduced to specify a request to reserve credit/service units in the Accounting-Request and to report the actual amount reserved in AVPs in the Accounting-Answer.

The Accounting-Request for the “interim interrogation” and “final interrogation” shall report the actual amount of “units” used, from what was reserved. This will determine an actual amount debited from the subscriber’s account.

Such an approach has the benefit of a common basic message structure and accounting data reporting mechanism. Online charging becomes simply additional AVPs within the existing offline charging protocol.
The table 6.1 below describes the use of these messages for online charging.

Table 6.1: Online Charging message reference table
	Command-Name
	Source
	Destination
	Abbreviation
	Code

	Accounting-Request
	MRFC, AS
	ECF
	ACR
	271

	Accounting –Answer
	ECF
	MRFC, AS
	ACA
	271


6.1.3.2
Structure for the Accounting Message Formats

The following is the basic structure shared by all online charging messages. This is based directly on the Accounting-Request and Accounting-Answer messages defined in the Diameter protocol specifications [3,14].

The following symbols are used in the tables:

· <AVP> indicates a mandatory AVP with a fixed position in the message

· { AVP } indicates a mandatory AVP in the message

· [AVP] indicates an optional AVP in the message

· *AVP indicates that multiple occurrences of an AVP is possible.

6.1.3.2.1
Accounting-Request Message

The table below illustrates the basic structure of a Diameter Accounting-Request message as used for IMS charging.

Table 6.2: IMS Accounting-Request Message Contents
	Diameter Base Protocol AVPs

	AVP
	Used in IMS Charging

	< Diameter Header: 271, REQ, PXY >
	yes

	< Session-Id >
	yes

	{ Origin-Host }
	yes

	{ Origin-Realm }
	yes

	{ Destination-Realm }
	yes

	{ Accounting-Record-Type }
	yes

	{ Accounting-Record-Number }
	yes

	[ Acct-Application-Id ]
	no

	[ Vendor-Specific-Application-Id ]
	yes

	[ User-Name ]
	Yes

	[ Accounting-Sub-Session-Id ]
	No

	[ Accounting-RADIUS-Session-Id ]
	No

	[ Accounting-Multi-Session-Id ]
	no

	[ Accounting-Interim-Interval ]
	yes

	[ Accounting-Realtime-Required ]
	?

	[ Origin-State-Id ]
	yes

	[ Event-Timestamp ]
	yes

	* [ Proxy-Info ]
	?

	* [ Route-Record ]
	?

	* [ AVP ]
	?

	Diameter Credit Control AVPs

	[ Subscription-Id ]
	yes

	[ Requested-Action ]
	yes

	*[ Requested-Service-Unit ]
	yes

	*[ Used-Service-Unit ]
	yes

	*[ Service-Parameter-Info ]
	yes

	[ Abnormal-Termination-Reason ]
	yes

	*[ Accounting-Correlation-Id ]
	yes

	[ Credit-Control-Failure-Handling ]
	yes

	[ Direct-Debiting-Failure-Handling ]
	yes

	[ Re-Transmission ]
	yes

	Start of 3GPP Diameter accounting AVPs

	[ Event Type ]
	yes

	[ Role of node ]
	yes

	[ (User) Session ID ]
	yes

	[ Calling Party Address (Public User ID) ]
	Yes

	[ Called Party Address (Public User ID) ]
	yes

	[ Time stamps ]


      SIP Request Timestamp 
      SIP Response Timestamp
	Yes

yes

	[ List of Application Servers involved ]
	yes

	[ Application provided Called Party Address ]
	yes

	[ Inter Operator Identifier(s) ]
	yes

	[ IMS Charging Identifier (ICID) ]
	Yes

	
	yes

	[ Served-Party-IP-Address ]


	only for P-CSCF

	[ Authorised QoS ]





	only for P-CSCF

	[ TrunkGroupID ]





 
	only for MGCF

	[ BearerService ]





 
	only for MGCF

	[ Cause ]
	yes


The detailed use of the AVPs for MRFC/AS and for each ACR record type (start/interim/stop/event) is specified in section 6.1.3.3 below.

6.1.3.2.2
Accounting-Answer Message

The table 6.3 below illustrates the basic structure of a Diameter Accounting-Answer message as used for IMS charging.  This message is always used by the ECF as specified below, independent of the receiving IMS node and the ACR record type that is being replied to.
Table 6.3 : IMS Accounting-Answer Message Contents
	Diameter base protocol AVPs

	AVP
	Used in IMS charging

	< Diameter Header: 271, PXY >
	yes

	< Session-Id >
	yes

	{ Result-Code }
	yes

	{ Origin-Host }
	yes

	{ Origin-Realm }
	yes

	{ Accounting-Record-Type }
	yes

	{ Accounting-Record-Number }
	yes

	[ Acct-Application-Id ]
	no

	[ Vendor-Specific-Application-Id ]
	yes

	[ User-Name ]
	no

	[ Accounting-Sub-Session-Id ]
	yes

	[ Accounting-RADIUS-Session-Id ]
	no

	[ Accounting-Multi-Session-Id ]
	no

	[ Error-Reporting-Host ]
	tbd

	[ Acct-Interim-Interval ]
	yes

	[ Accounting-Realtime-Required ]
	tbd

	[ Origin-State-Id ]
	yes

	[ Event-Timestamp ]
	yes

	* [ Proxy-Info ]
	no

	*[ AVP ]
	no

	Diameter credit control protocol AVPs

	[ Subscription-Id ]
	yes

	*[ Granted-Service-Unit ]
	yes

	[ Cost-Information ]
	yes

	[ Final-Unit-Indication ]
	yes

	[ Check-Balance-Result ]
	yes

	[ Credit-Control-Failure-Handling ]
	yes


6.1.3.3
Detailed Message Formats 
Following the protocol specifications, the following “types” of accounting data may be sent:

· start session accounting data

· interim session accounting data

· stop session accounting data

· event accounting data

ACR types start, interim and stop are used for accounting data related to successful SIP sessions.  In contrast, event accounting data is used for session-unrelated accounting data, such as a simple registration or interrogation, and for accounting data related to unsuccessful SIP session establishment attempts.

The following table specifies per ACR type the accounting data that are sent by MRFC and AS.
The following tables 6.4 and 6.5 are the basic structure for online charging messages via Ro Interface. This is based directly on the Accounting-Request and Accounting-Answer messages defined in the Diameter protocol specifications [3, 14].
Table 6.4: Detailed Diameter ACR Message Contents

	AVP name
	MGCF
	 AS

	
	S/I/S/E
	S/I/S/E

	AVPs from Diameter Base Protocol

	<Session-ID>
	x
	X

	{Origin-Host}
	x
	X

	{Origin-Realm}
	x
	X

	{Destination-Realm}
	x
	X

	{Accounting-Record-Type}
	x
	X

	{Accounting-Record-Number}
	x
	X

	[Acct-Application-ID]
	-
	-

	[Vendor-Specific-Application-ID]
	x
	X

	[User-Name]
	x
	X

	[Accounting-Sub-Session-ID]
	x
	x

	[Accounting-RADIUS-Session-ID]
	-
	-

	[Accounting-Multi-Session-ID]
	-
	-

	[Accounting-Interim-Intervall]
	x x x -
	x x x -

	[Accounting-Realtime-Required]
	?
	?

	[Origin-State-ID]
	x
	x

	[Event-Timestamp]
	x
	x

	*[Proxy-Info]
	?
	?

	*[Route-Record]
	?
	?

	*[AVP]
	?
	?

	AVPs from Diameter Credit Control 

	[Subscription-Id]
	x
	X

	[Requested-Action]
	x
	X

	*[Requested-Service-Unit]
	x
	X

	*[Used-Service-Unit]
	x
	X

	*[Service-Parameter-Info]
[Service-P-Type]
[Service-P-Value]
[Service-P-Timestamp]
[Service-P-Access-Id]
[Service-P-Access Node Address]
	
	

	
	X
	X

	
	X
	X

	
	X
	X

	
	x
	X

	
	x
	x

	[Abnormal-Termination-Reason]
	x
	x

	*[Accounting-Correlation-Id]
	x
	x

	Credit-Control-Failure-Handling
	x
	x

	Direct-Debiting-Failure-Handling
	x
	x

	[Re-Transmission]
	x
	x

	3GPP Diameter Accounting AVPs

	[Event-Type]
	x
	x

	[Role-of-Node]
	x ? ? x
	x ? ? x

	[Calling-Party-Address]
	x ? ? x
	x ? ? x

	[Called-Party-Address]
	x ? ? x
	x ? ? x

	[(User) Session ID]
	x
	X

	[Time-stamps]

SIP-Request-Timestamp

SIP-Response-Timestamp

	
	x
	X

	
	x
	X

	[List-of-Application-servers-involved]
	-
	-

	[Application-provided-called-party-address]
	-
	-

	[Inter-Operator-Identifiers]
	x ? ? x
	x ? ? x

	[IMS-Charging-Identifier]

(ICID)
	x
	X

	*[Media-component]
	x x - ?
	x x – ?

	[Served-Party-IP-Address]
	-
	-

	[Authorized-QoS]
	-
	-

	[TrunkGroupID]
	-
	-

	[BearerService]
	-
	-

	[Cause]
	X
	X


Table 6.5: Detailed Diameter ACA Message Contents

	AVP name
	ECF

	
	S/I/S/E

	AVPs from Diameter Base Protocol

	<Session-ID>
	x

	{Result Code}
	x

	{Origin-Host}
	x

	{Origin-Realm}
	x

	{Accounting-Record-Type}
	x

	{Accounting-Record-Number}
	x

	[Acct-Application-ID]
	-

	[Vendor-Specific-Application-ID]
	X

	[User-Name]
	X

	[Accounting-Sub-Session-ID]
	x

	[Accounting-RADIUS-Session-ID]
	-

	[Acct-Multi-Session-ID]
	-

	[Error-Reporting-Host]
	

	[Accounting-Interim-Intervall]
	x x x -

	[Accounting-Realtime-Required]
	?

	[Origin-State-ID]
	x

	[Event-Timestamp]
	?

	*[Proxy-Info]
	?

	*[AVP]
	?

	AVPs from Diameter Credit Control

	[Subscription-Id]
	x

	*[Granted-Service-Unit]
	x

	[Cost-Information)
	x

	[Final-Unit-Indication]
	x

	[Check-Balance-Result]
	x

	Credit-Control-Failure-Handling
	x


· 
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