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Abstract:

The present document describes the CMCC’s Security Management model, and shows the security mechanisms including authentication and access control.

1 Scope

The present document describes the basic Security Management model of CMCC’s specification, and shows the security mechanisms including authentication and access control.

2 Introduction of CMCC's Basic Security management

The basic security management in CMCC’s specification is to assure the reliability of the interaction between NMS and EMS. The security management functions are implemented by “OMC” interface and “Session” interface, and all the management operations are involved in security checking. 

The security management will be described by the following mechanisms: 1) authentication, and 2) access control, which will be described below respectively:

2.1 Authentication

This is the first level of security check applied before a session is established in EMS. EMS will decide whether the NMS operator is a valid or invalid user according to the user name and password.

User name and password information are assigned by EMS and registered in EMS locally; NMS may know user name and password through other ways outside of the interface. If the input password is valid for the user name, a new session will be created and the IOR will be return to NMS, in addition, a credential will also be provided to NMS for future use; or else an exception will be raised to indicate authentication failure to NMS. In this case, NMS won’t get the IOR of a “Session” interface object.

The following is the IDL definition of “OMC” interface in CORBA solution set, with the emphasis on authentication:

	
exception ExceedMaxNumSession {};


exception UnknownSession { NmcIfComm::SessionIdType unknownSessionId; };


interface OMC


{



NmcIfComm::eResultType  openSession(





in string userName,





in string password,





in unsigned long timeout,





out NmcIfComm::SessionIdType
sessionId,





out NmcIfSession::Session
sessionRef,





out NmcIfComm::CredentialType
credential) //content given by OMC 




raises(
NmcIfComm::AuthenticateFailure,





ExceedMaxNumSession,





NmcIfComm::InvalidTimeout);



NmcIfComm::eResultType  closeSession(





in NmcIfComm::SessionIdType  sessionId,





in string credential)




raises(
NmcIfComm::InvalidCredential,






UnknownSession);


};

//……
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Fig. 1 Sequence Diagram for Authentication Check
Figure 1 illustrates a whole process of password authentication. When NMS invokes “openSession” operation on “OMC” interface, it should provide user name and password as input parameters. User name and password are known to EMS. Then EMS will decide whether the user and password is valid. If authentication fails, the “AuthenticationFailure” exception will be thrown.
2.2 Access Control
The access control mechanism is a key way to provide the interface security. Each management operation sent from NMS should be checked by EMS. To achieve this, firstly in “openSession” operation, credential is returned to NMS for future use in this session. Secondly, for each management operation applied on EMS, credential needs to be presented as an input parameter. And exception for access control violation will be thrown if the credential is invalid. In this case the management operation will not be performed. 
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Fig. 2 Sequence Diagram for an Access Control Example
Figure 2 illustrates a whole interaction scenario sample in which access control mechanism is applied.
3 Additional comments

The above mentioned security mechanism is one of the basic ways for the management interface. For higher-level security purpose, more things shall be considered to improve this basic way. And CMCC’s are now developing an enhanced model, which may be used for this management interface in the future.
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