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Diameter Protocol for IMS Online Charging on the Ro interface

X.1
Basic Principles

The IMS online and offline charging Diameter application is based on the following general principles:

· The IMS network elements shall use a common Diameter-based protocol for both online and offline charging

· 
· 
· The basic functionality of Diameter should be re-used in IMS. In particular, Diameter session establishment and authentication mechanisms should be re-used. In addition, the existing accounting messages within the base protocol should provide the framework for the specific IMS charging messages.

· Online charging essentially uses the same protocol as is used for offline charging. The online charging protocol, however, may include additional attribute-value pairs (AVPs) within the existing messages which are not used for offline.

· The existing Diameter messages for such common functions as Diameter session establishment and tear-down, authentication, etc. should be re-used for IMS charging. Any exceptions are noted within this specification.

X.2
Message Flows for Online Charging Procedures
This section describes the message flows for the online charging procedures on the Ro interface.
Only successful cases are shown in the following flows. No terminating sessions are described here, as the same nodes are involved in these cases and no major changes compared to the originating case can be indicated.The same procedures apply for unsuccessful cases.
Editors note: The flows are currently contained in Annex B. When the flows reach the necessary level of maturity, they shall be copied from Annex B to this normative section.


X.3
Message Formats

X.3.1
Summary of Online Charging Message Formats

The existing Diameter credit control extension internet-draft proposes an approach based on series of “interrogations”:

· initial interrogation (extending the start-session accounting report message)

· zero, one or more interim interrogations (extending the interim accounting report message)

· final interrogation (extending the stop-session accounting report message)

In addition to a series of interrogations, also a one time event (interrogation) can be used e.g. in the case when service execution is always successful.

All of these interrogations make use of the same basic Accounting-Request and Accounting-Answer messages in the base Diameter protocol. As extensions to the offline charging messages, additional attribute-value pairs (AVPs) shall be introduced to specify a request to reserve credit/service units in the Accounting-Request and to report the actual amount reserved in AVPs in the Accounting-Answer.

The Accounting-Request for the “interim interrogation” and “final interrogation” shall report the actual amount of “units” used, from what was reserved. This will determine an actual amount debited from the subscriber’s account.

Such an approach has the benefit of a common basic message structure and accounting data reporting mechanism. Online charging becomes simply additional AVPs within the existing offline charging protocol.
The table below describes the use of these messages for online charging.

Table 1.4.2: Ro (Online Charging) Command-Code values

Command-Name
Source
Destination
Abbreviation
Code

Accounting-Request
MRFC, AS
ECF
ACR
271

Accounting –Answer
ECF
MRFC, AS
ACA
271

X.3.2
Common Structure for the Accounting-Request and Accounting-Answer Message Formats

The following is the basic structure shared by all offline and online charging messages. This is based directly on the Accounting-Request and Accounting-Answer messages defined in the base Diameter protocol specification.

X.3.2.1
Accounting-Request Message

The table below illustrates the basic structure of a Diameter Accounting-Request message as it could be used for IMS charging.

IMS Accounting-Request Message Contents

< Diameter Header: 271, REQ, PXY >

< Session-Id > -- Diameter Session Id

{ Acct-Application-Id } – IMS Charging

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Accounting-Record-Type }

{ Accounting-Record-Number }

[ User-Name ]

[ Accounting-Sub-Session-Id ]

[ Accounting-RADIUS-Session-Id ]

[ Accounting-Multi-Session-Id ]

[ Accounting-Interim-Interval ]

[ Origin-State-Id ]

<IMS Accounting Data>

[<IMS Online charging parameters>: only for MRFC and AS messages on the Ro interface.]

* [ Proxy-Info ]

* [ Route-Record ]

IMS-specific parts are shown in bold. “IMS Accounting Data” actually refers to several Attribute Value Pairs (AVPs), as described in sub-sections of section 7.4.

When this message is used on the Ro interface, the IMS Online Charging parameters include the following:

[ Pricing-Enquiry-Indication ]

[ Requested-Service-Unit ]

[Requested-Action]

[ Used-Service-Unit ]

* [ Service-Parameter-Info ]

X.3.2.2
Accounting-Answer Message

The table below illustrates the basic structure of a Diameter Accounting-Answer message as it could be used for IMS charging.

IMS Accounting-Answer Message Contents

< Diameter Header: 271, PXY >

< Session-Id >

{ Acct-Application-Id }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

{ Accounting-Record-Type }

{ Accounting-Record-Number }

[ User-Name ]

[ Accounting-Sub-Session-Id ]

[ Accounting-RADIUS-Session-Id ]

[Accounting-Realtime-Required]

[ Accounting-Multi-Session-Id ]

[ Error-Reporting-Host ]

[ Accounting-Interim-Interval ]

[ Origin-State-Id ]

* [ AVP ]

* [ Proxy-Info ]

[optional: <IMS Online charging parameters>: only for MRFC and AS messages on the Ro interface.]

IMS-specific parts are shown in bold. “IMS Accounting Data” actually refers to several Attribute Value Pairs (AVPs), as described in sub-sections of section 7.4.
When this message is used on the Ro interface, the IMS Online Charging parameters include the following:

[ Granted-Service-Unit ] 

[ Cost-Information ]

[ Final-Unit-Indication ]




· 
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X.4
Attribute Value Pair (AVP) Definitions

X.4.1
Diameter Base Protocol AVPs

[Note: this is the same as for offline charging.]

X.4.2
Common Offline and Online Charging AVPs

[This section is the same as the “Offline Charging AVPs; the title should be changed as shown above.]

X.4.3
Online-specific AVPs

The table below identifies the Attribute Value Pairs (AVPs) utilized by the IMS Charging Application which are specific to online charging.


AVP Flag rules


Attribute Name
AVP Code
Section defined
Value Type
Must
May
Should not
Must not
May Encr.

Cost
TBD
X.4.3.1







Cost-Information
TBD
X.4.3.2







Currency Code
TBD
X.4.3.3







Final Unit Indication
TBD
X.4.3.4







Granted Service Unit
TBD
X.4.3.5







Pricing Enquiry Indication
TBD
X.4.3.6







Requested Service Unit
TBD
X.4.3.7







Service Parameter Info
TBD
X.4.3.8







Service Parameter Type
TBD
X.4.3.9







Service Parameter Value
TBD
X.4.3.10







Used Service Unit
TBD
X.4.3.11







Unit Type
TBD
X.4.3.12







Unit Value
TBD
X.4.3.13







Requested Action
TBD
X.4.3.14







X.4.3.1
Cost AVP

The Cost AVP (AVP Code TBD) is of type Float64 and contains the cost estimate of the service in case of price enquiry or the accumulate cost in the case of credit control session.

X.4.3.2
Cost-Information AVP

The Cost-Information AVP (AVP Code TBD) is of type Grouped and is used to return the cost information of a service in the Accounting-Answer command. The included Cost AVP contains the cost of the service event and the Currency-Code specifies in which currency the cost was given.

When the Pricing-Enquiry-Indication AVP is included in the Accounting_Request command the Cost-Information AVP sent in the succeeding Accounting-Answer command contains the cost estimation of the requested service, without any reservation being made.

The Cost-Information AVP included in the Accounting-Answer command with the Accounting-Record-Type set to INTERIM_RECORD contains the accumulated cost for the session without taking any credit-reservation into account.

The Cost-Information AVP included in the Accounting-Answer command with the Accounting-Record-Type set to EVENT_RECORD or STOP_RECORD contains the total cost for the requested service.

It has the following ABNF grammar:

          <Cost-Information>::=< AVP Header: TBD >

                             { Cost }

                             { Currency-Code }

X.4.3.3
Currency-Code AVP

The Currency-Code AVP (AVP Code TBD) is of type Unsigned32 and contains a currency code that specifies in which currency the values of AVPs containing monetary units were given. It is specified using the numeric values defined in the ISO 4217 standard.

X.4.3.4
Final-Unit-Indication AVP

The Final-Unit-Indication AVP (AVP Code TBD) is of type Unsigned32 and indicates that an accounting command contains the final units for the service. After these units have expired, the Diameter Credit Control Client in a service element is responsible for terminating the service and sending the STOP_RECORD to the Credit Control Server.

If included in a command, the value of this AVP is always 1.

X.4.3.5
Granted-Service-Unit AVP

Granted-Service-Unit AVP (AVP Code TBD) is of type Grouped and contains the amount of units that the Diameter Credit Control Client can provide to the end user until the service must be released or the new Accounting-Request must be sent. The Unit-Value AVP contains the granted Unit-Value and the Unit-Type AVP defines the type of the unit. If the unit type is money, a Currency-Code AVP SHOULD be included.

It has the following ABNF grammar:

          <Granted-Service-Unit>::=< AVP Header: TBD >

                                  { Unit-Type }

                                  { Unit-Value }

                                  [ Currency-Code ]

X.4.3.6
Pricing-Enquiry-Indication AVP

The Pricing-Enquiry-Indication AVP (AVP Code TBD) is of type Unsigned32 and indicates that the Accounting-Request command is a price enquiry request. In this case neither checking of the account balance nor reservation from the account will be done, only the price of the service will be returned. If included in a command, the value of this AVP is always 1.

X.4.3.7
Requested-Service-Unit AVP

The Requested-Service-Unit AVP (AVP Code TBD) is of type Grouped and contains the amount of requested units specified by the Diameter Credit Control Client. The included Unit-Value AVP contains the requested Unit-Value and the Unit-Type AVP defines the type of the unit. If the unit type is money, a Currency-Code AVP SHOULD be included.

It has the following ABNF grammar:

          <Requested-Service-Unit>::=< AVP Header: TBD >

                                   { Unit-Type }

                                   { Unit-Value }

                                   [ Currency-Code ]

X.4.3.8
Service-Parameter-Info AVP

The Service-Parameter-Info AVP (AVP Code TBD) is of type Grouped and contains a service specific information used for price calculation or rating. The Service-Parameter-Type AVP defines the service parameter type and the Service-Parameter-Value AVP contains the parameter value.

It has the following ABNF grammar:

          <Service-Parameter-Info>::=< AVP Header: TBD >

                                   { Service-Parameter-Type }

                                   { Service-Parameter-Value }

X.4.3.9
Service-Parameter-Type AVP

The Service-Parameter-Type AVP is of type Unsigned32 (AVP Code TBD) and defines the type of the service event specific parameter (e.g. it can be end-user location, contents provider Id, tax percentage). The different parameters and their types are service specific and the meanings of these parameters are defined between the service element and the Credit Control Server.

X.4.3.10
Service-Parameter-Value AVP

The Service-Parameter-Value AVP is of type UTF8String (AVP Code TBD) and contains the value of the service parameter type.

X.4.3.11
Used-Service-Unit AVP

The Used-Service-Unit AVP is of type Grouped AVP (AVP Code TBD) and contains the amount of used units since the previous Accounting-Answer command. The included Unit-Type AVP defines the type of the unit and the Unit-Value AVP contains the used amount. If the unit type is money, a Currency-Code AVP SHOULD be included.

It has the following ABNF grammar:

              <Used-Service-Unit>::=< AVP Header: TBD >

                                   { Unit-Type }

                                   { Unit-Value }

                                   [ Currency-Code ]

X.4.3.12
Unit-Type AVP

The Unit-Type AVP is of type Enumerated (AVP Code TBD) and contains the type of the unit.

The unit type can be one of the following:

SERVICE_CREDIT_TIME                                          0

The unit is of type time, given in seconds.

SERVICE_CREDIT_VOLUME                                        1

The unit is of type volume, given in kB.

SERVICE_CREDIT_EVENT                                         2

The unit is of type event, given as a number of events.

SERVICE_CREDIT_MONEY                                         3

The unit is of type money, given as a monetary value, whose currency SHOULD be specified by the Currency-Code
AVP.

X.4.3.13
Unit-Value AVP
Unit-Value AVP is of type Float64 (AVP Code TBD) and contains the granted or used Unit-Value. The value can be time in seconds, volume in kB, number of events or monetary amount depending on the given Unit-Type.

If the Unit-Type AVP is set to time in the Accounting-Answer command, the Unit Value AVP specifies the granted time in seconds (measured from the moment when the services becomes active or from the previous Answer command) until a new Accounting-Request MUST be sent.

If the Unit Type AVP is set to time in the Accounting-Request command, the Unit-Value AVP specifies the used time since previous report or time requested by the Credit Control Client.

If the Unit-Type AVP is set to volume in the Accounting-Answer command, the Unit-Value AVP specifies the granted volume in kB (measured from the moment when the services becomes active or from the previous Answer command) until a new Accounting-Request MUST be sent. If the Unit-type AVP is set to volume in the Accounting-Request command, the Unit-Value AVP specifies the used volume since previous report or volume requested by the Credit Control Client.

If the Unit-Type AVP is set to event in the Accounting-Answer command, the Unit-Value AVP specifies the granted number of events (measured from the moment when the service becomes active or from the previous Answer command) until a new Accounting-Request MUST be sent. If the Unit-type AVP is set to event in the Accounting-Request command, the Unit-Value AVP specifies the used number of events since previous report or number of events requested by the Credit Control Client.

If the Unit-Type AVP is set to money in the Accounting-Answer command, the Unit-Value AVP specifies the granted monetary amount, which the end user can use until a new Accounting-Request MUST be sent. If the Unit-Type AVP is set to money in the Accounting-Request command, the Unit-Value AVP specifies the used monetary amount since previous report or the monetary amount requested by the Credit control Client.

X.4.3.14
Request-Action AVP
The Requested-Action AVP (AVP Code TBD) is type of Enumerated and contains the requested action being sent by Accounting-Request command where the Accounting-Record-Type is set to EVENT_RECORD. 

· The following values are defined for the Requested-Action AVP: 
· DIRECT DEBITING                              0 

Direct debiting indicates that the request is to decrease the end user’s account according to information specified in the Requested-Service-Unit AVP and/or Service-Parameter-Info AVP. 

       
The Granted-Service Unit AVP in the Accounting-Answer command contains the debited units. 
· REFUND ACCOUNT                               1 

Refund account indicates that the request is to increase the end user’s account according to information specified in the Requested-Service-Unit AVP and/or Service-Parameter-Info AVP. 

       
The Granted-Service Unit AVP in the Accounting-Answer command contains the refunded units. 
· CHECK_BALANCE                                2 

Check balance indicates that the request is a balance check request. In this case the checking of the account balance is done without any credit reservation from the account. The Check-Balance-Result AVP in the Accounting-Answer command contains the result of the Balance Check. 

· PRICE_ENQUIRY                                3 

Price Enquiry indicates that the request is a price enquiry request. In this case neither checking of the account balance nor reservation from the account will be done, only the price of the service will be returned in the Cost-Information AVP in the Accounting-Answer Command.
· CREDIT RESERVATION                      4 

Credit reservation indicates that the request is to reserve credit on the end user’s account according to information specified in the Requested-Service-Unit AVP and/or Service-Parameter-Info AVP. 

       
The Granted-Service Unit AVP in the Accounting-Answer command contains the reserved units. 

Annex B (informative):
Message Flows for Online Charging Procedures

This Annex describes the flows for the Ro interface. Upon the flows reach the required level of maturity, the contents of this Annex shall be copied to the corresponding normative section.  
Session Establishment – Credit check and reservation

Figure 6 shows the transactions that are required on the Ro interface in order to perform credit control prior to service execution. This scenario applies to those cases where confirmation of the successful service execution is required in order to deduct money from the user's account.
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1. Figure 8: Message Sequence Chart for online charging – session establishment
2. The AS/MRFC performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS/MRFC, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS/MRFC in order to authorize the service execution (Granted-Service-Unit,  Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message).

Mid-session procedure – intermediate credit check and account deduction

Figure 7 shows the transactions that are required on the Ro interface in order to perform intermediate credit check during service execution. The units used since last credit check are deducted from the subscribers account. 
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1. Figure 9: Message Sequence Chart for online charging – intermediate credit check

2. When the prepaid budget has been consumed by the service, the AS/MRFC sends Accounting-Request message with Accounting-Record-Type set to INTERIM_RECORD to report the Used-Service-Unit to the ECF. If known the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS/MRFC, ECF directly reserves the specified monetary amount from the user's account. The ECF deducts the used monetary amount from the user's account. ECF sends Accounting-Answer message with Accounting-Record-Type set to INTERIM_RECORD and includes the Granted-Service-Unit (prepaid budget). The answer message may include the Cost-Information containing the accumulated cost for the session.

Session release – ECF initiated

Figure 8 shows the transactions that are required on the Ro interface when the subscriber is running out of credit and the service delivery must be stopped. The units used since last credit check are deducted from the subscribers account.
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1. Figure 10: Message Sequence Chart for online charging – ECF initiated release

2. When the prepaid budget has been consumed by the service (e.g. Content Server), the AS/MRFC sends Accounting-Request message with Accounting-Record-Type set to INTERIM_RECORD to report the Used-Service-Unit to the ECF. If known the AS/MRFC may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS/MRFC, ECF directly reserves the specified monetary amount from the user's account. The ECF deducts the used monetary amount from the user's account. ECF sends Accounting-Answer message with Accounting-Record-Type set to INTERIM_RECORD and includes the Granted-Service-Unit (prepaid budget) and Final-Unit_Indication. The answer message may include the Cost-Information containing the accumulated cost for the session.

4. When the final prepaid budget has been consumed by the service, the AS/MRFC sends Accounting-Request message with Accounting-Record-Type set to STOP_RECORD to report the Used-Service-Unit to the ECF. 

5. The ECF deducts the used monetary amount from the user's account. ECF sends Accounting-Answer message with Accounting-Record-Type set to STOP_RECORD. The answer message may include the Cost-Information containing the accumulated cost for the session

Stoping of Service Delivery – Mobile initiated

Figure 9 shows the transactions that are required on the Ro interface when the UE performs the stopping of service delivery. The units used since last credit check are deducted from the subscribers account.
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1. Figure 11: Message Sequence Chart for online charging – mobile initiated release

2. When the subscriber stops service delivery, AS/MRFC sends Accounting-Request with Accounting-Record-Type indicating STOP_RECORD to report back the last Used-Service-Unit. 

3. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. The ECF deducts the monetary amount from the user's account and returns Accounting-Response with Accounting-Record-Type indicating STOP_RECORD. The final cost of the session may be present in the answer message.

Event - Direct debiting

Figure 10 shows the transactions that are required on the Ro interface in order to perform credit control prior to service execution. One time event without service confirmation may be used when there is no need to maintain service state in the ECF. The following example is not thought to be exhaustive, rather it depicts how the mechanism works. 

This scenario applies to those cases where service execution is always successful in the service environment. The AS/MRFC must be sure that the requested service event execution will be successful, the exact transaction timing is dependent on the nature and implementation of the service. The one time event without service confirmation may be used for direct debiting where money can be deducted directly from the user's account and confirmation of successful execution is not required. 


[image: image5.wmf]Invite

More SIP signalling

Success

200 OK (Invite)

1. Accounting Request (event)

2. Accounting Answer

More SIP signalling

AS /

MRFC

ECF

Invite


1. Figure 12: Message Sequence Chart for online charging – direct debiting
2. The AS/MRFC performs one time event credit control prior to service execution. AS/MRFC sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session. If known, the AS/MRFC may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF deducts then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS/MRFC, ECF directly deducts the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to EVENT_RECORD to the AS/MRFC in order to authorize the service execution (Granted-Service-Unit and possibly Cost-Information are  included in the Accounting-Answer message).

AS/MRFC-originated multimedia service
Figure 11 shows the transactions that are required on the Ro interface in order to perform credit control prior to service execution. It is assumed for AS/MRFC-originated multimedia service that confirmation of the successful service execution is always required in order to deduct money from the user's account.
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1. Figure 13: Message Sequence Chart for online charging – AS/MRFC originated service
2. The AS/MRFC performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. If known the AS/MRFC may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS/MRFC, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit,  Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message).

4. At reception of 200 OK for the SIP INVITE the AS/MRFC sends Accounting-Request with Accounting-Record-Type set to STOP-RECORD to indicate successful service execution.
Note: the successful execution of a service is dependent on the nature and implementation of the service and may happen upon reception of any SIP message after the INVITE.

5. The ECF commits the money reservation and acknowledges the reception of the data.

Transactions for Content Charging
Figure 12 shows the transactions that are required on the Ro interface in order to charge for content delivery to the end user. 
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Figure 14: Message Sequence Chart for online charging
1. The AS/MRFC performs credit control prior to delivering content. AS/MRFC sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. 

2. If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS/MRFC, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication, and possibly cost information are included in the Accounting-Answer message).

3. When the content has been delivered, AS/MRFC sends Accounting-Request with Accounting-Record-Type set to STOP-RECORD to indicate successful service execution.


4. The ECF commits the money reservation and acknowledges the reception of the data
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