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Overview
· The ASN.1 language is a mature and stable notation for defining protocol messages

· Widely deployed in the telecommunications networks

· Used by many protocols in the areas of cellular telephony, security, biometrics, videoconferencing, air transportation, messaging, directory, etc.

· Until recently, ASN.1 messages could only be encoded in binary form, by using one of several standardized sets of encoding rules
· The ASN.1 group of ISO/IEC/ITU-T has produced a new standard - the XML Encoding Rules of ASN.1 - which specifies an XML encoding of the messages that can be defined in the ASN.1 language
· With the introduction of the XML Encoding Rules, the ASN.1 language has become a schema definition language for XML
Example - ASN.1 Type Definitions


PersonnelRecord ::= SEQUENCE {



name




Name,



title




VisibleString,



number



EmployeeNumber,



dateOfHire


Date,



workingDays


SEQUENCE OF INTEGER,



nameOfSpouse

Name,



children



SEQUENCE OF 




child ChildInformation DEFAULT {} }


ChildInformation ::= SEQUENCE { 



name




Name,



dateBirth


Date }


Name ::= SEQUENCE { 



givenName


VisibleString,



initial



VisibleString,



familyName


VisibleString }


EmployeeNumber ::= INTEGER


Date ::= VisibleString  -- YYYYMMDD

Messages

· The type PersonnelRecord defined in the example above is the formal description of a message, or part of a message

· This notation describes the pure data structure of the message, without regard to any possible representations - or encodings - of message instances

· Any message defined in ASN.1 can be encoded by using any of the standardized Encoding Rules of ASN.1:

· the classic Basic Encoding Rules (BER)
· the very efficient Packed Encoding Rules (PER)
· the newly standardized XML Encoding Rules (XER)
Example - XML Encoding (1)

PersonnelRecord ::= SEQUENCE {




<?xml version="1.0"?>


name



Name,







<PersonnelRecord>

title



VisibleString,





<name>

number



EmployeeNumber, 





<givenName>John</givenName>

dateOfHire

Date, 









<initial>P</initial>

workingDays

SEQUENCE OF INTEGER, 


   

<familyName>Smith</familyName>

nameOfSpouse

Name, 

                

</name>

children


SEQUENCE OF 

           

<title>Director</title>


child ChildInformation DEFAULT {} }


<number>51</number>
















<dateOfHire>19710917</dateOfHire>
ChildInformation ::= SEQUENCE { 

  



<workingDays>

name



Name, 









<INTEGER>1</INTEGER>

dateBirth


Date }









<INTEGER>2</INTEGER>

















<INTEGER>5</INTEGER>
Name ::= SEQUENCE { 










<INTEGER>6</INTEGER>

givenName


VisibleString, 





</workingDays>

initial


VisibleString, 





<nameOfSpouse>

familyName

VisibleString }






<givenName>Mary</givenName>

















<initial>T</initial>
EmployeeNumber ::= INTEGER








<familyName>Smith</familyName>
















</nameOfSpouse>
Date ::= VisibleString  -- YYYYMMDD




.....
Example - XML Encoding (2)

PersonnelRecord ::= SEQUENCE {




.....

name



Name,






<children>

title



VisibleString,




<child>


number



EmployeeNumber,





<name>

dateOfHire

Date,









<givenName>Ralph</givenName>

workingDays

SEQUENCE OF INTEGER,




<initial>T</initial>

nameOfSpouse

Name,









<familyName>Smith</familyName>

children


SEQUENCE OF 






</name>


child ChildInformation DEFAULT {} }

 
<dateBirth>19571111</dateBirth>















</child>
ChildInformation ::= SEQUENCE {  




<child>

name



Name,








<name>

dateBirth


Date }









<givenName>Susan</givenName>

















<initial>B</initial>
Name ::= SEQUENCE { 










<familyName>Jones</familyName>

givenName


VisibleString,
 




</name>

initial


VisibleString,





<dateBirth>19590717</dateBirth>

familyName

VisibleString }




</child>














</children>
EmployeeNumber ::= INTEGER




</PersonnelRecord>
Date ::= VisibleString  -- YYYYMMDD

 XML Encoding Control

· By default, the application of XML Encoding Rules to an ASN.1 message definition produces a simple XML document with:

· No namespace declarations

· No attributes

· No space-separated lists

· No processing instructions

· ASN.1 identifiers or type names used directly as element names

· XML Encoding Properties can be assigned to ASN.1 types and components in order to alter the XML that is generated

· XML Encoding Properties allow fine control over the XML encoding and support namespaces, attributes, space-separated lists, and the insertion of processing instructions
Example - XML Encoding Properties (1)

PersonnelRecord ::= SEQUENCE {



<?xml version="1.0"?>

name



Name,






<pr xmlns="http://www.blabla.com"




title



VisibleString,





title="Director">

number



EmployeeNumber, 



<name>



dateOfHire

Date, 








<givenName>John</givenName>

workingDays

SEQUENCE OF INTEGER, 



<initial>P</initial>

nameOfSpouse

Name, 

               


<familyName>Smith</familyName>

children


SEQUENCE OF 

        

</name>


child ChildInformation DEFAULT {} }

<EN>51</EN>

...
..












<dateOfHire>19710917</dateOfHire>















<workingDays>1 2 5 6</workingDays>















<nameOfSpouse>

















<givenName>Mary</givenName>
NAMESPACE-DECLARATION PersonnelRecord




<initial>T</initial>

AS "http://www.blabla.com"






<familyName>Smith</familyName>

NAME PersonnelRecord as "pr"






</nameOfSpouse>
NAME PersonnelRecord.number AS "EN"



.....


ATTRIBUTE PersonnelRecord.title

LIST PersonnelRecord.workingDays





UNTAGGED PersonnelRecord.children




Example - XML Encoding Properties (2)

PersonnelRecord ::= SEQUENCE {





.....

name



Name,







<child>

title



VisibleString,





<name> 

number



EmployeeNumber, 





<givenName>Ralph</givenName>

dateOfHire

Date, 









<initial>T</initial>      

workingDays

SEQUENCE OF INTEGER, 




<familyName>Smith</familyName>

nameOfSpouse

Name, 

                

</name>

children


SEQUENCE OF 

         


<dateBirth>19571111</dateBirth>


child ChildInformation DEFAULT {} }

</child>

.....












<child>
















<name> 

















<givenName>Susan</givenName>


















<initial>B</initial>      
NAMESPACE-DECLARATION PersonnelRecord 




<familyName>Jones</familyName>

AS "http://www.blabla.com"






</name>


NAME PersonnelRecord as "pr"







<dateBirth>19590717</dateBirth>
NAME PersonnelRecord.number AS "EN"



</child>
ATTRIBUTE PersonnelRecord.title




</pr>


LIST PersonnelRecord.workingDays




UNTAGGED PersonnelRecord.children




Canonical Encodings

· Usually there may be more than one way to encode a given message value - all the standard ASN.1 Encoding Rules provide a number of encoder's options

· Each standard set of Encoding Rules has a canonical variant, which provides a unique representation for each of the possible message values

· This uniqueness is necessary when cryptographic techniques - such as digital signatures - are to be applied to a message or part of a message

· The Canonical XML Encoding Rules of ASN.1 enable the application of such cryptographic techniques to XML documents

· The ANSI X9F3 committee is working on the specification of an XML Cryptographic Message Syntax (X9.96), which will be defined in ASN.1

Example - Canonical XML Encoding

<PersonnelRecord><name><givenName>John</givenName><initial>P</i

nitial><familyName>Smith</familyName></name><title>Director</ti

tle><number>51</number><dateOfHire>19710917</dateOfHire><workin

gDays><INTEGER>1</INTEGER><INTEGER>2</INTEGER><INTEGER>5</INTEG

ER><INTEGER>6</INTEGER></workingDays><nameOfSpouse><givenName>M

ary</givenName><initial>T</initial><familyName>Smith</familyNam

e></nameOfSpouse><children><child><name><givenName>Ralph</given

Name><initial>T</initial><familyName>Smith</familyName></name><

dateBirth>19571111</dateBirth></child><child><name><givenName>S

usan</givenName><initial>B</initial><familyName>Jones</familyNa

me></name><dateBirth>19590717</dateBirth></child></children></P

ersonnelRecord>                                                

ASN.1 Schemas

· ASN.1 as an XML schema language can describe the structure of any XML document that can be described by other XML schema languages

· Although there is a significant overlap in the set of features available in ASN.1 and in other schema languages, each language has its own strengths

· The main targets of the XML-related work in the ASN.1 group were to:

· Enable ASN.1 to produce any XML document that a given XML-based system or application may expect to receive and that conforms to a given schema

· Enable ASN.1 to process any XML document that a given XML-based system or application may send, given knowledge of the schema

· By using ASN.1 as an XML schema language, users benefit, among other things, from the immediate availability of the other standard sets of Encoding Rules - such as the Packed Encoding Rules - for all those application in which the size of messages on the line is important

Scenario 1
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A set of networked systems implementing an ASN.1-based protocol and exchanging compact binary-encoded messages is shown. Some machines produce additional XML encodings of the same data for use locally. The XML messages can be produced for diagnostics, monitoring or other purposes.
Scenario 2
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A system producing XML messages conforming to a W3C XML Schema is shown. An ASN.1 schema equivalent to the W3C XML Schema has been written and an ASN.1-based system implemented to process and re-package the data. XML messages received from the XML-based system are decoded and re-encoded into a more-compact binary encoding.

Scenario 3
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A protocol specified both in ASN.1 and in W3C XML Schema and allowing use of both binary and XML encodings is shown. This grants much freedom to implementors, who can decide whether to write the application by using an XML Schema toolkit or an ASN.1 toolkit.

Scenario 4
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An XML-based protocol specified in ASN.1 as the primary XML schema language is shown. This provides users experienced in ASN.1 with a familiar notation, a simple data model, a simple API and excellent tool support.

Documents

· ITU-T Recommendations:  X.680  series and  X.690  series
· 1997 edition is in force
· 2002 edition for approval this Summer - includes XML Value Notation
· ISO/IEC International Standards:  ISO/IEC 8824  series and ISO/IEC 8825  series
· ITU-T Languages Recommendations free of charge in electronic form at: 
· http://www.itu.int/ITU-T/studygroups/com17/languages
· The ASN.1 language is a member of the ITU-T family of languages for telecommunication systems, which also includes: 
· SDL (Specification and Description Language), 
· MSC (Message Sequence Charts), and 

· TTCN (Tree and Tabular Combined Notation).
Resources

· Books:
· ASN.1 - Communication Between Heterogeneous Systems
(Olivier Dubuisson, Morgan Kaufmann, 2001)
Can be downloaded free of charge from:
http://www.oss.com/asn1/dubuisson.html 
· ASN.1 Complete
(John Larmouth, Morgan Kaufmann, 2000)
Can be downloaded free of charge from
http://www.oss.com/asn1/larmouth.html

 HYPERLINK "http://www.oss.com/asn1/dubuisson.html" \t "_blank" 
· Links:
· http://asn1.elibel.tm.fr
· http://www.itu.int/ITU-T/asn1
Free Tools

· France Telecom ASN.1 Syntax Checker and Pretty-Printer  (Web based):

· http://asn1.elibel.tm.fr/asnp
· OSS Nokalva ASN.1 Syntax and Semantics Checker:

· http://www.oss.com/products/checksyntax.html
· Comprehensive list of existing ASN.1 tools - many of which are free - at:

· http://asn1.elibel.tm.fr/en/links/index.htm#tools
· http://asn1.elibel.tm.fr/en/links/index.htm#xml
ITU-T ASN.1 Project

· Promote use of ASN.1 within the ITU-T and in other standards development organizations (ISO, ETSI, ECMA, IETF, etc.)

· Help users understand and write ASN.1 specifications

· Provide tools and ensure the quality of the specifications to be published

· Free ASN.1 Module Database:

· http://www.itu.int/itu-t/asn1/database 

· Object Identifier (OID) Repository: 

· http://asn1.elibel.tm.fr/oid 

· Address:

· 
http://www.itu.int/itu-t/asn1
ASN.1 Consortium

· Share resources and information among ASN.1 tool vendors and users

· Promote ASN.1 (press, companies, universities, etc.)

· No standardization work done in the Consortium

· Address:

· http://www.asn1.org 

Press Releases (1)

· Group says ASN.1 can field XML, save bandwidth  (in EE Times, Aug 9, 2001)

“As digital communications spreads from cell phones to wireless personal organizers and XML-powered informations appliances, [ASN.1] claims to have the interoperability ‘Rosetta stone’ in place.”

· ASN.1 Markup Language  (in The XML Cover Pages, Aug 8, 2001)

“Work is also underway to allow messages described using XML to be converted to ASN.1, thereby circumventing the verbosity of XML encodings and allowing them to be encoded very compactly.”

Press Releases (2)

· ASN.1 and XML Messaging  (in Dr. Dobb’s Journal, Jul 17, 2001)

“It makes it possible for XML to go places that right now it just cannot go. Specifically, [the ASN.1 group] expects that cellphones, PDAs, and other constrained devices will want to use ASN.1 to transform XML messages into a bandwith-friendly form for transmission.” 

· OASIS XCBF Technical Committee for XML Common Biometric Format  (in The XML Cover 

 HYPERLINK "http://xml.coverpages.org/ni2002-02-11-a.html" \t "_blank" Pages, Feb. 11, 2002) 

“The encodings created […] will be specified in accordance with the ASN.1 schema definitions published in ANS X9.84:2000 ‘Biometrics Information Management and Security for The Financial Services Industry’.”
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