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SA5-C&B Requirement:

S-CDRs and G-CDRs pertaining to one PDP-context must be able to be correlated by a unique identifier. This is required to allow appropriate billing by taking into account all relevant CDRs generated by the involved GSNs.

Situation:

The current situation is that S-CDRs and G-CDRs for one PDP context are correlated using the charging-ID and the used GGSN address (GGSN control plane address). 

However investigations on Gn revealed that CN4 specification TS 29.060 does not guarantee that a unique GGSN control plane address is used during the lifetime of a PDP context. (In particular in case of an "Inter SGSN Routing Area Update" procedure the GGSN might change the control plane address to be used. The consequence is that the old and the new SGSN might put different GGSN control plane addresses into the generated CDRs. This would disable appropriate billing since correlation is impossible). 

A detailed explanation of the situation on Gn level can be found in reference [1] (refer to "reason for change"), which was contributed to the CN4 meeting #08 (attached to this document). CN4 finally did not approve the referenced CR ([1]) since CN4 delegates were not sure if a unique (unchanged) GGSN control plane address is a stringent requirement of SA5 (charging). 

The outcome of the CN4 discussion was: if SA5 requires a unique GGSN address SA5 should express this requirement with a liaison letter.

Proposed Action for SA5-C&B:

SA5 to set-up a liaison towards CN4 expressing that charging requires a unique GGSN control plane address during the lifetime of a PDP context in all involved SGSNs for correlation purposes. SA5 should request CN4 to verify and adjust (if necessary) their specifications (TS 29.060) in order to guarantee a unique GGSN control plane address. SA5 should advice CN4 to take appropriate actions in the context of R99 and R4 specifications.
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Reason for change:
(



Partial charging data (i.e. partial S-CDRs) for a PDP context are uniquely identified via the charging-ID and the GGSN (control plane) address (refer to Tdoc S5-010223/CR 27 against TS 32.015). To ensure this principle working for SGSN routing area update cases as well, the GGSN control plane address must not be changed by the GGSN (via the "Update PDP Context Response" message). The GGSN control plane address is already conveyed from the old to the new SGSN (SGSN routing area update) via either the "SGSN Context Response" or the "Forward Relocation Request" message. Therefore the GGSN control plane address must be removed from the "Update PDP Context Response" message. The user plane GGSN address is not removed from the respective message since it is not used as a "charging reference", it may be changed by the GGSN during SGSN routing area update procedure.
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The GGSN control plane address is removed from the "Update PDP Context Response" message.
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not approved:


If this CR is not approved, partial S-CDRs (from different SGSNs in case of an SGSN routing are update) for a PDP context may not be correlated unambiguously since the GTP protocol "allows" the GGSN address to be changed (by the GGSN) during the SGSN routing area update procedure.
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7.3.4
Update PDP Context Response



The message shall be sent from a GGSN node to a SGSN node as a response of an Update PDP Context Request.



If the SGSN receives an Update PDP Context Response with a Cause value other than ‘Request accepted’, it shall abort the update of the PDP context.



Only the Cause information element and optionally the Recovery information element shall be included in the response if the Cause contains another value than ‘Request accepted’.



Possible Cause values are:



· ‘Request Accepted’.



· ‘Non-existent’.



· ‘Service not supported’.



· ‘System failure’.



· ‘Semantic error in the TFT operation’.



· ‘Syntactic error in the TFT operation’.



· ‘Semantic errors in packet filter(s)’.



· ‘Syntactic errors in packet filters(s)’.



· ‘Mandatory IE incorrect’.



· ‘Mandatory IE missing’.



· ‘Optional IE incorrect’.



· ‘Invalid message format’.



· ‘Version not supported’.



The Tunnel Endpoint Identifier Data field specifies an uplink Tunnel Endpoint Identifier for G-PDUs that is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink G-PDUs that are related to the requested PDP context. This information element shall be included if the Cause contains the value ‘Request accepted’.



The Tunnel Endpoint Identifier Control Plane field specifies an uplink Tunnel Endpoint Identifier Control Plane messages which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink control plane messages which are related to the requested PDP context.  If the GGSN has already confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer SGSN, this field shall not be present. The GGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane to the SGSN when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header from the SGSN.



The QoS values supplied in the Update PDP Context Request may be negotiated downwards by the GGSN. The negotiated values or the original value from SGSN is inserted in the Quality of Service Profile information element. This information element shall be included if the Cause contains the value ‘Request accepted’.



The GGSN may start to forward T-PDUs after the Update PDP Context Response has been sent. The SGSN may start to forward T-PDUs when the Update PDP Context Response has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent an Update PDP Context Request but before an Update PDP Context Response has been received.



The GGSN shall include aGGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The SGSN shall store this GGSN Address and use it when sending G-PDUs to the GGSN for the MS. When active contexts are being redistributed due to load sharing, G-PDUs that are in transit across the Gn-interface are in an undetermined state and may be lost.  The GGSN Address for user traffic shall be included if the Cause contains the value ‘Request accepted’.



The GGSN shall include the Recovery information element into the Update PDP Context Response if the GGSN is in contact with the SGSN for the first time or if the GGSN has restarted recently and the new Restart Counter value has not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the PDP context as updated and active if the response cause indicates a successful operation at the GGSN.



The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The Charging ID has been previously generated by the GGSN and is unique for this PDP context. If an inter-SGSN routing area update occurs, it is transferred to the new SGSN as part of each active PDP context. This information element shall be included if the Cause contains the value ‘Request accepted’.



The Charging Gateway Address is the IP address of the recommended Charging Gateway Functionality to which the SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.



The optional Private Extension contains vendor or operator specific information.



Table 9: Information Elements in an Update PDP Context Response sent by a GGSN



Information element


Presence requirement


Reference





Cause


Mandatory


7.7.1





Recovery


Optional


7.7.11





Tunnel Endpoint Identifier Data I


Conditional


7.7.13





Tunnel Endpoint Identifier Control Plane


Conditional


7.7.14





Charging ID


Conditional


7.7.26

















GGSN Address for User Traffic


Conditional


GSN Address 7.7.32





Quality of Service Profile


Conditional


7.7.34





Charging Gateway Address


Optional


7.7.43





Private Extension


Optional


7.7.44





The message can also be sent from a SGSN node to a GGSN node as a response of a GGSN-initiated Update PDP Context Request.



If the GGSN receives an Update PDP Context Response with a Cause value other than ‘Request accepted’, it shall abort the update of the PDP context.



Only the Cause information element and optionally the Recovery information element shall be included in the response if the Cause contains another value than ‘Request accepted’.



Possible Cause values are the same as for the Update PDP Context Response sent by a GGSN.



The QoS values supplied in the Update PDP Context Request may be negotiated downwards by the SGSN. The negotiated values or the original value from GGSN is inserted in the Quality of Service Profile information element. This information element shall be included if the Cause contains the value ‘Request accepted’ and a QoS information element was supplied in the corresponding request message.



The SGSN shall include the Recovery information element into the Update PDP Context Response if the SGSN has restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the PDP context as updated and active if the response cause indicates a successful operation at the SGSN.



Table 10: Information Elements in an Update PDP Context Response sent by a SGSN



Information element


Presence requirement


Reference





Cause


Mandatory


7.7.1





Recovery


Optional


7.7.11





Quality of Service Profile


Conditional


7.7.34





Private Extension


Optional


7.7.44
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6.1.6.12
GGSN Address/GGSN Address Used




These fields are  the current  serving GGSN IP address for the control plane. 
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