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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following definitions apply:

Element Manager (EM): Provides a package of end-user functions for management of a set of closely related types of network elements. These functions can be divided into two main categories: Element Management Functions and Sub-Network Management Functions.

Element Management Functions: for management of network elements on an individual basis. These are basically the same functions as supported by the corresponding local terminals.

Enterprise Systems: those Information Systems that are used in the telecommunication organisation but are not directly or essentially related to the telecommunications aspects (Call Centre's, Fraud Detection and Prevention Systems, Invoicing etc).

Information Object : entity used to encapsulate information when modelling a network resource or a support object. The encapsulation has the form of “object classes”. It is composed of a name, attributes, relationships and may support notifications and operations. Information Object Classes are independent from the specific implementation of the interface. Information objects are the only objects used to describe Information Services.

Information Service: An Information Service describes the information related to the entities (either network resources or support objects) to be managed and the way that the information may be managed for a certain functional area (e.g. the Alarm IRP Information Service in the fault management area). Information Services can be defined for IRPs as well as for NRMs.

IRP Information Model: An IRP Information Model consists of a combination of one or more IRP Information Services and one or more Network Resource Models (see below for definitions of IRP Information Service and Network Resource Model).

IRP Information Service: An Information Service for a specific IRP.

IRP Solution Set: An IRP Solution Set contains a mapping of the IRP Information Service to one of several technologies. 

Managed Object : entity used to represent information in an Solution Set. The Managed Objects (MO) are obtained as the result of a mapping exercise of Information Objects defined in IS, taking into account some engineering choices and technology specificity.

Management Infrastructure: The collection of systems (computers and telecommunications) a UMTS Organisation has in order to manage UMTS.

Network Element (NE): a discrete telecommunications entity, which can be managed over a specific interface e.g. the RNC.

Network Manager (NM): Provides a package of end-user functions with the responsibility for the management of a network, mainly as supported by the EM(s) but it may also involve direct access to the Network Elements. All communication with the network is based on open and well-standardized interfaces supporting management of multi-vendor and multi-technology Network Elements.

Network Resource Model (NRM): A protocol independent model describing Information Objects representing network resources, e.g. an RNC or NodeB. In the Information Service, the model uses Information Object Classes. In the Solution Set, the model uses Managed Object Classes.

Operations System (OS): This abbreviation indicates a generic management system, independent of its location level within the management hierarchy.

Solution Set: A Solution Set contains a mapping of an Information Service to one of several technologies (CORBA/IDL, SNMP/SMI, CMIP/GDMO, etc.). An Information Service can be mapped to several different Solution Sets (one for each technology). Solution Sets can be defined for IRPs as well as for NRMs. Different technology selections may be done for different Information Services.

Sub-Network Management Functions: that are related to a network model for a set of Network Elements constituting a clearly defined sub-network, which may include relations between the Network Elements. This model enables additional functions on the sub-network level (typically in the areas of network topology presentation, alarm correlation, service impact analysis and circuit provisioning).

Support object : object that represents a particular capability, introduced to model a service. As an example of support object, for the Alarm IRP Information Service there is the "alarm information" and "alarm list".

UMTS Organisation: A legal entity that is involved in the provisioning of UMTS.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

API
Application Programming Interface

ASN.1
Abstract Syntax Notation One

ATM
Asynchronous Transfer Mode
B2B
Business to Business
B-ISDN
Broadband ISDN
BOOTP
Boot protocol



CLI
Commin Line Interface

CMIP
Common Management Information Protocol

CMIP/GDMO
Common Management Information Protocol/Guidelines for the Definition of Managed Objects

COPS
Common Open Policy Service
COPS-PR
COPS Usage for Policy Provisioning 
CORBA IIOP
Common Object Request Broker Architecture Internet Inter-ORB Protocol

CORBA
Common Object Request Broker Architecture
CORBA/IDL
Common Object Request Broker Architecture/Interface Definition Language

DCN
Data Communications Network

DECT
Digital Enhanced Cordless Telecommunications
DHCP
Dynamic Host Configuration Protocol

DNS
Directory Name Service

DSS1
Digital Subscriber System 1

EM
Element Manager
EMS
Element Manager System
FFS
For Further Study

FTAM
File Transfer Access and Management

FTP
File Transfer Protocol

ftp
FTP

GDMO
Guidelines for the Definition of Managed Objects

GSM
Global System for Mobile communications

HLR
Home Location Register

HSS
Home Subscriber Server

IDL
Interface Definition Language
IETF
Ingeneering Task Force

IIOP
Internet Inter-ORB Protocol

IN
Intelligent Network

INAP
Intelligent Network Application Part

IRP
Integration Reference Point

ISDN
Integrated Services Digital Network
LDAP 
Lightweight Directory Access Protocol

LDUP
LDAP Duplication/Replication/Update Protocols 

LLA
Logical Layered Architecture

MAP
Mobile Application Part
MeXE
Mobile Execution Environment
MIB
Management Information Base

MMI
Man-Machine Interface

NM
Network Manager

NMS
Network Manager System

NRM
Network Resource Model

OS
Operations System

OSI
Open Systems Interconnection
OSS
Operations & System Support
PCF 
Policy Control Function

PDP
Policy Decision Point 

PDH
Plesiochronous  Digital Hierarchy

PIB
Policy Information Base

PKI
Public Key Infrastructure

PSTN
Public Switched Telephone Network

QoS
Quality of Service

RNC
Radio Network Controller

RSVP
Resource ReserVation Protocol

SDH
Synchronous Digital Hierarchy

SLA
Service Level Agreement
SNMP
Simple Network Management Protocol (IETF)
SNMP/SMI
SNMP/Structure of Management Information
SOM 
Service Operations Management
SS7
Signalling System No. 7

TCP/IP
Transmission Control Protocol/ Internet Protocol

tftp
trivial ftp

TM
Telecom Management

TMF
TeleManagement Forum

TMN
Telecommunications Management Network (ITU-T)

TOM
Telecom Operations Map (TMF)

UML
Unified Modelling Language

UMTS
Universal Mobile Telecommunication System

UPT
Universal Personal Telecommunication

USIM
Universal Subscriber Identity Module
UTRA
Universal Terrestrial Radio Access

VHE
Virtual Home Environment

7.2
Performance Management

7.2.1
Overview

An initial view of Performance Management is described in [105]. This shows an example decomposition of Performance Management processes to identify essential information flows. It shows a slice through the Telecom Operations Map from a Performance Management point of view. This slice is applicable to Mobile Networks and other networks. Although the “slice” or view is quite large, it does not contain all interfaces or process activities that are related to Performance Management. It does however show the main processes and interfaces involved in Performance Management. Please refer to [105] for further detail.

7.2.2
Standardisation Objectives

During the lifetime of a 3G network, its logical and physical configuration will undergo changes of varying degrees and frequencies in order to optimise the utilisation of the network resources. These changes will be executed through network configuration management activities and/or network engineering, see 3GPP TS 32.600 [54].

Many of the activities involved in the daily operation and future network planning of a 3G network require data on which to base decisions. This data refers to the load carried by the network and the grade of service offered. In order to produce this data performance measurements are executed in the NEs, which comprise the network. The data can then be transferred to an external system, e.g. an Operations System (OS) in TMN terminology, for further evaluation. The purpose of the present document is to describe the mechanisms involved in the collection of the data and the definition of the data itself.

The Performance Management functional area concerns the management of performance measurements and the collection of performance measurement data across a 3G network. It defines the administration of measurement schedules by the Network Element Manager (EM), the generation of measurement results in the Network Elements (NEs) and the transfer of these results to one or more Operations Systems, i.e. EM(s) and/or Network Manager(s) (NM(s)). 

The management requirements have been derived from existing telecommunications operations experience. The management definitions were then derived from other standardisation work so as to minimise the re-invention factor. References are given as appropriate.

The objectives of this standardisation are:

-
To provide the descriptions for a standard set of measurements; 

-
To produce a common description of the management technique for measurement administration and result accumulation; and 

-
To define a method for the bulk transmission of measurement results across a management interface.

The definition of the standard measurements is intended to result in comparability of measurement data produced in a multi-vendor 3G network, for those measurement types that can be standardised across all vendors' implementations.

As far as possible, existing standardisation in the area of Performance Management is re-used and enhanced where particular requirements, peculiar to the mobile telephony environment, have been recognised.

Performance management is further specified in 3GPP TS 32.400-series [53].

7.3
Roaming Management Overview

Roaming is a service provided by Mobile Service Providers. Customers of a Home Service Provider may use the infrastructure of another, a Serving Service Provider (see Figure 5) to give its customer the ability to make calls when outside the home service provider’ s territory. The goal is to have a customer receive the same service (or as close to the same service) when traveling in an area supported by another network as the customer receives when in their home service provider’s area. Please refer to [105] to see an example implementation with more detail.
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Figure 5: Relationships between Subscriber, Home and Serving Service Provider

7.4
Fraud Management Overview

Fraud and all the activities to detect and prevent fraud are quite common to any network. Nonetheless, mobility and roaming, two integral mobile services, make fraud detection and fraud prevention more complicated and more urgent. The mobile service provider does not know the location of the ”end of the wire,” which would lead to the home of a fraudulent customer. For roaming, the situation is demonstrably worse. For a roaming visitor the caller is not the service provider’s customer and therefore, the service provider does not have complete information to assess fraud. In the reverse case, the service provider has little control when its customers are roaming, e.g., potentially going over credit limits or using service after being suspended. In this case, the fraudulent customer uses the network facilities of another provider (the serving service provider) meaning the home service provider has to rely on the serving service provider for some level of fraud protection support. This means to a large extent that fraud prevention is largely out of the control of the  home service provider when one of its customers roams on another network and out of the control of a serving service provider when being visited by another provider’s roamer. Please refer to [105] to see an example implementation with more detail.

Annex C (normative):
UMTS Management IRP Solution Sets

The valid IRP Solution Sets for the Management of UMTS on the Itf-N interface are:

-
GDMO (CMIP);

-
IDL (CORBA).

Annex D (informative):
QoS Management

D.1
Overview

QoS Management, from an OAM&P perspective, in 2.5G and 3G networks primarily consists of two functional areas: QoS policy provisioning and QoS monitoring. QoS Policy Provisioning is the process of configuring and maintaining selected Network Elements with QoS policies that are created based upon customer SLAs and observed network performance. QoS Monitoring is the process of collecting QoS performance statistics and alarms; this data is then used to generate analysis reports for making changes/upgrades to the network. The detailed relationship between SLA Management and QoS Provisioning and Monitoring is for future study. A conceptual breakdown of QoS Management is shown in Figure D.1.
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Figure D.1: QoS Management

The following subclauses provide descriptions of  QoS Provisioning and Monitoring.

It should be noted that the same descriptions could apply to other Policy Management instantiations, e.g. Security and Service Provisioning.
D.1.2
QoS Provisioning 
In the 2.5G and 3G networks, multiple network domains must inter-work in order to provide the end-to-end quality of service required by end-user applications. To add to this complexity, there are many classes of Network Elements from many network infrastructure suppliers, each of which require configuration in a consistent manner in order to the network operator’s QoS objectives. Within each Network Element, there are many QoS functions  (such as Admission Control, Policers, Shapers, Queue Manager and Scheduler), which must be configured. 

In order to configure these heterogeneous networks so that they can deliver the desired QoS, the operator needs a management solution that meets the following high-level requirements:

· Automation of management tasks. 

· Centralized management with fewer classes of management interface.

· Abstracted (or simplified) management data.

· End-to-End provisioning of the network.

· Consistent and uniform provisioning across all Network Elements.

· Standards-based solution in order to allow inter-operability at Network Element and OSS level.

· Scalable solution for large networks.

The IETF Policy Management Framework has been designed with these requirements in mind

The various standards that apply to QoS Policy Provisioning as described in the following subclauses are listed in D.1.4.1. At time of publication of the present document (June 2001) there are also a significant amount of IETF Drafts available on the subject at  http://www.ietf.org.
D.1.2.1
Conceptual Architecture
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The conceptual architecture for a policy-based QoS Management System is shown in Figure D.2.

NOTE: The 3GPP Term Policy Control Function (PCF) is equivalent to the IETF Term Policy Decision Point (PDP)

Figure D.2 QoS Provisioning

The architectural components identified in figure D.2 are described in the following subclauses.

D.1.2.2
NMS/OSS QoS Policy Provisioning

This is a network-level operational support function that serves as the policy administration point for the entire network. 

The NMS/OSS QoS Policy Provisioning provides the following functions:

· Network policy administration user interface

· Master network policy repository for storage of all network policies for all domains

· Policy distribution capability to distribute policy data to the EMS Policy servers.

· Global policy conflict detection

The policy repositories will use an LDAP-based directory to store the policy information. 

D.1.2.3
EMS QoS Policy Provisioning 

This is an element management function that serves as the policy administration point for a network domain. A domain is an area of the network that contains equipment that performs a logically related function. Examples of network domains are: access network, core network and transport network, or supplier specific sub-networks within these networks.

The EMS QoS Policy Provisioning provides the following functions:

· An optional EMS-level policy administration user interface. 

· EMS-specific policy repository. 

· Policy distribution capability to distribute policy data to the Policy Decision Points.

· Local policy conflict detection

It is envisioned that the optional EMS-level policy administration user interface will be required in small networks that do not have a network-level policy provisioning OSS.

Note that EMS-specific policy repositories contain policies that apply only to that domain as well as general network policies that apply across domains.

Finally, EMS QoS Policy Provisioning may also contain a policy decision point in those cases where there is no Network Element that can effectively support this function. However, this will place mores stringent requirements on the EMS such as higher availability. 

D.1.2.4
Policy Control Function/Policy-Decision Point

The contents of this subclause fall under the responsibility of 3GPP TSG SA WG2 (SA2) and will be described by specifications from that group in the 3GPP Release 5 time frame.

The policy Control Function/Policy Decision Point functions as a policy server and translator for the Policy Enforcement Points under its scope of control. 

It contains a policy repository as well as a translation function that converts policies from a QoS policy schema representation to a Policy Information Base (PIB), which is a representation that can be understood by the Policy Enforcement Point and loaded into the associated Network Element MIB.

The Policy Decision Point provides the following functions:

· Domain-specific policy repository. 

· Policy distribution capability to distribute policy data to the Policy Enforcement Points

· Translation from QoS policy schema employed by the policy servers to Policy Information Base (PIB) format employed by the Policy Enforcement Points.

· Optional real-time policy decision-making function.

· Local policy conflict detection

The optional real-time policy decision-making function may be required when dynamic policy decisions must be made in response to current network conditions..

NOTE:
The 3GPP Term Policy Control Function (PCF) is equivalent to the IETF Term Policy Decision Point (PDP)

D.1.2.5
Policy Enforcement Point

The contents of this clause fall under the responsibility of 3GPP TSG SA WG2 and will be described by specifications from that group in the Release 5 time frame.

The Policy Enforcement Point is a function that is part of a Network Element that must implement the policies defined by the policy administration system(s).

The Policy Enforcement Point provides the following functions:

· Storage of policy-related data in its MIB.

· Execution of policies as network conditions dictate.

· Support for the Differentiated Services QoS mechanism (diffserv).

On initialization, the Policy Enforcement Point will contact its parent Policy Decision Point and request download of any policy data that it requires for operation. Note that information such as the address of the parent Policy Decision Point function must be provisioned in the Policy Enforcement Point MIB as part of normal network provisioning.

D.1.3
QoS Monitoring

QoS Monitoring in 2.5G and 3G networks consists of collecting/processing performance statistics, usage data and QoS related faults. In order to obtain end-to-end quality of service monitoring, the Network Elements, the element management system and OSS must all be involved with the QoS Monitoring process. Alarm and performance collection is done at the Network Element layer and alarm/performance aggregation, report generation, and analysis is done at the element management and OSS layers. 

The following functions summarize the QoS Monitoring process:

· Manage QoS fault conditions received from Network Elements

· Retrieve QoS Performance data from Network Elements 

· Collect and process usage data

· Generate QoS Reports – trend analysis of key QoS parameters

· Audit/Analyse collected QoS parameters against expected values

References that apply to QoS Monitoring and the following subclauses are listed in subclause D.1.4.2.

D.1.3.1
QoS Monitoring Conceptual Architecture

The architecture of a QoS Monitoring system is shown in Figure D.3.

Figure D.3: QoS Monitoring

The architectural components identified in Figure D.3 are described in the following subclauses.

D.1.3.2
Network Element

The Network Element component is responsible for collecting performance measurements, usage data and generating alarms. The Network Element component can contain the Policy Execution Point or the Policy Distribution Point functions.

The Network Element component provides the following functions:

· Collect performance data according to the definition of the measurements and to return results to the EMS.

· Collect usage data and forward the data to mediation

· Perform the following fault management functions: Fault detection, Generation of alarms, Clearing of alarms, Alarm forwarding and filtering, Storage and retrieval of alarms in/from the NE, Fault recovery, Configuration of alarms.

D.1.3.3
Element Management System

The Element Management system is responsible for aggregating and transferring the collected performance measurements and generated alarms/events. 

The Element Management System provides the following functions:

Performance Management

· Measurement data collection
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Measurement types. Corresponds to the measurements as defined in 3GPP TS 32.402 and 3GPP TS 32.403, i.e. measurement types specified in the present document, defined by other standards bodies, or manufacturer defined measurement types;

· Measured network resources. The resource(s) to which the measurement types shall be applied have to be specified

· Measurement recording, consisting of periods of time at which the NE is collecting (that is, making available in the NE) measurement data.

· Measurement reporting 

· Measurement Report File Format Definition

· The measurement related information to be reported has to be specified as part of the measurement. The frequency at which scheduled result reports shall be generated has to be defined.

· Measurement result transfer

· Measurement results can be transferred from the NE to the EM according to the measurement parameters, and/or they are stored locally in the NE and can be retrieved when required;

· Measurement results can be stored in the network (NEs or EM) for retrieval by the NM when required.

Fault Management

· Management of alarm event reports

· Mapping of alarm and related state change event reports

· Real-time forwarding of event reports

· Alarm clearing

· Retrieval of alarm information

· Retrieval of current alarm information on NM request

· Logging and retrieval of alarm history information on NM request

D.1.3.4
Network Management System (NMS)/ Operations & Support System (OSS) Layer

From a QoS Monitoring perspective, the NMS/OSS layer is responsible for the collection and processing of performance, fault, and usage data.

The NMS/OSS QoS Monitoring layer provides the following functions:

· Service Quality Management – responsible for the overall quality of a service as it interacts with other functional areas to access monitored information, process that information to determine quality metrics, and initiate corrective action when quality level is considered unsatisfactory. Inputs to SQM include both performance and fault data.

· Customer QoS Management – includes monitoring, managing, and reporting the Quality of Service customers receive against what has been promised to the customer in Service Level Agreements and any other service related documents. Inputs to CQM include data from SQM and usage data.

D.1.4
QoS Management References

D.1.4.1
Policy Based QoS Provisioning References

The following documents apply to policy-based QoS provisioning:

1. IETF RFC 3060, “Policy Core Information Model – Version 1 Specification”, Moore et al., February 2001.
http://www.ietf.org/rfc/rfc3060.txt
2. IETF RFC 2251 Lightweight Directory Access Protocol (v3), M. Wahl, T. Howes, S. Kille, December 1997. http://www.ietf.org/rfc/rfc2251.txt 

3. IETF RFC 2940 Definitions of Managed Objects for Common Open Policy Service (COPS) Protocol Clients. A. Smith, D. Partain, J. Seligson. October 2000. http://www.ietf.org/rfc/rfc2940.txt 

4. IETF RFC 3084 COPS Usage for Policy Provisioning (COPS-PR). K. Chan, J. Seligson, D. Durham, S. Gai, K. McCloghrie, S. Herzog, F. Reichmeyer, R. Yavatkar, A. Smith. March 2001. http://www.ietf.org/rfc/rfc3084.txt 

5. IETF RFC 2748 The COPS (Common Open Policy Service) Protocol. J. Boyle, R.Cohen, D. Durham, S. Herzog, R. Rajan, A. Sastry. January 2000, http://www.ietf.org/rfc/rfc2748.txt
6. IETF RFC 2753 A Framework for Policy-based Admission Control. R. Yavatkar, D. Pendarakis, R. Guerin. January 2000. http://www.ietf.org/rfc/rfc2753.txt 

D.1.4.2
Policy Based QoS Monitoring References

The following  documents apply to QoS monitoring:

7. 3GPP TS 32.101, 3G Telecom Management: Principles and high level requirements

8. 3GPP TS 32.102, 3G Telecom Management Architecture

9. 3GPP TS  32.401: Telecommunication Management; 3G Performance Management (PM) 

10. 3GPP, TS 32.005 Telecommunication Management; Charging and Billing; 3G Call and Event Data for the Circuit Switched Domain.

11. 3GPP, TS 32.205: Telecommunications Management; Charging and Billing; 3G Charging data description for the Circuit Switched (CS) domain.

12. 3GPP, TS 32.015 Telecommunication Management; Charging and Billing; 3G Call and Event Data for the Packet Switched Domain.

13. 3GPP, TS 32.600, Telecommunication Management; Configuration Management; 3G Configuration Management concepts and requirements.

14. 3GPP TS  32.111-1:  Telecommunication Management; Fault Management; 3G fault management requirements

15. IETF RFC 959 File Transfer Protocol, J. Postel, J.K. Reynolds. Oct-01-1985. http://www.ietf.org/rfc/rfc0959.txt?number=959
16. IETF RFC 1901 Simple Network Management Protocol, v2, J.Case, K. McCloghrie, M. Rose, S. Waldbusser. January 1996. http://www.ietf.org/rfc/rfc1901.txt?number=1901
17. IETF RFC 2573 SNMP Applications. D. Levi, P. Meyer, B. Stewart. April 1999. http://www.ietf.org/rfc/rfc2573.txt?number=2573
18. IETF RFC 1907 Management Information Base for Version 2 of the Simple Network Management Protocol (SNMPv2). SNMPv2 Working Group, J. Case, K.McCloghrie, M. Rose, S. Waldbusser. January 1996. http://www.ietf.org/rfc/rfc1907.txt?number=1907  

19. TelemanagementForum (TMF) Telecom Operations Map (TOM), GB910, Approved Version 2.1, March 2000. http://www.tmforum.org/
20. TelemanagementForum (TMF) TOM Application Note, Mobile Services: Performance Management and Mobile Network Fraud and Roaming Agreement Management, GB910B, Public Evaluation Version 1.1, September 2000. http://www.tmforum.org/
21. TeleManagement Forum (TMF) NGOSS specifications http://www.tmforum.org/
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