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	This document examines the use of AVP (which is a part of the protocol Diameter) or use of Multiple IP Addresses or the use of Port Numbers or, a combination of Multiple IP Address + Port Numbers, to address logical entities.


INTRODUCTION

With regard to the issues bought up at the 3GPP meeting with reference to Diameter (Application differentiation capability through the use of Diameter), we hereby present the following points. 

Please do note that this document does not advocate the use any protocol, new or existing, however, this pertains to the protocol Diameter and how to specifically address the challenge of addressing logical entities. Also, this document is not in any manner the final authority of the protocol.

The above context is NOT specifically being addressed anywhere within any of the Diameter Draft Documents, in fact, after reading all the drafts, we find that there may be ways to address the situation.

This document includes documents from the Internet Drafts.

At a high level view, common techniques could involve playing around with the application being developed, i.e. the application must be able to distinguish data based on different IP Address AND / OR different Port Numbers. E.g. One HTTP Server / Daemon that hosts different Web Sites acts in response / caters to the requests for different URL’s based on the IP Address that the URL is bound to. Here the HTTP Server application is capable of comprehending IP Addresses & Ports.

Another approach would be to develop Extension to the Diameter protocol, using the Attribute Value Pair, and in this case too the application must be capable of distinguishing the data in the element of the AVP.

Included in this document are excerpts from the various drafts from IETF regarding Diameter followed by comments on its usage, albeit a high level view. This view also points that we may have a general AVP that helps to address the required application / logical entities.

With regard to developing an extension to the AVP, here are some excerpts from the Original Internet Drafts, regarding Diameter

“All data delivered by the protocol is in the form of an AVP.  Some of these AVP values are used by the Diameter protocol itself, while others deliver data associated with particular applications, which employ Diameter.  AVP’s may be added arbitrarily to Diameter messages, so long as the required AVP’s are included. The set of AVP’s included in the message is determined by a particular application of or extension to Diameter.” 

In continuation:

“Functionality common to all supported services is implemented in the base protocol, while application-specific functionality may be provided through the specific extension mechanism”

· “AVP can carry configuration details” and there exist a “formal notation for application specific data types.”

“Diameter data format

Identifier Field

The Identifier field is four octets, and aids in matching requests and replies. The sender MUST ensure that the identifier in a request (*-Request or *-Query) or indication (*-Ind) message is locally unique (to the sender) at any given time, and MAY attempt to ensure that the number is unique across reboots. The sender of a response (*-Answer or *-Response) MUST ensure that the Identifier field contains the same Identifier value that was found in the corresponding request. The identifier is normally a monotonically increasing number, whose start value was randomly generated. Diameter servers should consider a message to be unique by examining the source address, source port, Session-Id and Identifier field of the message.”
Also Note:

“2.6.3 Extension-Id AVP
The Extension-Id AVP (AVP Code 258) is of type Unsigned32 and is used in order to identify a specific Diameter extension. This AVP is used in the Device-Reboot-Ind message in order to inform the peer what extensions are locally supported.  The Extension-Id MUST also be present in all messages that are defined in a separate Diameter specification and have an Extension ID assigned.”

· Different applications have different identifiers within the AVP.

“Further, additional interim record triggers MAY be defined by application-specific Diameter extensions” 

“2.3 AVP Format

Diameter AVP’s carry specific authentication, accounting and authorization information, security information as well as configuration details for the request and reply.”
COMMENTS: From the above, it states that different applications would have different identifiers fields within the AVP. Thus, applications can distinguish based on the different identifiers within the AVP. This being the case, we could avoid the development of an extension. Using a combination of the above, it deems possible to address logical entities without the need for development of a new extension. Both the Identifier Fields & the Extension-Id AVP may be just the answer to the context. However, whether this is already implemented or not, is debatable. 

Port Based

“Implementations MAY send packets from any source port, but MUST be prepared to receive packets on port TBD. When a request is received, in order to send a reply, the source and destination ports in the reply are reversed. Note that the source and destination addresses used in request and replies MAY be any of the peer's valid IP addresses.” 
“A given Diameter process SHOULD use the same port number to send all messages to aid in identifying which process sent a given message. More than one Diameter process MAY exist within a single host, so the sender's port number is needed to discriminate them.”
IP Address Binding

“2.5 Multiple IP Addresses

SCTP supports multiple IP addresses per Diameter host, and the Host-Name AVP MAY resolve to more than one address. The alternate addresses supplied by the host name resolution SHOULD be used to determine the complete set of addresses indicated by the Host-Name AVP.”
COMMENTS: Comprehending the above, we could make a statement that using of distinguishing IP Address & Ports may be the way of solving the above as originally suggested as per the Diameter Internet Drafts. However, this does imply the use of multiple IP Address & Port Number s or a combination of both.

FINAL COMMENT: As per the above document, using various capabilities of Diameter such as the Identifier Field, Extension-Id AVP & the AVP Formats, it would be possible to differentiate data to different applications. If so, we could avoid the development of a specific extension to Diameter. However, these would provide very generic capability & depending on the need, we may have to develop an extension too. Other techniques such as those based on Layer 3 & 4 too be generic, however, both these options would function well. In case of using AVP extensions, the application atop Diameter needs to be able to comprehend valid individual entity to which the data belongs based on the value within the AVP. In the case of using Layer 3 or Layer 4 differentiation techniques, the application atop Diameter must be able to distinguish based on the Source Address, Source Port, the combination of them etc. As per the initial review, it may be easier to use the existing generic AVP’s within the Diameter framework.  

In both cases, if we need more Charging Specific Capabilities, we would need to either append to the existing extensions or create a new extension.
