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Foreword

This Technical Specification (TS) has been produced for the 3rd Generation Partnership Project (3GPP).

Introduction

The present document is part of a set of TSs, which describes the requirements and information model necessary for the Telecommunications Management ™ of 3G systems.  The TM principles and TM architecture are specified in 3GPP TS 32.101 [1] and 3GPP TS 32.102 [2].

A 3G system is composed of a multitude of Network Elements (NE) of various types and, typically, different vendors, which inter-operate in a co-ordinated manner in order to satisfy the network users’ communication requirements.

The occurrence of faults in an NE may cause deterioration or loss of this NE’s function.  Fault Management is the functional area, which allows the operator to detect the occurrence of faults in the network in real-time.   However, Fault Management must also allow the operator to perform historical analysis of these alarms and the state of the network.  Configuration Management and Performance Management are two more functional areas, which require the operator to be alerted to certain conditions in the network.  

A standard general-purpose mechanism for the management of logs containing selected notifications from the network is required.  This document sets forth such a mechanism.

1
Scope

The present document specifies overall requirements for 3G Log Management (LM).

Clause 4 defines the LM concept and requirements for the manipulation of logs and the retrieval of notifications selected for logging, across 3G systems.  The functional areas specified in this document cover:

· log management

· system state detection

· log record retrieval

· log full actions

Clause 5 of the present document defines the functional requirements for the standard Itf-N, for the purpose of Log Management of 3G networks, as seen from the Network Manager (NM). The Itf-N is fully standardised so as to connect systems of any vendor to the NM via this interface.

2
References

The following documents contain provisions, which through reference in this text constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies.

[1] 3G TS 32.101: “3G Telecom Management principles and high level requirements”.

[2] 3G TS 32.102: “3G Telecom Management architecture”.

[3] 3G TS 32.106-2: “Notification IRP: Information Service”.

[4] 3G TS 32.106-5: “Configuration Management IRP: Information Service”.

[5] 3G TS 32.111-2: “Alarm IRP: Information Service”.

[6] 3G TS 32.112-2: “Log IRP: Information Service”

[7] ITU-T Recommendation X.735: “Information technology – Open Systems Interconnection – Systems Management: Log Control Function”.

3
Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Alarm: an alarm is an abnormal network entity condition, which categorises an event as a fault.

Alarm notification: a notification used to inform the recipient about the occurrence of an alarm.

Event: this is a generic term for any type of occurrence within a network entity. A notification or event report may be used to inform one or more OS(s) about the occurrence of the event

Fault: a deviation of a system from normal operation. This deviation may result in the loss of operational capabilities of the element or the loss of redundancy in case of a redundant configuration

Notification: information message originated within a network entity to inform one or more OS(s) about the occurrence of an event

Log: managed resource in which the notifications are stored.  Logs contain log records.

Log Record: records track information about when a particular notification was entered into the log.  Each log records is associated with one notification, where a notification may be an alarm or a event.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CCITT
The International Telegraph and Telephone Consultative Committee

CM
Configuration Management

CMIP
Common Management Information Protocol

COTS
Commercial Off The Shelf

EM
Element Manger

ETSI
European Telecommunications Standards Institute

ISO
International Standards Organisation

IRP
Integration Reference Point
LM
Log Management

MMI
Man-Machine Interface

MOC
Managed Object Class

MOI
Managed Object Instance

NE
Network Element

NM
Network Manager

OS
Operations System

QOS
Quality Of Service

TMN
Telecommunications Management Network

4 Log Management concept and requirements

A general purpose logging mechanism is required to hold notifications related to different functional areas in the network.  For example, a single log must, at any one point in time, be able to hold fault management alarms, configuration management events, performance management events, and event log management events.  In order to facilitate such a general logging mechanism, a generic notification for all these events/alarms needs to be defined.  Such a generic definition is provided by the Notification IRP 3G TS 32.106-2 [3].

Only those requirements covered by clause 5 and related IRPs shall be considered as valid requirements for compliance to the standard defined by the present document.

4.1 Log Management Requirements

Logs are resources in a 3G network.  An operator needs to be able to create logs, delete logs, query logs and to delete records at a minimum.  To allow an operator to do this a log management framework needs to be in place.

The following requirements for Log Management are derived from X.735 [7]:


· ability for OS to create logs;

· ability for OS to delete logs;

· ability for OS to set the notification selection criteria for a log;

· ability for OS to modify the notification selection criteria is use for a particular log;

· ability for OS to query a log based on some filter criteria;

· ability for OS to delete log records;

· ability for OS to detect whether attributes or state of a log has changed/been changed by some other external actor (e.g. another OS);

· ability for OS to detect the loss of records or imminent loss of log records

· ability for OS to set behaviour of a log which becomes full

A further requirement is the ability to export a log to an industry standard XML format.  Such an export facility would allow the analysis and reporting of logs to be carried out by COTS tools.

4.2
Detection of system state

The log management system must notify all interested OS about  its current state.  An event based approach is used to update OSs on the current state of the system.

To facilitate the notification of attribute or state changes, a log has the capability to generate such events, which all OSs may subscribe to via the Notification IRP 3G TS 32.106-2 [3].  

The log management system may also fire object creation and object deletion events to signal the creation or deletion of a particular log.  Again all interested OSs may subscribe via 3G TS 32.106-2 [3] to receive such notifications.

To notify OSs about the loss or imminent loss of records, the system is able to fire capacity threshold alarms which alert the subscribed OSs that a capacity threshold has been crossed in a particular log.  This threshold value may  indicate that the log is full and incoming notifications selected for logging will be lost.

The system may fire other events to notify an OS of the completion of an I/O intensive operation, such as deletion of records, or the exporting of a log.

4.3
Log/Log Record retrieval

Records may be retrieved by an OS either by querying a particular log with a filter, or by exporting a log, or a particular section of a log.  Exporting a log allows the OS to retrieve the log in a standard XML format, which may be used by generic XML utilities such as the Microsoft Office family of products, and next generation web browsers, for analysis and reporting.  XML is a widely accepted data interchange format, and its application to log management  provides an ease of use unparalleled in traditional log systems.

4.4 Log Full Action

The OS must be able to set the behaviour of a log which becomes full. X.735 [7] recommends two actions, halt and wrap.  

· A log which halts when full implies should notify the OS by way of generating a capacity threshold alarm.  New notifications which should be logged according to the log’s filter criteria are discarded.  This behaviour implies that the old records are more important than new ones.

· An OS can set the behaviour of the log to wrap when full.  In this case the log behaves lifer a circular buffer, replacing the oldest log records with new ones.  This behaviour implies that new records are more important than old records.

5 N interface (Itf-N)

5.1 Log Management concepts of Itf-N

An operations system on the network management layer (i.e. the NM) provides log management services and functions required by the 3G operator on top of the element management layer.

The N interface (Itf-N) may connect the Network Management (NM) system either to Element Mangers (EMs) or directly to the Network Elements (NEs). This is done by means of Integration Reference Points (IRPs). In the following, the term "subordinate entities" defines either EMs or NEs, which are in charge of supporting the N interface.

This clause describes the properties of an interface enabling a NM to record all notifications in  a 3G-telecommunication network including - if necessary – those originating from the managing EMs. To provide to the NM the Log Management capability for the network implies that the subordinate entities have to provide information about events and failures occurring in the subordinate entities.

Therefore, for the purpose of LM the subordinate entities send notifications to a NM indicating:

· alarm reports;

· state change event reports;

· attribute value change reports;

·  object creation and deletion reports;

· records deleted and export completed events;

· any other events reports deemed relevant to the NM;

The LM system must be able to handle any future defined event reports which the subordinate entities deem relevant.  This is possible because the LM uses the Notification IRP defined notification format for the internal storage of all notifications.

The forwarding of these notifications is controlled by the NM operator using adequate filtering mechanisms within the subordinate entities.  The Itf-N provides means to allow the NM operator to retrieve notification  "history" information from the logs (e.g. active/clear alarms and state changes which occurred in the past), which allows the evaluation of events that may have been lost, e.g. after an Itf-N interface failure or a system recovery.

As a consequence of the requirements described above, both the NM and the subordinate entity shall be able to initiate the communication.

5.2 Management of Logs/Log Records

The NM may request the system to create or delete logs.  Upon creation the NM may specify an Id for the new log or let the system generate the Id for it.  All log Ids must be unique within the system.  The system may alert all interested NMs about the creation of the new log.  The NM may request the system delete a log, and the system may then alert all interested NMs about the deletion of that log.

The NM may delete records from a log.  In this case all records in a the particular log which match the supplied filter shall be deleted.  A records deleted event may be sent by the system to notify all interested NMs.

The NM may request a list of all logs currently managed by the system.  The system returns a list of log Ids to the NM.  The NM may then use these Ids to obtain a reference, through the system, to a particular log.

5.3 Representation of historical notifications

A log will be created by the system upon request of the NM.  The log will allow the operator to determine its creation time and a unique system wide Id.  A log will contain as many records as its maximum size (set by the NM) allows.

“Selected notifications” are the set of notifications which have passed the NM specified filter criteria for logging.  When a selected notification arrives at a log, a new log record is created and added to the log.  The log record will allow the operator to determine the time at which the record was added to the log.

The log record will contain a notification as specified by 3G TS 32.106-2 [3].  

5.4 Real-time forwarding of LM event/alarm reports

If the Itf-N is in normal operation (the NM connection to the subordinate entities is up), LM event/alarm reports are forwarded in real-time to the NM via appropriate filtering located in the subordinate entity. These filters may be controlled either locally or remotely by the managing NM (via Itf-N) and ensure that only the event reports which fulfil pre-defined criteria can reach the superior NM. In a multi-NM environment each NM shall have an own filter within every subordinate entity which may generate notifications.

The LM event reports consist of :

· object creation and deletion reports, upon the creation/deletion of a log;

· attribute value change and state change reports upon the modification of attributes or state of a log;

· records deleted and export completed events;

The LM alarm reports consist of:


· threshold capacity alarm, upon the crossing of threshold in a log;

· processing error alarm, upon an error occurring in the system not directly related to any operation being carried out by the NM;

The responsibility for clearing LM alarms rests with the system not the NM.

5.5 Retrieval of historic notifications

The NM will retrieve historic notifications indirectly.  The NM will request the system to query a particular log.  The system will then return the log records which match the NM’s filter criteria.  Each log record returned will contain a notification which the NM is interested in.

5.6 Exporting logs/log records

The NM may request the system to export either a log or part thereof.  In this case the NM will supply a filter criteria and log records matching that criteria will be exported to a standard XML format defined by the Log IRP.   The system will output this XML to a destination provided by the NM.

5.7 Filtering

All filtering carried out by the system is carried out on the field of notifications as described in 3G TS 32.106-2 [3].  Filtering is not carried out on the attributes of log records or the log.

5.8 Scheduling Logging

The ability to schedule logging is an important and useful one.  However, it is not just a feature of the present document.  Scheduling is not useful to just Log Management, but also to Performance Management and possibly to future undefined IRPs.  To achieve separation of concerns and avoid duplicate work, a Scheduling IRP is recommended to deal with this issue.

5.9 Overview of IRPs related to Log Management

The N interface relies on the Notification IRP 3G TS 32.106-2 [3] and serves a  number of IRPs. The basic structure of the IRPs is defined in 3GPP TS 32.101 [1] and 3GPP TS 32.102 [2].

For the purpose of LM, the following IRPs are served:

· Alarm IRP: Information Service 3G TS 32.111-2 [5]

· Log IRP: Information Service 3G TS 32.112-2 [6]

· Configuration Management IRP: Information Service 3G TS 32.106-5 [4]

NOTE:
A Scheduling IRP and a File Management IRP are two IRPs which the Log IRP could benefit from.
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