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Objective

This contribution lists some characteristics of the two protocols that have been under discussion in SA5.CB.

2 Justification
3GPP SA5 charging and billing group is working on the definition of All IP charging and billing protocol solution. The two often mentioned candidates for adoption as a c&b protocol are GTP', standardised by 3GPP, and Diameter, under development witin the IETF.
3 Introduction

The following table contains characteristics that can be seen important for the process of defining the All IP charging and billing protocol.

GTP'
DIAMETER

1) GTP' has been derived from GTP which in turn has been designed keeping in mind the Packet Data Tunneling.
2) GTP' though derived from GTP' has additional message types, and was specifically developed for the Ga Interface, not as a protocol for something and being used in the Ga because it can do so!
3) GTP' does not imply the use of the GPRS backbone network & can be used on alternate bearers, without major modifications to the stack of protocols. GTP' runs atop both UDP & TCP, both of which are well defined for their purposes.  E.g. on UDP/IP; or on TCP/IP too but that is heavier, and would run on or on SCTP too, though SCTP is not among the allowed path protocols in Ga where GTP' is currently the (only) delivery protocol standardized.
4) UDP is more lightweight to implement and has better performance as a path protocol than if SCTP or SCTP/UDP would be used in the IP stack.

5) GTP' has a reliable acknowedgment mechanism, an effective array of recovery features from network crashes, node failures, etc. Features & strength include: 
· Ability of Redirection of CDR's to another CGF.
· Ability to detect communication failures between CDR handling Network Elements using Echo Messaging.
· Ability to advertise a peer CDR handling node about it's CDR handling capacity (after the period of downtime).
· Prevention of duplicate CDR's during redundancy operations.
· Multiple formats are supported
6) Runs atop both UDP & TCP & both the transport protocols have their ports and access defined.
7) GTP' is a very simple & protocol, easy to implement and satisfies the requirements. 
8) Recommended Node information element defines IPv4 or IPv6 addresses
9) Possible Causes for a Redirection Request:
· This node about to go down

· Another node about to go down

· System Failure

· Receive buffers becoming full

· Send Buffers becoming full

· Possible values for a Redirection Response

· Request Accepted

· No resources available

· Services not supported

· System Failure

· Mandatory IE incorrect

· Mandatory IE missing

· Optional IE incorrect

· Invalid Message Format

· Version Not Supported
10.  Almost all the other specifications are supported by GTP'.

11.  Also
· GTP' is more compact and faster to implement and test than Diameter.

· Diameter is not a ready standardized protocol (but GTP' is already in use in 3G & GPRS networks).

· Diameter cannot be stated when actually it is ready (GTP' v0 was ready October 1998,

12. GTP' is an universal protocol not limited to only charging, though its first use has been in the Ga interface, to perform the charging data payload delivery and signalling.


1) Diameter is more of an extension to the RADIUS protocol than a new protocol defined specifically for transfer of accounting information or being an intermediary system towards such an act.  As such it is based on the AAA protocol, however, the protocol was extended to carry accounting data. This was achieved by defining a set of RADIUS accounting attributes [RAD-ACT] Attribute-Value Pair (AVP). However, DR is not specifically, rather properly defined in the AAA standard or the framework of the DIAMETER protocol. Each object is encapsulated in a header known as an Attribute-Value Pair (AVP). There is NO full DR specification available.
2) World over RADIUS is more in use that DIAMETER
3) One the requirement states that the C&B protocol should not require another protocol underneath. DIAMETER requires SCTP as the underlying protocol. 

4) The Base Protocol assumes a peer-to-peer communication model as opposed to a client-server model. IETF recommendations are not valid over here, since GTP too operates on a Peer-to-Peer Mode. However, as per the study conduced by Nokia, though DIAMETER operates on a Peer-to-Peer Mode, it still consists of a DIAMETER Server & Diameter Client! (More info: http://www.diameter.org/draft-calhoun-diameter-framework-09.txt). What this does imply is that DIAMETER is more towards the AA of the AAA and not meant specifically to carry DR's! If the idea was just use any protocol that could carry DR, there are thousands of protocols, without DIAMETER having to be invented. In the latest draft of the document: " Exchanging resource usage information, which MAY be used for accounting purposes, capacity planning, etc"

5) Reliability provided by underlying SCTP (GTP' can use UDP which may be lighter than SCTP)… and moreover, the Operator's network is usually high speed & well defined, and if towards IP, then Layer 2 and Above (Layer 3 etc) and so, there is no specific need for SCTP. This clears that there are less chances of 'Network' congestion / errors between the NE and the CGF. 

6) PRO: Well-defined fail-over scheme – Ability to quickly detect unreachable peers - No silent message discards – Support of unsolicited messages to "clients" – integrity and confidentiality at the AVP level – Hop-by-Hop security

Comment: Yes, they may be well defined, however, there is not need for confidentiality / security. That is not within the scope of the SA5, however, Network Security lies more with the CORE Network.

7) Also, to be comprehend that CDR's would not be passed around the Internet and so there is no risk of packets being altered in transit etc. As of today, CDR's would be passed from the NE to the CGF in the same PLMN

8) The Diameter Accounting Extension allows accounting information to be sent in real-time.  (SIMPLY PUT:  This probably means that the packets have a higher priority in the network)

9) Diameter nodes to request a snapshot of active sessions from a peer… GTP' is great when it comes to that… has Echo Request & Node Alive Request to advertise more than that!

10) Furthermore, the DIAMETER base protocol [3] defines what a node does in the event of a peer failure, in order to provide application level reliability (GTP does that too)
11) SCTP is NOT supported by various firewalls, in fact, most of them don't support it!
12) Let's also note that the SCTP protocol is neither in the GGSN nor in SGSN. This involves that SCTP be loaded over, in fact changes being made to number of systems to support SCTP. Often, border access lists are created clearly defining protocols supported. Involvement of SCTP would require support on routers too under circumstances.
13) The above point wherein requires the involvment of the SCTP protocol, just to support DIAMETER, would also, negatively involve, So it would require parallel IP based stacks if DIAMETER

·   - increased system complexity

·   - increased number of test cases required

·   - increased amount of documentation needed

·   - increased amount of network and node 
maintenence work required

·   - more different possible error cases

·   - more expensive system



10) 
14) From an operator's point of view, this means more (a likely view: NOT justified) costs.

Comments Against DIAMETER

· From the view of the operators, integration with newer protocols would involve more interfaces to be developed.

· DIAMETER as a protocol lacks verification from Operator point of view.

· Talking about interoperability, DIAMETER is not as widely deployed, but rather, its predecessor RADIUS is.
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