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Scope



This document aims to provide an idea of the possible role of user equipment (mobile device + USIM) to aid remote and distributed management of user equipment, networks and services. It is intended to table ideas and concepts for discussion, which will enable a network and service content provider to:



· Maximise the user experience and quality of service



· Maximise subscriber usage



· Maximise resource efficiencies and resolve faults in the quickest possible manner



· Minimise costs 


It is intended to outline the presently used user equipment management methods within GSM and to capture key objectives and requirements (both incumbent and new) for GPRS and 3G. Furthermore, system concepts and toolkits designed to meet these objectives will be presented. It is not within the scope of this document to provide implementation and deployment solutions or to assess the feasibility or standardisation of these concepts. In addition, investigation into the regulatory and legal aspects of the concepts described has not been performed and is outside the scope of this document.



The focus of this document will be GPRS and 3G, although if appropriate, a number of these concepts could be applied to GSM. 



It is assumed that the reader has a sound understanding of mobile telephony and services and appreciates the importance of customer support, network and service performance and fault management issues.



Glossary of Terms



UMTS

Universal Mobile Telephony System



3G

Third Generation Mobile Telephony System



API

Application Programming Interface



Authentication
Verifying the identity of the other entity in a communication 



Capability Negotiation
Allows the client to inform the server of what it’s physical capabilities and attributes are in order to best present any data to that client



CC/PP
Composite Capability/Preference Profiles (see Capability Negotiation)



Classmark
The classification given to  user equipment depending on it’s MExE capabilities



CLI
Common Language Interface



Client
The remote user/application requesting service and content from a server



CTI
Computer Telephony Integration. Provides the ability to present subscriber relevant data, based on the user identity received.



Digital Certificate
A digital header that verifies the authenticity of the sender of a piece of data



Digital Signature
A digital stamp that verifies the authenticity of a digital certificate 



DTMF
Dual Tone Multi Frequency



FTP
File Transfer Protocol



GPRS
General Packet Radio System



GSM
Global System for Mobile Communications



HTML
Hyper Text Markup Language



HTTP
Hyper Text Transport Protocol 



IMAP4
Internet Mail Access Protocol v4



IP
Internet (addressing) Protocol



J2ME
Java 2 Micro Edition



JVM
Java Virtual Machine



M-Commerce
Mobile Commerce



ME
Mobile Equipment



MExE
Mobile Execution Environment



MID
Mobile Information Device



MIDP
Mobile Information Device Profile



Search Engine
An application that provides the facility to enable a user to type in keywords which then searches for appropriate web sites linked with the keyword.



Server

The entity that hosts and delivers service content.



Service Discovery
The mechanism by which a client is able to find information and services



Security Domain
An area of the client operating system with predefined resource access restrictions into which an application is download 



Service Provider
An organisation or entity (such as a server) that makes content and services available to a 3rd party client



Service Provisioning
The activation and configuration of a service.



SIM
GSM Subscriber Identity Module



SMS
Short Message Service



TCP
Transaction Control Protocol



TLS
Transport Security Layer



UAProf
User Agent Profile (see Capability Negotiation)



USIM
UMTS Subscriber Identity Module



USAT
USIM Application Toolkit



USSD
Unstructured Supplementary Service Data



W3C
World Wide Web Consortium



WAP
Wireless Application Protocol



WCDMA
Wideband CDMA



WML
WAP Markup Language



WSP
Wireless Session Protocol



VHE
Virtual Home Environment



XML
Extended Markup Language
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Useful Websites:



3G/UMTS/USAT:
www.3gpp.org


USAT:


www.cellular.co.za/sim_toolkit.htm


WAP:


www.wapforum.org





www.mobileipworld.com


Internet:

www.w3c.org


Computing Standards:
www.ecma.ch


GSM Standards:
www.etsi.org


Java:


www.java.sun.com


CLI, XML:

www.microsoft.com


FTP:


www.commeng.cso.uiuc.edu/nas/nash/apps.ftp.html


FTAM:
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Introduction



1.1 Now



GSM user equipment incorporate manufacturers’ ‘native’ code, which will be platform (OS and processor) dependent and is not generally portable across platforms. Thus, all applications resident on the user equipment have been loaded at the time of manufacture. This suggests that when software needs to be upgraded, the user must return the handset to the manufacturer or an agent of the manufacturer. Furthermore, upgrading may require special equipment (such as a PC and proprietary connectivity equipment and software) and assumes that the agent has the latest version of that model’s software.



When a subscriber perceives a fault with their user equipment, they generally place a call to the network operator customer care facility. If the fault is more fundamental than operational difficulties (such as a wrongly inserted SIM), which can be determined by asking a few well chosen questions, then the subscriber is advised to return the phone the nearest recommended agent or an equipment ‘swap out’ is arranged. This is because the operator has no idea what the actual fault is. Either of these ‘remedies’ causes customer frustration and can be costly to the network operator both in lost airtime revenue and resource costs.



Mobile network operators perform regular trials to monitor the quality of the service. Currently, this involves driving around areas of interest automatically generating calls and measuring radio performance and call success/fail rates. Special equipment such as an adequately fitted vehicle, engineering mode user equipment, laptop PCs and other specialised tools are needed to perform this task. It can be seen that undertaking network trials can be very equipment and labour intensive.  



1.2 In the Future



The deployment of higher bandwidth GPRS and 3G networks coincides with emerging, internet driven content provisioning, transport and presentation technologies. Furthermore, the capabilities of the user equipment are becoming and will continue to become ever more sophisticated and integrated (high definition colour screens, faster processors, built in cameras, integrated media players etc.).



With this in mind, it is sensible to compare the 3G mobile internet world with the current personal computer & fixed landline internet model. A PC has and will have in the foreseeable future a significant advantage over a limited capability mobile device in terms of processing power, capability and flexibility. Nevertheless, the mobile device will be highly portable and optimised for the wireless environment unlike the PC. The baseline applications loaded into the user equipment may not fulfil all the needs of the user and hence they may require additional applications to be downloaded to the user equipment. It is a requirement for user equipment manufacturers to provide this facility (however limited it may be) to enable users to download applications to the mobile device.  



The application download facility could be used by the network operator and manufacturer to extend service and network management, fault isolation and resolution to the remote user equipment.  This capability provides the basis for many of the ideas discussed in this document.



Assumptions



It is assumed that the following capabilities will be available within a 3G service offering:



· High speed multiple bearer mobile devices



· Applications and services shall be bearer independent



· An open service environment that allows generic platform and network/service operator independent applications to be developed and distributed. In addition, an open service environment will provide the user with access to services outside the domain of the network operator. 



· Packet and circuit switched core network



· Gateways between the core network and the PSTN, Internet, PLMNs etc. 



· MExE capability to provide:



· Appropriate security domains 



· Authentication and authorisation



· Data encryption



· Support for platform independent application languages (such as Java)



· Download and upload capability to and from the user equipment



· User equipment capability negotiation mechanisms



· User profiling procedures



· Multiple mobile device configurations (e.g. smartphone or phone + PDA) and a means for the network to identify this configuration (Capability Negotiation/User Agent Profiling)



· Customer care operations centres with access to customer and support information databases



Definitions 



It is considered important for the reader to appreciate the problems being addressed in this document and to further understand the features of the toolkits available to implement the solutions. Therefore, this section aims to provide definitions for some of the concepts and toolkits that will be used in this document. Any informative detail can be found in the appendices and associated web sites.  



1.3 Management Procedures



1.3.1 User Equipment Management



User equipment management will provide the user and network/service operator with the ability to:



· Identify and potentially resolve faults which may be causing the user equipment to operate in an unspecified manner or to cease operating altogether



· Monitor the performance of the user equipment 



· Maintain the quality of service demanded by the user



· To constantly optimise the operation of any one or group of devices if required



· Provide the user equipment  with upgraded and enhanced functionality as and when it becomes available.



1.3.2 Network Management



Network management provides the network and service provider the means to:



· Identify and resolve network faults in order to maintain the integrity of the network



· Measure the performance of the network, individual or clusters of nodes to maintain the network quality of service, to pro-actively identify potential faults and to monitor adherence to any Service Level Agreements with vendors and clients



· Configure the various network nodes



· Plan and implement future network capacity and functionality expansion.



· etc



1.3.3 Service Management



Service management processes many of the network management (and even some user equipment management) measurements to provide service level performance and fault reports. Very few services offered by a service provider are implemented and controlled using a single network entity. Therefore, to measure the end to end integrity and performance of a service, the performance metrics from all the elements that control and support that service must be collected, filtered, correlated and presented.  



For example, the SMS delivery service involves the SMS-C as the primary controlling element, but elements such as MSCs, transmission links, BSS equipment all play a role in delivering the SMS message. Information from all these elements must be collected to provide and report on the end to end performance of the SMS service. 



1.4 Toolkits



3G provides a number of toolkits which will provide the user and network/service provider with an enriched features and service capability set. The main capabilities listed below will be vital for optimizing service and user equipment management:



· Higher bandwidth download and upload capability (MExE)



· ‘Push’ service capability (MExE)



· Authentication, authorization and encryption of data (MExE)



· User equipment capability notification and negotiation (CC/PP & UAProf)



· Platform independent applications (Java)



· Open service access to network service capability features (OSA)



· User profiling 



· Journalling and logging techniques within the user equipment (MExE)



· Enhanced USIM card functionality (USAT)



· Application access to user equipment and network information (MExE)



A more detailed description of the toolkits available to meet these requirements can be found in appendix A.



Simplified Reference Architecture



Figure 1 illustrates the expected system architecture that will support the network and user equipment management services for GSM, GPRS and 3G. This will be assumed as the baseline architecture when defining the user equipment and network management concepts in this document.
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Figure 1 System Architecture to Support User Equipment Management


The following table describes each of the interfaces defined in Figure 1 System Architecture to Support User Equipment Management




.



Interface


Description





1


PSTN or other access to the customer care CTI system. An interactive platform may be available to request user information.





2


Wireless (GSM, GPRS or 3G) access to the radio and core network. Subscription related data such as IMSI will be transmitted.





3


Core network access to the customer care CTI system. The core network may add relevant information to the data provided by the user equipment, e.g. location of user etc.





4


Based on the subscriber identity, location data and any other relevant information, user, subscription and device profile data is returned to the CTI system 





5


The CTI system collates and processes all the data provided by interfaces 1,3 and 4 and presents the correlated information to the customer care operator.





6


Any information not provided to the operator via the CTI system can be requested from the profile databases using this interface. In addition, the operator is able to modify the user’s subscription and other profiles if required.





7


The operator uses this interface to access relevant information and applications from the Network Operator Domain network. Access to the Internet may be obtained via this interface (and interface 8).





8


The Network Operator Domain network interfaces to the ‘outside world’ (e.g. the Internet or a 3rd party corporate network etc.). 





9


Network Operator Domain access to the core and radio networks for content download and service provisioning.





10


3rd Party portal access to the core and radio network to provide applications and content to mobile end users.





11 


Radio access to and from the mobile device for information and application provisioning.





2 User Equipment Management



At present, there are simple ways to ascertain technical faults on a GSM user equipment (simple error codes may be returned to the network reporting fault causes). However, these codes may not be sufficient to provide detailed information to diagnose and rectify user equipment faults and hence the equipment would have to be returned to the network operator or the manufacturer. With the arrival of 3G services, more sophisticated mobiles with download capability and the growth of 3rd party applications and content on the Internet, more and more users will use the user equipment as a mobile and limited incarnation of  their desktop PC. Therefore, it is reasonable to assume that the user will download 3rd party applications (both trusted and untrusted) to the MID.



We then have the situation where an application could actually cause faults within the native code, OS or even hardware of the MID. This raises the complexity of user equipment fault resolution to a higher level compared with traditional GSM user equipment. In addition, it is more than likely that the user will contact the network operator to register the fault and it will be left to the customer care operative to handle the query. If mechanisms were available for the operator to identify, isolate, report and even rectify the fault, then huge savings could be made in manpower, equipment and revenue loss.



The network operator or manufacturer could use the application download capability to download diagnostic applications to the user equipment to aid fault resolution. In addition, many faults reported by users are due to the user not understanding how to operate the user equipment. It would be very useful for the operator to be able to download a tutorial application to the user equipment, which could then step the user through the procedure in question. 



Application download facilities are a core capability for implementing some of the concepts described in this document.



2.1 Fault Reporting Procedure



As stated previously, the user has been educated to report any GSM service faults to the network operator. There is no reason to assume that this will change with 3G services. It is important that the customer care operator is aware of the user’s identity and usage/subscription profile in order to efficiently handle the user’s query and to also provide the user with confidence on the level of support received.



If the user is using his or her MID, with their own USIM inserted, then the operator can identify that user’s profile using the IMSI and/or MSISDN. However, if the UT is faulty, then it is likely that the user will call from another phone. The operator must then identify that user either by asking questions (e.g. “What is your phone number?”) or by using data provided by an interactive platform which could, for example, ask the user to type in their MSISDN.



Requirement: Operator must have some means of identifying the user if user’s IMSI is not forwarded (e.g. use of interactive platform) 



The operator must also know the device configuration of the faulty equipment. The information would consist of at least:



· Manufacturer



· Model



· Software version



· Applications resident on user equipment



This information would ideally come from the faulty user equipment (assuming the problem is not concerned with network access). However, if the user equipment is unable to access the network, there may be alternative methods for retrieving this data, such as a network based cache of the last device configuration, data from a customer relationship database or simply asking the user.



Requirement: Operator position must be able to retrieve the user device profile from the subscriber profile or customer relationship database based on IMSI or MSISDN.



This document assumes the device capability and configuration information is made available to the network operator.



2.2 User equipment Fault Identification and Isolation



Once the operator is aware of the user’s identity, device, subscription and user profile information, it is then possible to begin the process of identifying the service/device fault and initiate rectification of the problem.



The MID will incorporate a number of security domains, each one providing applications within that domain, access privileges to certain functions of the device. For example an application may need access to the user’s phone book on the device. Only if that application is permitted to execute in the network operator’s ‘trusted’ domain, will it be entitled to access the phone book on the device.  



4 domains are being considered for implementation in MExE classmark 2 & 3:



· Network operator domain



· Equipment manufacturer (OEM) domain



· 3rd Party ‘trusted’ domain



· ‘Untrusted’ domain



Network Operator Domain: This provides applications with access to the largest number of available APIs. These may include telephony, USIM, phone book and calendar features. In addition, some OS and hardware access may be provided (e.g. for software upgrading, fault diagnostics etc.).



OEM Domain: This domain is reserved for applications developed by the manufacturer and its agents. Applications residing in this domain will have no access to user private data, but will be able to access most areas within the OS, hardware and OEM native code.



3rd Party ‘Trusted’ Domain: Applications that are approved and certified by the network operator (by means of, for example, digital certificates). These applications will be given access to a subset of the network operator domain, but not the full set. Some user private data may be made available to these applications.



‘Untrusted’ Domain: Any application not falling into the categories described above will be placed into the untrusted domain. These applications will have very limited, if any, access to the device features and user private data. These will generally be applications that have been downloaded by the user from outside the network operator host network domain (i.e. downloaded using interfaces (10) and (11)). 



The customer care operator is likely to be requested to do the following by the user:



· Identify and rectify device or service faults



· Upgrade the device OS software and native applications



· Deliver enhanced device functionality



· Provide information on the performance of the device and services



· Provide the user with information on how to use the device and services.



Each one of these tasks will require some kind of specialized application to be downloaded to the network operator domain in the device. Applications will be of the following type:



· Diagnostic and data collection/recording



· OS and native software upgrades



· Software patches



· New and enhanced features



· Network and service performance information gathering



· Tutorial applications



These applications will generally be sourced from device manufacturers and third party application developers. It is important that the customer care operator is able to:



· Identify and locate the appropriate application



· Isolate the faulty device from the network 



· Initiate delivery of the application to the device in question



· Verify correct delivery and installation



· Collect subsequent measurements and information



· Provide the user with answers to their problem based on the information gathered



· Charge appropriately for any user equipment/service enhancement or repair. 



The fault on the user equipment may have detrimental effects on other user equipment or even the network (say, in the case of a computer virus). Therefore, it may be required to isolate that particular user equipment from the network.



Requirement: The operator must be able to isolate the faulty user equipment from the network, but still allow restricted radio and core network access for remedial applications to be downloaded.   



The relevant applications will generally reside on a website or content server in the network operator network domain or in the 3rd party domain (e.g. on the manufacturer’s website). The customer care operator will be able to search these content stores to find any applications relevant to the query. 



Requirement: The operator must be able to easily search for and discover the appropriate application to fit the purpose.



The operator can then initiate a transfer of the application to the device.  Security mechanisms will be in place to



· Verify and authenticate the source of the applcation



· Verify and authenticate the target of the application



· Encrypt any private data being passed over public and non secure links



· Restrict the execution of the application, such that the behaviour of the application is not unexpected or likely to cause any damage to the user equipment or network.



Requirement: The downloading mechanism should be able to identify and locate the target device quickly and accurately.



Requirement: Security mechanisms should be in place to authenticate the source and target of the application. In addition all data must be encrypted and applications only allowed to execute in an expected and non-harmful manner.



Before installation, it may be necessary to store a copy of the previous OS and application configurations in case of transfer or installation failure. 



Requirement: The current device configuration and data must be backed up, prior to any new installation.  



Once installed and tested, the operator will have to be notified of the success or failure (with failure reason) of the installation. The operator will then be in a position to clear the query, bill for services rendered or perform some other action.



Requirement: An acknowledgement will be returned to the operator after installation.



If the application is a diagnostic or performance monitor of some sort, then once it has been successfully installed, it should be able to execute and to gather the information requested. Once all the data has been collated and returned to the network operator, then it should uninstall and delete itself (unless it is programmed to remain resident in the device).



Requirement: Any collected data shall be returned to the network operator for processing.



Requirement: The application will uninstall and delete itself after completing its tasks unless explicitly instructed not to.



It is envisaged that the diagnostic application will most likely be written in Java (however this is not a mandatory requirement) and will have access to all the required features and capabilities of the user equipment (the application will more than likely be running in the Network Operator’s Domain).



Requirement: The Network Operator Domain shall provide the application with all the access it requires to complete it’s tasks 



A processed version of the data collected from the device shall be presented to the operator, so that he/she can make a decision as to the next course of action (which may involve downloading a software patch or advising the user to take the user equipment to their nearest repair centre). 



The following diagrams outlines the fault identification (and resolution) in a little more detail.  
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Figure 2 Flow Diagram Outlining Diagnostic Application Download
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Figure 3 Device Data Gathering Procedure in Response to Request from Operator



Figure 3 shows how the diagnostic application uses APIs to access various functional modules (both software and hardware) of the mobile device in order to collect, process and transmit performance, maintenance and device status data back to the network operation function (NOF). The NOF could be a customer care operator, network management centre, service performance monitor and so on.



Interface 1: The diagnostic application collects the required data via appropriate APIs. For example, the application could gather radio access network data and RF hardware ‘heartbeat’ status from the RF API and processor load and baseboard status could be ascertained from the baseband API and so on. The set of APIs defined in Figure 3 may not be exhaustive and depends on the granularity of information sources required.



The 4 APIs illustrated in Figure 3 could be used by the application to collect, for example, the following data:



RF API: 



· Bit/frame error rates



· Bearer capability



· QoS available



· Average packet loss 



· RF hardware status



Baseband API:



· Processor type



· Processor load



· Static and dynamic memory status



· Video and audio codec performance



Operating System API:



· OS type and version



· Available drivers



· Operation status



· If applicable, type of  failure and cause of fault



Application API:



· Applications resident and installed on the device (application names, type and version)



· Applications currently running 



· Runtime status



· Individual application sizes



Interface 2: allows the application to use network access APIs (which may in turn use the more lower level APIs such as RF and baseband) to open or maintain a transaction session with the network, to enable data download/upload using that session. An example set of APIs used could be APIs to enable HTTP, TCP/IP and SS7 connection via the air interface.



Interface 3: provides the network access APIs with the ability to set up sessions across the air and core access networks. Some interworking and transcoding may be provided as required.



Interface 4: delivers the data to the network operation function from the access networks. The information delivered to the function would allow a decision to be made as to the next course of action.



2.3 Fault Repair



Once the fault is identified (and possibly isolated), the operator is able to then make a decision as to the next course of action. In many cases, the user may be asked to return the device to a repair workshop. However, if the fault is caused by a software (application or operating system) fault, the operator may be able to fix the problem by downloading a patch or re-installing the OS.



Essentially, the methods described in section 8.2 for diagnostic application download would be employed to download a patch or upgrade to the device. However, it is imperative that the user’s existing private data and configuration settings are re-installed once the repair software has been loaded. Therefore, before installing a new patch, the user’s data must be uploaded to the network or stored in a secure, non-volatile area of the device. 



Requirement: The user’s private data and configuration settings must be stored prior to installation of any new software, to enable the new patch or application to be installed with the previous configuration settings.



Network & Service Performance Management



In order to provide and maintain a stable and acceptable quality of service to its subscribers, a network operator must have the ability to constantly measure the performance of the infrastructure. In turn, particular sets of network performance measurements can provide useful information of the performance of services utilising these network elements.



It is logical to suggest that in order to measure the user’s available quality of service, the information source should be as close to the subscriber as possible. Therefore, without the ability of surveying every single user’s opinion at any given time, the user’s mobile device is the most appropriate surveying tool available to the network and service operator.



By collecting Service Performance related information from the customer's user equipment the operator will be able to understand, with a great degree of accuracy, how the customer experiences the quality of the service offered. This information is valuable tool for developing a pro-active customer orientated service management function and for supporting Customer Care and Marketing.



The type of information that the device could be used to gather could comprise:



· Service availability



· Bit/frame error rates



· Number of dropped/failed calls/call attempts in a given time period



· Geographical distribution of subscribers, usage and congestion



· Lengths and severity of congestion periods impacting on transaction times



· Types of device in use for given geographical and time periods



· Call/ transaction success rates



· Traffic volumes for particular traffic types



· Frequency of usage of particular services



· Individual usage patterns



Of course, the device (or more precisely the data gathering application) itself will only be able to collect raw data within the context of it’s own environment (i.e. data from the cell within which it is registered). However, a higher level service management application will collate multiple instances of data from a large number of devices to provide the service level performance reports.



One or a number of data gathering applications would have to be downloaded to the network operator or a specialized O&M security domain within the mobile device. The application is, in effect, an ‘agent’ for the corresponding object in the Management Information Base (MIB). The agent passively collects data and listens for and identifies events, which are then reported back to the corresponding object in the MIB. The application may also add information (e.g. user identification, location information etc.) to the data being reported back to the NOF. The information collected would comply with data protection and privacy legislation.



The application(s) could be transient (one off execution) or resident in the device. Furthermore, the execution of the application could be triggered on operator's request or automatically depending on conditions that have been pre-defined by the operator (e.g. time & date, location of device, error conditions etc. or any combination of those). The application must also be fully controlled by the network operator and must not in any way degrade the quality of service and service functionality delivered to the user.



Requirement: Execution of the application must be possible using certain triggering events



Requirement: The data gathering application must be under full control of the network operator



Requirement: The application must not, in any way, degrade the quality of service or service functionality expected by the user. 



It is envisaged that the application will gather data and provide limited processing of the data. However, the majority of processing and correlating will occur in the network operator function.
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Figure 4 Using Mobile Devices to Correct Network and Service Performance Data



It is outside the scope of this document to identify the mapping of raw data to performance measurement reports, however, it is certainly a task that is required before any service implementation plan is developed.



Appendix A – Toolkits



Mobile Execution Environment (MExE)



MExE is an initiative taken by 3GPP to standardize and optimise the discovery, downloading and execution of Internet based and Internet style applications and services over a wireless interface. MExE provides a set of recommendations that define a framework within which service providers, handset manufacturers and application developers are able to rapidly and securely deploy services to mobile users. In addition, MExE provides an environment within which applications can be reliably and securely downloaded and executed on a mobile information device (MID).



MExE has been designed to support the following features:



· Platform independent application runtime environment on MIDs



· Support for WAP and Java services (classmarks 1 & 2/3 respectively)



· Capability negotiation



· User profiling



· Service personalisation



· Service discovery and management



· Event journalling



· Authentication



· Authorization



· Encryption



· Bearer QoS management



It is important to remember that MExE is a framework and it’s recommendations and requirements are currently supported by the WAP, Java and HTTP standards/technologies. However, this is only the current picture and does not imply that MExE will not be enhanced to embrace other technologies, should they meet the current and future objectives of MExE. 



It is recommended that the reader uses [1] (MExE service description) and [2] (MExE system architecture) as informative background to MExE.



Composite Capability/Preference Profile (CC/PP) & User Agent Profile (UAProf)



CC/PP has been defined by W3C to enable a MID combination (standalone smartphone, 3G phone + PDA, wireless PDA etc.) and/or application client to communicate its configuration and capabilities to the service content environment. This in turn allows the service provider to format and tailor the content to be delivered to suit the resident capabilities of the application client and the hosting MID combination. For example, the following information may be made available to the service content environment:



· MExE Classmark



· MExE Spec.



· Vendor



· Model



· Screen size



· Colour capability



· Character set



· Audio codec



· Video codec



· Language



· Keyboard



· Software version



· Supported bearers



UAProf is the WAP implementation of CC/PP over WSP (WAP Session Protocol). The reader is advised to read [6] for more information on UAProf and CC/PP.



Personal and K Java



Java has been developed by Sun Microsystems to attempt to create an application development and runtime environment that allows code to be ‘written once, run anywhere’. Currently, languages such as C++ only allow code to be run on platforms for which that code was targeted (as the code is compiled into processor and platform specific instructions). 



Java code can be fully compiled to bytecode which is then interpreted by the ‘Java Virtual Machine – JVM’. The JVM effectively masks the Java application from the underlying OS and hardware and provides a translation mechanism between the Java and the OS/processor instruction sets.   



The following diagram from Sun Microsystems illustrates the concepts described above.






PRIVATE


PRIVATE "TYPE=PICT;ALT=Java Software"


PRIVATE
Java software can be built into the phone, or delivered in   real time via a wireless connection.



Examples of applications are stock quotes, calendars, and address books. Some applications will interact with a back-end server, so that software on the phone is kept small and light.









PRIVATE "TYPE=PICT;ALT=Browser"


PRIVATE
A screen display engine1 provides the visible interface on the phone, and interacts with the Java virtual machine* (below).









PRIVATE "TYPE=PICT;ALT=Java Virtual Machine"


PRIVATE
The Java virtual machine runs the software, after first doing stringent security checks. Often, the Java virtual machine is integrated directly into the phone's real time operating system (below).









PRIVATE "TYPE=PICT;ALT=Operating System"


PRIVATE
The phone's real-time operating system2 provides device-specific support for many of the actual operations and interactions.









PRIVATE "TYPE=PICT;ALT=PC with browser"


PRIVATE
Result: Interactive Java software integrated into the phone. Java software can also control the behind-the-scenes workings of the phone itself, and manage automatic software updates.





Figure 5 System Architecture for the Java Runtime



The advantages of Java over any other currently available language are:



· Write once, run anywhere capability (portable and platform independent)



· Robust security domain model



· API profile specifically for MIDs (CLDC/MIDP set of APIs)



· Large class libraries



· Scaleability



· Distributed architecture capability



MExE supports 3 classmarks of operation:



Classmark 1 -
WAP support



Classmark 2 -
Personal Java support



Classmark 3 -
KJava (Kilobyte Java) support



Personal Java is a set of Java APIs (classes) that have been developed for use on relatively limited capability devices (such as personal computers, PDAs, washing machines, set top boxes etc.). This profile of device capability is commonly known as CLDC (Connected Limited Device Capability).



KJava is a smaller subset of Java classes specifically defined for mobile information devices such as smartphones and PDAs. This class of device is said to have the Mobile Information Device Profile (MIDP). 



Open Service Access (OSA)



OSA aims to provide standardised network functionality APIs to allow trusted third party content developers to produce applications utilising the network service capabilities features (SCF). This masks the application from the inherently complicated and proprietary network element interfaces and just provides a generic interface. The OSA proxy function maps the OSA interface to proprietary network element and function interfaces as illustrated in [8] provides a more detailed description of OSA. 
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Figure 6 OSA Service Model


USIM Application Toolkit (USAT)



USAT is a set of commands programmed into the USIM to allow the USIM to proactively initiate applications, functions and connected sessions. Further information is contained in [7]. 
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Work Item Description



Title:
User Equipment (UE) Management



User Equipment (UE) Management is a collection of functions and applications, which allows the Operator/Service Provider to remotely manage User Equipment.
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3GPP Work Area
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			Core Network
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			Services (SA5, SA3)
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Linked work items



· (U)SIM Toolkit enhancements (T3) ??



· MExE enhancements: 22.057 (SA1) and 23.057 (T2) ??



· Security issues (SA3)??



· Charging and OAM&P  (SA5 Feature)


OAM&P (Operations, Administration, Maintenance & Provisioning) Enhancements (S5 Feature)
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Justification



The deployment of higher bandwidth GPRS and 3G networks coincides with emerging, internet driven content provisioning, transport and presentation technologies. Furthermore, the capabilities of the user equipment are becoming and will continue to become ever more sophisticated and integrated (high definition colour screens, faster processors, built in cameras, integrated media players etc.).



With this in mind, it is sensible to compare the 3G mobile internet world with the current personal computer & fixed landline internet model. A PC has and will have in the foreseeable future a significant advantage over a limited capability mobile device in terms of processing power, capability and flexibility. Nevertheless, the mobile device will be highly portable and optimised for the wireless environment unlike the PC. The baseline applications loaded into the user equipment may not fulfil all the needs of the user and hence they may require additional applications to be downloaded to the user equipment. It is a requirement for user equipment manufacturers to provide this facility (however limited it may be) to enable users to download applications to the mobile device.  



The application download facility could be used by the network operator and manufacturer to extend service and network management, fault isolation and resolution to the remote user equipment.  This capability provides the basis for many of the ideas discussed in this document.



Network Operators/Service Providers Benefits



Service Providers will be a major beneficiary of this project.  The ability to manage the customers’ equipment will deliver the following benefits:



The ability to upgrade customers’ equipment to add new functionality and to fix problems without the costly need to recall the equipment to a service facility.



Remotely diagnose problems and therefore reduce the need for equipment replacement



Assist the customer in understanding how to use their terminals



Extract performance information in order to gain an understanding of the quality of service that a customer is experiencing at the service access point.



Vendors Benefits



Network Equipment Providers will benefit from:



Problem analysis at source and problem correction.  



Improved understanding of the customer environment and customer behaviour



Faster time to market for new terminal devices with lower financial risks



The ability to deploy new functionality on existing devices.



Future proof.
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Objective



Management Functions and Applications


User equipment management will provide the user and network/service operator with the ability to:



· Identify and potentially resolve faults, which may be causing the user equipment to operate in an unspecified manner or to cease operating altogether



· Monitor the performance of the user equipment 



· Maintain the quality of service demanded by the user



· To constantly optimise the operation of any one or group of devices if required



· Provide the user equipment with upgraded and enhanced functionality as and when it becomes available.
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Service Aspects





Initially to be co-ordinated with subscription management WI within SA5



6

MMI-Aspects





Yes, to be co-ordinated with Terminal groups



7

Charging Aspects





Potentially, to be investigated within SA5



8

Security Aspects





To be co-ordinated with SA3
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Work item rapporteurs



John Mudge, Vodafone Group.
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Work item leadership



SA5
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Supporting Companies



Vodafone Group, Motorola, VoiceStream, Telia, France Telecom, BT, Mannesmann MobilFunk, Sonera.
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Classification of the WI (if known)
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			Feature (go to 14a)





			


			Building Block (go to 14b)
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The WI is a Feature: List of Building Blocks under this Feature


· OAM-AR Principles, high level Requirements and Architecture – (SA5) (WT: UE Management Framework)



· MExE (To be identified by T2)



· Security  (To be identified by S3)



· USIM  (To be identified by T3)


· Management Protocol aspects (To be identified by S5)


15
Work Tasks under this Building Block



�PAGE \# "'Page: '#'�'"  �� Insert the new spec number or the series e.g. 32.xyz if appropriate




�PAGE \# "'Page: '#'�'"  �� This is the Title of the specification




�PAGE \# "'Page: '#'�'"  �� Insert 3GPP TSGs/WGs which need to review & agree before submission to SA for approval




�PAGE \# "'Page: '#'�'"  �� Insert target SA plenary# and its target date (MM/YY)




�PAGE \# "'Page: '#'�'"  �� Release 4 target is 03/2001 and Release 5 target is 12/2001 (do not use R4 for Release 4 in order not to confuse with WG RAN4)




�PAGE \# "'Page: '#'�'"  �� Insert existing spec number to be CR-ed if appropriate




�PAGE \# "'Page: '#'�'"  �� inserted by MCC




�PAGE \# "'Page: '#'�'"  �� This is the subject of the CR and NOT the Title of the specification




�PAGE \# "'Page: '#'�'"  �� Insert target SA plenary# and its target date (MM/YY)




�PAGE \# "'Page: '#'�'"  �� Release 4 target is 03/2001 and Release 5 target is 12/2001 (do not use R4 for Release 4 in order not to confuse with WG RAN4)




�PAGE \# "'Page: '#'�'"  �� E.g. Thomas TOVINGER (Ericsson) [Thomas.Tovinger@emw.ericsson.se]




�PAGE \# "'Page: '#'�'"  �� E.g. Alcatel, AT&T, NTTDoCoMo, Samsung









PAGE 1








