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1. E-mail correspondences

Attachment 1 contains copies of pertinent many e-mail correspondences between the co-chairs of the IETFD AAA working group, Dr. Bernard Aboba and Mr. Randy Bush, myself.  Detailed information, alluded to below, can be found in this attachment.

The IETF AAA group has been formulating its protocol for over two years.  (The earliest document uncovered, which discusses requirements, is dated August, 1998.)  Because of this extensive time duration, my request to have a presentation that included charging requirements resulted in consternation.  (Comments such as “well past midnight” existed.)  Nevertheless, I was accorded an invitation to make a presentation that identified differences between the charging protocol requirements being proposed to SA5 CH and AAA protocol requirements cited in an extensive list of IETF references provided to me.

All, but one, of the IETF AAA references were structured inconsistently with “Charging and Billing Requirements for 3G All IP Wireless Networks”  (Tdoc S5B000096).  The inconsistency interfered with the determination of differences.  The exception was “Criteria for Evaluating AAA Protocols for Network Access” <draft-ietf-aaa-na-reqts-07.txt>.  Attachment 2 contains a copy of this AAA protocol requirements document.

2. Protocol requirements differences presentation

The presentation was made before the IETF AAA group at their December 2000 meeting in San Diego, California.  It was decided to only identify omissions in the AAA document, rather than cite requirements superfluous to charging.  Fourteen additions were suggested. The suggestions were associated with the AAA requirement names and text within their document.  

An example follows:

· Scalability  - “[a]  The AAA protocol must be capable of supporting millions of users and ….. thousands of devices, AAA servers, proxies and brokers.”

Suggest adding - “should be capable of communicating at various time-outs, throughputs, and packet sizes.”

It is important to include information and control scalability, since a’ priori limits are not known. 

Another example follows:

· Fail-over - “[b]  In the event of failure to communicate with a given server, the ….. change service to another backup or secondary server”

Suggest adding - “must support early detection of communication link/node failures, other network failures, and network reconfiguration for the purpose of  re-routing.  (The purpose of this requirement is to support successful recovery from errors.)”

Stringent timing needs for prepaid calling mandates having the protocol determine link failures and find alternate paths.

The complete presentation exists as the “powerpoint” file “ProtocolPresentation.ppt”.  It is attached via the “zipped” file “S5B000097-LiasIETF.zip”. 

3. IETF AAA participants’ responses

All fourteen suggestions were regarded as being important and addressed in the responses, suggesting compliance.  Only twelve responses are shown below because two suggestions were combined into one response on two occasions.  It is possible to infer the suggestions from associated responses.  Several responses solicited additional commentary.  E-mail was used to provide the responses.

From: Kobylarz, Thaddeus

Sent: Wednesday, December 20, 2000 11:22 AM

To: 'Bernard Aboba'

Cc: 'David Mitton'; Molchan, John; Engelhart, Bob;

ileana.leuca@attws.com; mankin@ISI. EDU; 'Randy Bush'

Subject: RE: AAA presentation

Dear Dr. Aboba,


I am extremely pleased with your reply and believe the members of the 3GPP SA5 Charging group will have a similar reaction.  The AAA comments below have initiated an excellent beginning to achieving our common endeavor.


We are having a meeting in mid-January and I will present this information to the group.  I will also forward your solicitation for comments to them and provide you with their reactions.


Have a happy holiday season, Thad 

-----Original Message-----

From: Bernard Aboba [mailto:aboba@internaut.com]

Sent: Wednesday, December 20, 2000 3:47 AM

To: Kobylarz, Thaddeus; 'Randy Bush'

Cc: 'David Mitton'; Molchan, John; Engelhart, Bob;

ileana.leuca@attws.com; mankin@ISI. EDU

Subject: RE: AAA presentation

Here are some thoughts on the requirements in your

presentation and how we plan to address them:

1. "The AAA protocol should be capable of communicating at various

time-outs, throughputs, and packet sizes."

We agree with you that this is an important issue. In fact,

we are forming a transport team to examine the aspect of AAA

transport behavior in more detail. In particular, we are

looking into expected behavior with TCP and SCTP with and

without the presence of various proxy types. As you may know,

SCTP adds additional timeout control, and TCP and SCTP have

been shown to self-clock, thus enabling these transports to

probe for the maximum available bandwidth. AAA can also leverage

path MTU discovery, and nagle algorithm to appropriate choose

the correct packet size.

2. "AAA protocol must support early detection of communication link/node

failures,  other network failures, and network reconfiguration for the

purpose of  re-routing.  (The purpose of this requirement is to support

successful recovery from errors.)"

We agree with you that this is an important issue and have asked

the transport team to investigate it further. As you may know,

SCTP offers enhanced failover capabilities as compared with TCP,

and we hope to leverage these capabilities.

3. "Congestion re-routing - should support early detection of congestion for

the purpose of  re-routing."

One of the issues that the transport team will investigate is

congestion avoidance behavior of TCP and SCTP transport with

and without proxies. The interaction of transport and application

layer failover is also a concern. We believe that we will be able

to address this concern in part by leveraging existing TCP and SCTP

congestion avoidance behavior, which has been proven to be

effective.

4. "Link/node recovery - must support the detection of link recovery for

instituting routing of accounting information."

We agree with you that this is a conern. As a result, we have asked the

transport team to address the failback issue. Solutions to this issue

have been included in the AAA solutions draft, and the transport team

will continue to look at this issue both at the transport and application

layer.

5. "New link/nodes - should support the detection of new link/nodes for

instituting routing of accounting information."

As you may know, the RSERPOOL WG in IETF is investigating the issue of

server pools within the transport area of IETF. Thus the AAA protocol

may be able to leverage this capability in order to address your

concern.

6. "Suggest adding - “must not prevent the determination of duplicated

accounting  information. However, the protocol may assist in the

determination of duplicated accounting information.”

Also - “must permit the inclusion of error information and diagnostic

information, for signaling and user plane (payload) frames, and protocol

response codes, in the event of communication problems.”

We agree with you that this is a concern, and believe that the DIAMETER

specification addresses this issue. Your comments are solicited.

7. Suggest adding - “must facilitate the determination of (near) real time

demand or batch response time latitude; e.g., via a multi-colored flag**.in

the protocol header (or trailer).”

Also - “should support scheduling and prioritization of accounting

information content transfer.”

The AAA protocol offers considerable flexibility in addressing these

needs. It is amenable to use of Differentiated Services, as well

as potentially SCTP multi-plexing mechanisms. The Nagle algorithm also

makes it possible to support transport layer batching both within TCP

and SCTP. Thus we believe that the AAA protocol will be able to support

both real-time performance (e.g. TCP_NODELAY) as well as batching

behavior.

8. Connection multiplexing  - “should be able to support connection

multiplexing and load balancing.”

As you may know, the RSERPOOL WG is addressing this very concern.

By supporting SCTP transport we will be able to leverage their work.

9. Protocol  longevity - “must include version information and its automatic

detection for negotiating compatibility.”

We agree that this is an important issue. The DIAMETER protocol already

includes support for some of these capabilities. Your comments are

solicited.

10. Payload  encoding - “must be able to support various payload encoding to

permit future growth.”

DIAMETER AVPs provide extreme flexibility in transporting of opaque

payloads. We believe that it will be possible to satisfy this concern

within the specification.

11. Multiple payload structures - “must be able to support multiple payload

structures to permit future growth; e.g., ASN.1 and XML

Since DIAMETER AVPs provide the flexibility to transport diverse payloads,

we believe that the specification can address this concern.

12. No interfacing protocol layers - “should not require special protocol

layers to interface with an accounting application.”

A DIAMETER API has been developed to allow applications to leverage

DIAMETER functionality in a convenient way. Your comments on this

specification are solicited.

Attachment 1 - Salient Correspondences Leading To The Presentation

From: Bernard Aboba [aboba@internaut.com]

Sent: Wednesday, November 22, 2000 1:27 PM

To: thaddeus.kobylarz@attws.com

Cc: Dmitton@Nortelnetworks. Com; Randy Bush; Bert Wijnen

Subject: Re: AAA presentation

Dear Dr. Kobylarz,

The IETF AAA WG is extremely interested in the needs of wireless.  To that

end, one third of our requirements were developed by the mobility community.

so we hope that you will find yours addressed by:

http://www.ietf.org/internet-drafts/draft-ietf-aaa-na-reqts-07.txt

ftp://ftp.isi.edu/in-notes/rfc2977.txt

http://www.ietf.org/internet-drafts/draft-hiller-cdma2000-aaa-02.txt

and embodied in the new protocol proposal(s) as described in:

http://www.ietf.org/internet-drafts/draft-calhoun-diameter-17.txt

http://www.ietf.org/internet-drafts/draft-ietf-aaa-issues-03.txt

http://www.ietf.org/internet-drafts/draft-ietf-aaa-solutions-01.txt

This proposal was evaluated against the requirements as described in:

http://www.ietf.org/internet-drafts/draft-ietf-aaa-proto-eval-01.txt

IETF WG meetings are a bit different than those of the ITU.  First of all,

they do not make decisions.  The venue for decisions of an IETF WG is its

mailing list.  Secondly, we use the rare face to face meeting time for

discussion of points of difference in our working documents, not for

presentations of them.  We expect all participants to have already read the

relevant documents and to have discussed them somewhat on the WG's mailing

list.

So, I suggest that the best way to participate would be to make a small

presentation on what aspects of your needs the drafts above DON'T meet,

and prepare to answer questions about where your needs differ.

Bernard Aboba

Co-chair AAA WG

From:
Kobylarz, Thaddeus

Sent:
Saturday, December 09, 2000 11:57 AM

To:
'Bernard Aboba'

Cc:
'David Mitton'; 'Randy Bush'; Molchan, John; Engelhart, Bob; 'ileana.leuca@attws.com'

Subject:
AAA presentation

Dear Mr. Aboba,


Thank you very much for availing the opportunity for a presentation of the 3G.IP charging & billing protocol requirements at the ensuing AAA working group meeting.  Ruefully, I have become ill with a serious bronchial infection and dissuaded from travelling to the San Diego IETF meeting by my physician.


I have been reading, with interest, the references you provided, especially http://www.ietf.org/internet-drafts/draft-ietf-aaa-na-reqts-07.txt.  This particular document is a very thorough and an impressive treatise on protocol requirements.  The authors are to be commended for their work.  Nevertheless, there remain some requirements broached in the aforementioned 3G.IP document that are not apparent in the IETF reference.  This may be due to the charging and billing focus of the 3G.IP effort or I may have overlooked these requirements while reading the reference.

Whatever the reason(s), I would like to pursue this matter via your e-mail activities and request to be added to your exploder.


I am hopeful to be sufficiently healthy in March and attend the Minneapolis IETF meeting at that time.  If the differences between the two documents are not resolved by then, I ask to have time to discuss them at that meeting.


Thank you for your kind understanding,


Thad Kobylarz  

From: Kobylarz, Thaddeus

Sent: Saturday, December 09, 2000 1:50 PM

To: 'Randy Bush'; Kobylarz, Thaddeus

Cc: 'Bernard Aboba'; 'David Mitton'; Molchan, John; Engelhart, Bob;

'ileana.leuca@attws.com'

Subject: RE: AAA presentation

Randy,


In response to the urgency, I propose preparing a document that identifies the differences and explains why they are important to the wireless Charging & Billing (C&B) community.


Since I need to acquire AWS clearance, this document cannot be e-mailed to you before Monday evening.  Assuming a phone exists that I can call,

I can explain the differences and answer queries from AAA participants at one of your sessions.


If this proposal is acceptable, please either send a cover sheet template or direct me to a template so that I can begin the document.


Thanks for your assistance.

Thad

-----Original Message-----

From: Randy Bush [mailto:randy@psg.com]

Sent: Saturday, December 09, 2000 1:29 PM

To: Kobylarz, Thaddeus

Cc: 'Bernard Aboba'; 'David Mitton'; Molchan, John; Engelhart, Bob;

'ileana.leuca@attws.com'

Subject: RE: AAA presentation

> Randy,

> 
Unfortunately, I was the only one planning to attend the AAA group

> sessions.  Since lack of time precludes arranging for a substitute, no one

> is available to present the potential differences existing in the 3G.IP

> requirements.

> 
Is there an urgency to have the AAA protocol requirements concluded?

> I hope time remains for AAA to consider requirements suggestions, following

> the San Diego meeting.

> Thad 

thad,

indeed, there is urgency.  the stage of play is

  o requirements were pretty much closed already

  o alternative protocol approaches were compared, and a path chosen

  o there is a design team working on the final protocol

  o they are nearing conclusion

so, for good friends and a sushi dinner :-), we may be able to sneak in some

last minute needs from our valued friends in the 3gpp community.  but it's

well after midnight.

how can we help you to get the word to us without endangering your health?

randy

Attachment 2 – IETF AAA Reference Protocol Requirements Document

AAA Working Group                               Bernard Aboba, Microsoft

INTERNET-DRAFT                                            Pat R. Calhoun

Category: Informational                                  Steven M. Glass

<draft-ietf-aaa-na-reqts-07.txt>                  Sun Microsystems, Inc.

24 August 2000                                                Tom Hiller

                                                             Pete McCann

                                                           Hajime Shiino

                                                                  Lucent

                                                               Glen Zorn

                                                           Gopal Dommety

                                                     Cisco Systems, Inc.

                                                         Charles Perkins

                                                         Basavaraj Patil

                                                Nokia Telecommunications

                                                             Dave Mitton

                                                           Serge Manning

                                                         Nortel Networks

                                            Mark Beadles, SmartPipes Inc

                                                    Pat Walsh, Ameritech

                                                      Xing Chen, Alcatel

                                         Takahiro Ayaki, DDI Corporation

                 Sanjeevan Sivalingham, Ericsson Wireless Communications

                                                    Alan Hameed, Fujitsu

                                               Mark Munson, GTE Wireless

                                         Stuart Jacobs, GTE Laboratories

                                             Takuo Seki, IDO Corporation

                    Byng-Keun Lim, LG Information & Communications, Ltd.

                                               Brent Hirschman, Motorola

                                                 Ray Hsu, Qualcomm, Inc.

                     Haeng Koo, Samsung Telecommunications America, Inc.

                                                Mark Lipford, Sprint PCS

                                                             Yingchun Xu

                                                             Ed Campbell

                                                        3Com Corporation

                           Shinichi Baba, Toshiba America Research, Inc.

                                         Eric Jaques, Vodaphone Airtouch

        Criteria for Evaluating AAA Protocols for Network Access

This document is an Internet-Draft and is in full conformance with all

provisions of Section 10 of RFC2026.

Internet-Drafts are working documents of the Internet Engineering Task

Force (IETF), its areas, and its working groups.  Note that other groups

may also distribute working documents as Internet- Drafts.

Internet-Drafts are draft documents valid for a maximum of six months

and may be updated, replaced, or obsoleted by other documents at any
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time.  It is inappropriate to use Internet-Drafts as reference material

or to cite them other than as "work in

The list of current Internet-Drafts can be accessed at

http://www.ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at

http://www.ietf.org/shadow.html.

1
1.
.  Copyright Notice

Copyright (C) The Internet Society (2000).  All Rights Reserved.

2
2.
.  Abstract

This document represents a summary of AAA protocol requirements for

network access. In creating this documents, inputs were taken from

documents produced by the NASREQ, ROAMOPS, and MOBILEIP working groups,

as well as from TIA 45.6. This document summarizes the requirements

collected from those sources, separating requirements for

authentication, authorization and accounting.  Details on the

requirements are available in the original documents.

3
3.
.  Introduction

This document represents a summary of AAA protocol requirements for

network access. In creating this documents, inputs were taken from

documents produced by the NASREQ [3], ROAMOPS [2], and MOBILEIP [5]

working groups, as well as from TIA 45.6 [4]. This document summarizes

the requirements collected from those sources, separating requirements

for authentication, authorization and accounting.  Details on the

requirements are available in the original documents.

3
3.
.1
1.
.  Requirements language

In this document, the key words "MAY", "MUST,  "MUST  NOT",  "optional",

"recommended",  "SHOULD",  and  "SHOULD  NOT",  are to be interpreted as

described in [1].

Please note that the requirements specified in this document are to be

used in evaluating AAA protocol submissions.  As such, the requirements

language refers to capabilities of these protocols; the protocol

documents will specify whether these features are required, recommended,

or optional.  For example, requiring that a protocol support

confidentiality is NOT the same thing as requiring that all protocol

traffic be encrypted.

A protocol submission is not compliant if it fails to satisfy one or
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more of the MUST or MUST NOT requirements for the capabilities that it

implements.  A protocol submission that satisfies all the MUST, MUST

NOT, SHOULD and SHOULD NOT requirements for its capabilities is said to

be "unconditionally compliant"; one that satisfies all the MUST and MUST

NOT requirements but not all the SHOULD or SHOULD NOT requirements for

its protocols is said to be "conditionally compliant."

3
3.
.2
2.
.  Terminology

Accounting

          The act of collecting information on resource usage for the

          purpose of trend analysis, auditing, billing, or cost

          allocation.

Administrative Domain

          An internet, or a collection of networks, computers, and

          databases under a common administration.  Computer entities

          operating in a common administration may be assumed to share

          administratively created security associations.

Attendant A node designed to provide the service interface between a

          client and the local domain.

Authentication

          The act of verifying a claimed identity, in the form of a pre-

          existing label from a mutually known name space, as the

          originator of a message (message authentication) or as the

          end-point of a channel (entity authentication).

Authorization

          The act of determining if a particular right, such as access

          to some resource, can be granted to the presenter of a

          particular credential.

Billing   The act of preparing an invoice.

Broker    A Broker is an entity that is in a different administrative

          domain from both the home AAA server and the local ISP, and

          which provides services, such as facilitating payments between

          the local ISP and home administrative entities.  There are two

          different types of brokers; proxy and routing.

Client    A node wishing to obtain service from an attendant within an

          administrative domain.

End-to-End

          End-to-End is the security model that requires that security
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          information be able to traverse, and be validated even when an

          AAA message is processed by intermediate nodes such as

          proxies, brokers, etc.

Foreign Domain

          An administrative domain, visited by a Mobile IP client, and

          containing the AAA infrastructure needed to carry out the

          necessary operations enabling Mobile IP registrations.  From

          the point of view of the foreign agent, the foreign domain is

          the local domain.

Home Domain

          An administrative domain, containing the network whose prefix

          matches that of a mobile node's home address, and containing

          the AAA infrastructure needed to carry out the necessary

          operations enabling Mobile IP registrations.  From the point

          of view of the home agent, the home domain is the local

          domain.

Hop-by-hop

          Hop-by-hop is the security model that requires that each

          direct set of peers in a proxy network share a security

          association, and the security information does not traverse a

          AAA entity.

Inter-domain Accounting

          Inter-domain accounting is the collection of information on

          resource usage of an entity within an administrative domain,

          for use within another administrative domain.  In inter-domain

          accounting, accounting packets and session records will

          typically cross administrative boundaries.

Intra-domain Accounting

          Intra-domain accounting is the collection of information on

          resource within an administrative domain, for use within that

          domain.  In intra-domain accounting, accounting packets and

          session records typically do not cross administrative

          boundaries.

Local Domain

          An administrative domain containing the AAA infrastructure of

          immediate interest to a Mobile IP client when it is away from

          home.

Proxy     A AAA proxy is an entity that acts as both a client and a

          server. When a request is received from a client, the proxy

          acts as a AAA server. When the same request needs to be

          forwarded to another AAA entity, the proxy acts as a AAA
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          client.

Local Proxy

          A Local Proxy is a AAA server that satisfies the definition of

          a Proxy, and exists within the same administrative domain as

          the network device (e.g. NAS) that issued the AAA request.

          Typically, a local proxy will enforce local policies prior to

          forwarding responses to the network devices, and are generally

          used to multiplex AAA messages from a large number of network

          devices.

Network Access Identifier

          The Network Access Identifier (NAI) is the userID submitted by

          the client during network access authentication.  In roaming,

          the purpose of the NAI is to identify the user as well as to

          assist in the routing of the authentication request.  The NAI

          may not necessarily be the same as the user's e-mail address

          or the user-ID submitted in an application layer

          authentication.

Routing Broker

          A Routing Broker is a AAA entity that satisfies the definition

          of a Broker, but is NOT in the transmission path of AAA

          messages between the local ISP and the home domain's AAA

          servers. When a request is received by a Routing Broker,

          information is returned to the AAA requester that includes the

          information necessary for it to be able to contact the Home

          AAA server directly. Certain organizations providing Routing

          Broker services MAY also act as a Certificate Authority,

          allowing the Routing Broker to return the certificates

          necessary for the local ISP and the home AAA servers to

          communicate securely.

Non-Proxy Broker

          A Routing Broker is occasionally referred to as a Non-Proxy

          Broker.

Proxy Broker

          A Proxy Broker is a AAA entity that satisfies the definition

          of a Broker, and acts as a Transparent Proxy by acting as the

          forwarding agent for all AAA messages between the local ISP

          and the home domain's AAA servers.

Real-time Accounting

          Real-time accounting involves the processing of information on

          resource usage within a defined time window.  Time constraints

          are typically imposed in order to limit financial risk.
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Roaming Capability

          Roaming capability can be loosely defined as the ability to

          use any one of multiple Internet service providers (ISPs),

          while maintaining a formal, customer-vendor relationship with

          only one. Examples of cases where roaming capability might be

          required include ISP "confederations" and ISP- provided

          corporate network access support.

Session record

          A session record represents a summary of the resource

          consumption of a user over the entire session.  Accounting

          gateways creating the session record may do so by processing

          interim accounting events.

Transparent Proxy

          A Transparent Proxy is a AAA server that satisfies the

          definition of a Proxy, but does not enforce any local policies

          (meaning that it does not add, delete or modify attributes or

          modify information within messages it forwards).

4
4.
.  Requirements Summary

The AAA protocol evaluation criteria for network access are summarized

below. For details on the requirements, please consult the documents

referenced in the footnotes.
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4
4.
.1
1.
.  General requirements

These requirements apply to all aspects of AAA and thus are considered

general requirements.

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  General                  | NASREQ  | ROAMOPS | MOBILE  |

|  Reqts.                   |         |         |   IP    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Scalability             |    M    |   M     |    M    |

|      a                    |   12    |   3     |  30 39  |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Fail-over               |    M    |         |    M    |

|      b                    |   12    |         |   31    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Mutual auth             |    M    |         |    M    |

|   AAA client/server       |   16    |         |   30    |

|      c                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Transmission level      |         |   M     |    S    |

|   security                |         |   6     |  31 39  |

|      d                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Data object              |    M    |   M     |    M    |

|  Confidentiality          |   26    |   6     |   40    |

|      e                    |         |         |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Data object              |    M    |   M     |    M    |

|  Integrity                |   16    |   6     |  31 39  |

|      f                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Certificate transport    |    M    |         |  S/M    |

|      g                    |   42    |         |31,33/46 |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Reliable AAA transport   |    M    |         |    M    |

|  mechanism                |   22    |         |  31 32  |

|      h                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Run Over IPv4           |    M    |   M     |    M    |

|                           |   11    |   1     |   33    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Run Over IPv6           |    M    |         |    S    |

|                           |   11    |   1     |   47    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Support Proxy and        |    M    |         |    M    |

|  Routing Brokers          |   12    |         |  31 39  |

|      i                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Auditability             |    S    |         |         |

|      j                    |   25    |         |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Dual App and Transport  |         |   O     |     M   |

|    Security not required  |         |   6     |    40   |

|      k                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Ability to carry         |    M    |         |    S    |

|  service-specific attr.   |   43    |         |  31 33  |

|      l                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Key

M = MUST

S = SHOULD

O = MAY

N = MUST NOT

B = SHOULD NOT
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Clarifications

[a]  The AAA protocol must be capable of supporting millions of users

     and tens of thousands of simultaneous requests. The AAA

     architecture and protocol MUST be capable of supporting tens of

     thousands of devices, AAA servers, proxies and brokers.

[b]  In the event of failure to communicate with a given server, the

     protocol must provide a mechanism to change service to another

     backup or secondary server.

[c]  This requirement refers to the ability to support mutual

     authentication between the AAA client and server.

[d]  The AAA protocol requires authentication, integrity protection and

     confidentiality at the transmission layer. This security model is

     also referred to as hop-by-hop security, whereas the security is

     established between two communicating peers. All of the security is

     removed when the AAA message is processed by a receiving AAA

     entity.

[e]  The AAA protocol requires confidentiality at the object level,

     where an object consists of one or more attributes. Object level

     confidentiality implies that only the target AAA entity for whom

     the data is ultimately destined may decrypt the data, regardless of

     the fact that the message may traverse one or more intermediate AAA

     entities (e.g. proxies, brokers).

[f]  The AAA protocol requires authentication and integrity protection

     at the object level, which consists of one or more attributes.

     Object level authentication must be persistent across one or more

     intermediate AAA entity (e.g. proxy, broker, etc), meaning that any

     AAA entity in a proxy chain may verify the authentication. This

     implies that data that is covered by object level security CANNOT

     be modified by intermediate servers.

[g]  The AAA protocol MUST be capable of transporting certificates. This

     requirement is intended as an optimization, in lieu of requiring

     that an out-of-band protocol be used to fetch certificates.

[h]  This requirement refers to resilience against packet loss,

     including:

        1. Hop-by-hop retransmission and fail-over so that reliability

        does not solely depend on single hop transport retransmission.

        2. Control of the retransmission mechanism by the AAA application.

        3. Acknowledgment by the transport that a message was delivered

        successfully, separate from message semantics or syntax evaluation.

        5. Piggy-backing of acknowledgments in AAA messages.
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        6. Timely delivery of AAA responses.

[i]  In the Mobile IP AAA architecture, brokers can be in the forwarding

     path, in which case they act as transparent proxies (proxy

     brokers).  Alternatively, it is also possible to conceive of

     brokers operating as certifying authorities outside of the

     forwarding path (routing brokers).

[j]  An auditable process is one in which it is possible to definitively

     determine what actions have been performed on AAA packets as they

     travel from the home AAA server to the network device and back.

[k]  The AAA protocol MUST allow communication to be secured.  However,

     the AAA protocol MUST also allow an underlying security service

     (e.g. IP Security) to be used. When the latter is used, the former

     MUST NOT be required.

[l]  The AAA protocol MUST be extensible by third parties (e.g. other

     IETF Working Groups), in order to define attributes that are

     specific to the service being defined. This requirement simply

     means that the AAA protocol MUST allow groups other than the AAA WG

     to define standard attributes.
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4
4.
.2
2.
.  Authentication Requirements

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

| Authentication            | NASREQ  | ROAMOPS | MOBILE  |

| Reqts.                    |         |         |   IP    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   NAI Support             |    M    |   M     |   S/M   |

|      a                    |    9    |   2     |32,34,39/|

|                           |         |         |   40    |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   CHAP Support            |    M    |   M     |         |

|      b                    |   10    |   3     |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   EAP Support             |    M    |   S     |         |

|      c                    |   10    |   3     |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   PAP/Clear-Text Support  |    M    |   B     |         |

|      d                    |   26    |   3     |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Re-authentication       |    M    |         |    S    |

|   on demand               |   17    |         |   33    |

|      e                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Authorization Only      |    M    |         |         |

|   without Authentication  |    9    |         |         |

|      f                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Key

M = MUST

S = SHOULD

O = MAY

N = MUST NOT

B = SHOULD NOT

Clarifications
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[a]  The AAA protocol MUST allow the use of Network Access Identifiers

     (NAI) [8] to identify users and/or devices.

[b]  The AAA protocol MUST allow CHAP [20] authentication information to

     be transported. This is commonly used by Network Access Servers

     that request authentication of a PPP user.

[c]  The AAA protocol MUST allow for Extensible Authentication Protocol

     (EAP) [14] payload to be transported. Since some EAP authentication

     mechanisms require more than one round trip, the AAA protocol must

     allow for such authentication mechanisms to be used. The actual EAP

     authentication mechanism negotiated MUST be transparent to the AAA

     protocol. When EAP is used, authentication typically occurs between

     the user being authenticated and his/her home AAA server.

[d]  While PAP is deprecated, it is still in widespread use for its

     original intended purpose, which is support of clear-text

     passwords.  As a result, a AAA protocol will need to be able to

     securely transport clear-text passwords. This includes providing

     for confidentiality of clear-text passwords traveling over the

     wire, as well as protecting against disclosure of clear-text

     passwords to proxies in the forwarding path.

[e]  The AAA protocol MUST allow for a user to be re-authenticated on-

     demand. The protocol MUST allow for this event to be triggered by

     either the user, access device (AAA client), or the home or visited

     AAA server.

[f]  The AAA protocol MUST NOT require that credentials of the user be

     provided during authorization. The AAA protocol supports

     authorization by identification or assertion only.
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4
4.
.3
3.
.  Authorization Requirements

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

| Authorization             | NASREQ  | ROAMOPS | MOBILE  |

| Reqts.                    |         |         |   IP    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|   Static and Dynamic      |         |         |         |

|   IPv4/6 Address Assign.  |    M    |   M     |   M     |

|      a                    |   11    |   5     | 32 36   |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   RADIUS gateway          |    M    |   M     |    M    |

|   capability              |   44    |   3     |    45   |

|      b                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Reject                  |    M    |   M     |   M     |

|   capability              |   12    |   4     |  39     |

|      c                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Precludes layer 2       |    N    |   N     |         |

|   tunneling               |   11    |   5     |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Re-Authorization on      |    M    |         |   S     |

|   demand                  |   18    |         | 30 33   |

|      d                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Support for Access Rules,|    M    |         |         |

|  Restrictions, Filters    | 11, 19  |         |         |

|      e                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  State Reconciliation     |    M    |         |         |

|      f                    |   20    |         |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Unsolicited Disconnect   |    M    |         |         |

|      g                    |   18    |         |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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Key

M = MUST

S = SHOULD

O = MAY

N = MUST NOT

B = SHOULD NOT

Clarifications

[a]  The AAA protocol MUST allow a server to provide a static or dynamic

     address during the authorization phase of a user and/or device. The

     address assigned MUST be either of type IPv4 or IPv6.  If both the

     client AND the server are aware of a pre-configured address, then

     it is considered static. Anything else is dynamic.

[b]  This requirement refers to the ability of a new AAA protocol be

     sufficiently compatible with the large installed base of attributes

     for existing approaches (RADIUS), such that a server implementation

     could speak both protocols, or translate between them.

[c]  This requirement refers to the ability of a proxy broker to deny

     access without forwarding the access request to the AAA server, or

     to deny access after receiving an access accept from the AAA

     server.

[d]  This requirement refers to the ability of the AAA client or server

     to trigger re-authorization, or to the ability of the server to

     send updated authorization information to the device, such as "stop

     service." Authorization can allow for a time period, then

     additional authorization can be sought to continue.  A server can

     initially authorize a user to connect and receive services, but

     later decide the user is no longer allowed use of the service, for

     example after N minutes. Authorizations can have a time limit. Re-

     authorization does not necessarily imply re-authentication.

[e]  This requirement refers to the ability to of the protocol to

     describe access operational limitations and authorization

     restrictions to usage to the NAS which includes (but is not limited

     to):

        1. Session expirations and Idle Timeouts

        2. Packet filters

        3. Static routes

        4. QoS parameters

[f]  This requirement refers to the ability of the NAS to use the AAA

     server to manage resource allocation state. This capability can

     assist with, but it is not synonymous with, simultaneous user login

     control, port usage limitations, or IP address pooling.
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     The design must provide for recovery from data loss due to a

     variety of faults, including NAS and AAA server reboots, and

     NAS/AAA server communication outages, and MUST be independent of

     the accounting stream.  The granularity of the recovery of state

     information after an outage may be on the order of a fraction of a

     minute. In order to provide for state recovery, explicit

     session/resource status and update and disconnect messages will be

     required.

     Because of potential multi-domain issues, only systems that

     allocate or use a resource should track its state.

[g]  This requirement refers to the ability of the AAA server to request

     the NAS to disconnect an active session for authorization policy

     reasons.
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4
4.
.4
4.
.  Accounting Requirements

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

| Accounting                | NASREQ  | ROAMOPS | MOBILE  |

| Reqts.                    |         |         |   IP    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Real-time accounting    |    M    |    M    |   M     |

|      a                    |   14    |    7    |  31     |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Mandatory Compact       |         |    M    |         |

|    Encoding               |         |    7    |         |

|      b                    |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Accounting Record       |         |    M    |   M     |

|    Extensibility          |         |    7    |  33     |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Batch Accounting        |    S    |         |         |

|      c                    |   21    |         |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Guaranteed Delivery     |    M    |         |    M    |

|      d                    |   22    |         |   31    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|   Accounting Time Stamps  |    M    |         |    M    |

|      e                    |   23    |         |   40    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Dynamic Accounting       |    M    |         |         |

|      f                    |   48    |         |         |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Key

M = MUST

S = SHOULD

O = MAY
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N = MUST NOT

B = SHOULD NOT

Clarifications

[a]  This requirement may be loosely defined as reporting synchronously

     with events. Typically the time window is on the order of seconds,

     not milliseconds.

[b]  The AAA protocol's Accounting data format MUST NOT be bloated,

     imposing a large overhead for one or more accounting data elements.

[c]  This requirement refers to the ability to buffer or store multiple

     accounting records, and send them together at some later time.

[d]  This is an application layer acknowledgment. This is sent when the

     receiving server is willing to take responsibility for the message

     data.

[e]  This requirement refers to the ability to reflect the time of

     occurrence of events such as log-on, logoff, authentication,

     authorization and interim accounting. It also implies the ability

     to provide for unambiguous time-stamps.

[f]  This requirement refers to the ability to account for dynamic

     authentication and authorization. To support this, there can be

     multiple accounting records for a single session.
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4
4.
.5
5.
.  Unique Mobile IP requirements

In addition to the above requirements, Mobile IP also has the following

additional requirements:

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Encoding of Mobile IP    |         |         |   M     |

|  registration messages    |         |         |   33    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Firewall friendly        |         |         |   M     |

|      a                    |         |         |   35    |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           |         |         |         |

|  Allocation of local Home |         |         |   S/M   |

|  agent                    |         |         |  37/41  |

|                           |         |         |         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Key

M = MUST

S = SHOULD

O = MAY

N = MUST NOT

B = SHOULD NOT

Clarifications

[a]  A firewall friendly protocol is one which is designed to

     accommodate a firewall acting as a proxy. For example, this would

     permit a Home Agent AAA server situated behind a firewall to be

     reachable from the Internet for the purposes of providing AAA

     services to a Mobile IP Foreign Agent.

     Footnotes

     [1] Section 4.2.1 of [2]

     [2] Section 4.2.2 of [2]. Also see [8].

     [3] Section 4.2.3 of [2]. Also see [14].

     [4] Section 4.2.4 of [2].

     [5] Section 4.2.5 of [2].

     [6] Section 4.2.6 of [2].

     [7] Section 4.3 of [2].

     [8] Section 6 of [3].  Also see [6].

     [9] Section 8.2.2.2 of [3].  Also see [14].
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     [10] Section 8.2.2.1 of [3].  Also see [14].

     [11] Section 8.3.2.2 of [3].  Also see [7].

     [12] Section 8.1.1 of [3].

     [13] Section 8.1.4.4 of [3].

     [14] Section 8.4.1.2 of [3].

     [15] Section 8.4.2 of [3].

     [16] Section 8.1.3 of [3].

     [17] Section 8.2.1.2 of [3].

     [18] Section 8.3.1.1 of [3].

     [19] Section 8.3.2.1 of [3].  Also see [7].

     [20] Section 8.3.2.3 of [3].  Also see [6], [7].

     [21] Section 8.4.1.3 of [3].

     [22] Section 8.4.1.1 of [3].

     [23] Section 8.4.1.4 of [3].

     [24] Section 8.4.3.1 of [3].

     [25] Section 8.4.3.2 of [3].

     [26] Section 8.2.3.1 of [3].

     [27] Section 8.3.3.1 of [3].

     [28] Section 8.1.4.1 of [3].

     [29] Refer [15]

     [30] Section 3 of [5]

     [31] Section 3.1 of [5]

     [32] Section 4 of [5]

     [33] Section 5 of [5]

     [34] Section 5.1 of [5]

     [35] Section 5.2 of [5]

     [36] Section 5.3 of [5]

     [37] Section 5.4 of [5]

     [38] Section 5.5 of [5]

     [39] Section 6 of [5]

     [40] Section 5.1 of [4]

     [41] Section 5.2.2 of [4]

     [42] Section 8.2.2.2 of [3]

     [43] Section 8.1.2.3 of [3]

     [44] Section 8.1.2.2 of [3]

     [45] Section 5.4 of [4]

     [46] Section 7 of [4]

     [47] Section 8 of [5]

     [48] Section 8.4.1.5 of [3]
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6
6.
.  Security Considerations

This document, being a requirements document, does not have any security

concerns.  The security requirements on protocols to be evaluated using

this document are described in the referenced documents.

7
7.
.  IANA Considerations

This draft does not create any new number spaces for IANA

administration.
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0.
.  Intellectual Property Statement

The IETF takes no position regarding the validity or scope of any

intellectual property or other rights that might be claimed to  pertain

to the implementation or use of the technology described in this

document or the extent to which any license under such rights might or

might not be available; neither does it represent that it has made any

effort to identify any such rights.  Information on the IETF's

procedures with respect to rights in standards-track and standards-

related documentation can be found in BCP-11.  Copies of claims of

rights made available for publication and any assurances of licenses to

be made available, or the result of an attempt made to obtain a general

license or permission for the use of such proprietary rights by

implementors or users of this specification can be obtained from the

IETF Secretariat.

The IETF invites any interested party to bring to its attention any

copyrights, patents or patent applications, or other proprietary rights

which may cover technology that may be required to practice this

standard.  Please address the information to the IETF Executive

Director.
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1.
.  Full Copyright Statement

Copyright (C) The Internet Society (2000).  All Rights Reserved.

This document and translations of it may be copied and furnished to

others, and derivative works that comment on or otherwise explain it or

assist in its implementation may be prepared, copied, published and

distributed, in whole or in part, without restriction of any kind,

provided that the above copyright notice and this paragraph are included

on all such copies and derivative works.  However, this document itself

may not be modified in any way, such as by removing the copyright notice

or references to the Internet Society or other Internet organizations,

except as needed for the purpose of developing Internet standards in

which case the procedures for copyrights defined in the Internet

Standards process must be followed, or as required to translate it into

languages other than English.  The limited permissions granted above are

perpetual and will not be revoked by the Internet Society or its

successors or assigns.  This document and the information contained

herein is provided on an "AS IS" basis and THE INTERNET SOCIETY AND THE

INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR

IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE

INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED

WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE."
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2.
.  Expiration Date

This memo is filed as <draft-ietf-aaa-na-reqts-07.txt>,  and  expires

March 1, 2001.
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