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	1st Change


[bookmark: _Toc97278326][bookmark: _Toc95144310]
4.9.x.1.1 	Role based access control
This is based upon the concept of assigning the appropriate permissions and privileges to authorized usersMnS consumers. The combinations of the permissions and privileges make up a role. The MnS consumersusers who belong to a role should be assigned to MnSs resources based on a least privilege principle and access rulespermissions associated to the  resourceMnS. The principle of least privileges states that the MnS consumersusers should be granted access only to the data and the operations that are required to perform consume the jobMnS. This minimizes the possibility of a security breach. 
The management system should be setup for access control by a system administrator who will have the know-how of creating the required MnS consumersusers and roles. Different MnS consumers can be assigned to one role or different roles. Roles will use the various access rulespermissions. Additionally, the system administrator will also need to setup the access rules permissions for a MnS producer.
Roles could be in various categories like full access and restricted access, which are reflected through corresponding permission lists. The access rules will be defined on a MnS producer which could relate to all or combinations of component A, component B and component C.The access permissions for roles will be configured according to the consumer access right of MnS component A or component B or component C.

[image: A black background with blue text and a black rectangle

Description automatically generated] [image: ]
Figure 4.9.x.1.1-y - Example of role based access control
The Figure 4.9.x.1.1-y -Example of role based access control shows how a MnS consumeruser is assigned to a role. The roles in turn are able to act upon a resource management service with the required operation on a MnS Producer. The actions MnSs that can be performed consumed by MnS consumers are defined by the access rulespermissions. In Figure 4.9.x.1.1-y, MnS consumers belonging to different domains (i.e. NOP domain and Vertical domain) are assigned to different roles respectively. For each role, there is an associated permission list which shows the allowed accessing scope of MnSs. MnS 1, MnS 2 and MnS 3 are different with each other in at least one of the component A, component B and component C. 
	[bookmark: _Toc462827461][bookmark: _Toc458429818]Next change


4.9.x.1.4	 Roles to associated to MnSresources (consisting of IOCs(static),MOIs(dynamic) and corresponding operations
Role-based access control defines roles. Roles are associated to access rules permission lists which are combinations of resources and operations (e.g., CRUD operations). The resources can be represented by IOCs(static) and/or MOIs (dynamic). Hence the resources in context areMnS Component A and Component B and/or Component C. and the operations are Component A.
	Next change


4.9.x.2    Requirements
· UC-MSAC-0x - 3GPPP management system shall support role-based access control for the resourcesMnSs represented by the MnS component A, B and C. 
· UC-MSAC-0x.01- 3GPP management system shall support authentication and authorisation for management services.
· UC-MSAC-0x.02 - 3GPP management system shall support identity to role assignment.
· UC-MSAC-0x.03 - 3GPP management system shall support roles which are associated to resources MnSs represented by the MnS component A, B and C.(IOCs(static) and/or MOIs(dynamic)) and the corresponding operations.

	End of changes
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