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2	References
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3	Rationale
In TR 28.824 [1] clause 7.9, three exposure scenarios which are compliant with CAPIF are introduced. The problem is that the CAPIF function entities (e.g. CAPIF Core Function, API provider domain functions) are placeholders representing a set of functionalities related to common northbound API exposure framework. Therefore, this contribution will further fill the gap between the common CAPIF function entities with specific MnS producer to fulfil CAPIF function entities implementation on management domain. 
For CAPIF alternative 1, no CAPIF function entity is placed in the scope of MnS Producer, which means that there is no need to apply a specific MnS producer to implement CAPIF function entity in SA5. But the exposure governance for management capability is needed since the exposure governance on management domain helps to prevent illegal or improper access to management capability for any OAM-external consumer as described in TS 28.533 [2] clause 4.4. Therefore, this contribution proposes that EGMF will implement the exposure governance as the exposure gateway to management domain. 
For CAPIF alternative 2, API provider domain functions are within the scope of MnS producers, yet it doesn’t specify which MnS producer will implement the functions defined in API provider domain. Therefore, this contribution proposes that EGMF will play the role as the service API provider function and fulfil all functionalities defined for API provider domain functions.
For CAPIF alternative 3, CAPIF core function and API provider domain functions are within the scope of MnS producers, yet it doesn’t specify which MnS producer will implement the functions defined in CAPIF core function and API provider domain functions. Therefore, this contribution proposes that EGMF will play the role as the combination of CAPIF core function and service API provider function to fulfil all functionalities defined for CAPIF core function and API provider domain functions.
[bookmark: _GoBack]In this proposal, concrete examples are given to show the what the exposure governance does to management services (i.e. simplification, filtering and abstraction) as specified in TS 28.533 [2] clause A.2.

4	Detailed proposal
[bookmark: _Toc49757787]This contribution proposes to make the following changes in [1].
[bookmark: _Toc95755608]
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7.x	Possible solutions for CAPIF function entities implementation on management domain
7.x.1	EGMF supports the exposure governance
This clause describes how the exposure governance is implemented by EGMF and the corresponding EGMF functionalities compliant with clause 7.9.1 Exposure via CAPIF alternative 1.
[image: ]
Figure 7.x.1: EGMF implements the exposure governance
Figure 7.x.1 conforms to Figure 7.9.1-1: Exposure via CAPIF alternative 1 in clause 7.9.1. EGMF implements Exposure Governance as described in TS 28.533 clause 4.4 [11].
To implement exposure governance, EGMF should implement the following functionalities: 
· Provide the governance on management services to control the management capabilities exposed to MnS consumers. The exposed MnS can be provided as service APIs as is to API invoker by API Exposing Function. The governance could be the simplification, filtering and abstraction as specified in TS 28.533 clause A.2 [11].
The Figure 4.2.3 in S5-222189 [22] is referred as Figure 7.x.1.2 to specify what the exposure governance does to management services.

 Figure 7.x.1.2: exposure governance on management service A and management service B
The management services provided by MnF 1, MnF 2 and MnF 3 can be regarded as EGMFs. Examples are given showing what the simplification, filtering and abstraction are.
· Simplification example:  Assuming the management service A is Provisioning MnS with supported HTTP operations PUT, GET, PATCH, DELETE, the simplification on management service A could be that only HTTP operation GET is available to management service A' consumer. 
· Filtering example: Assuming the management service A is Provisioning MnS, the filtering on management service A could be that only part of the attributes of the NRM MOI which constitute the component Type B of management service A'' will be exposed to management service A'' consumer.
· Abstraction example: Assuming the management service A producer is for the provisioning management on RAN subnetwork, while the management service B producer is for provisioning management on 5GC subnetwork. The abstraction on management service A and management service B could be the combination of these two management services to achieve the provisioning management on an end to end network slice for exposure purpose.

7.x.2	EGMF implements the API provider domain functions
This clause describes how the API provider domain functions are implemented by EGMF and the corresponding EGMF functionalities compliant with clause 7.9.2 Exposure via CAPIF alternative 2.
[image: ]
Figure 7.x.2: EGMF implements the API provider domain functions
Figure 7.x.2 conforms to Figure 7.9.2-1: Exposure via CAPIF alternative 2 in clause 7.9.2. EGMF implements API Exposing Function, API Publishing Function, API Management Function as specified in TS 23.222 [14] and Exposure Governance as described in TS 28.533 clause 4.4 [11]. 
To implement exposure governance, EGMF should implement the following functionalities:
· Provide the governance on management services to control the management capabilities exposed to MnS consumers. The governance could be the simplification, filtering and abstraction on the dimension of MnS components Type A, B, and C respectively. For the simplification, filtering and abstraction, see clause 7.x.1 for further details. 
To implement API Exposing Function, EGMF should implement the following functionalities, see further details in TS 23.222 clause 6.3.4 [14]
· Authenticate the API invoker based on the identity and other information required for authentication of the API invoker provided by the CAPIF core function.
· Validate the authorization provided by the CAPIF core function.
· Log the service API invocations at the CAPIF core function.
· Invocation of Service APIs. The exposed MnS can be provided to API invoker as service APIs as is.
To implement API Publishing Function, EGMF should implement the following functionalities, see further details in TS 23.222 clause 6.3.5 [14]
· Publish the service API information of the API provider to the CAPIF core function.
To implement API Management Function, EGMF should implement the following functionalities, see further details in TS 23.222 clause 6.3.6 [14]
-	Audit the service API invocation logs received from the CAPIF core function.
-	Monitor the events reported by the CAPIF core function.
-	Configure the API provider policies to the CAPIF core function.
-	Monitor the status of the service APIs.
-	Onboard the new API invokers and offboard API invokers.
-	Register and maintain registration information of the API provider domain functions on the CAPIF core function.


7.x.3	EGMF implements the CAPIF Core Function and API provider domain functions
This clause describes how the CAPIF Core Function and API provider domain functions are implemented by EGMF and the corresponding EGMF functionalities compliant with clause 7.9.3 Exposure via CAPIF alternative 3.
[image: ]
Figure 7.x.3: EGMF implements the CAPIF Core Function and API provider domain functions
Figure 7.x.3 conforms to Figure 7.9.3-1: Exposure via CAPIF alternative 3 in clause 7.9.3. EGMF implements CAPIF Core function, API Exposing Function, API Publishing Function, API Management Function as specified in TS 23.222 [14] and Exposure Governance as described in TS 28.533 clause 4.4 [11]. 
To implement exposure governance, EGMF should implement the following functionalities:
· Provide the governance on management services to control the management capabilities exposed to MnS consumers. The governance could be the simplification, filtering and abstraction on the dimension of MnS components Type A, B, and C respectively. For the simplification, filtering and abstraction, see clause 7.x.1 for further details. 
To implement API Exposing Function, EGMF should implement the following functionalities, see further details in TS 23.222 clause 6.3.4 [14]
· Authenticate the API invoker based on the identity and other information required for authentication of the API invoker provided by the CAPIF core function.
· Validate the authorization provided by the CAPIF core function.
· Log the service API invocations at the CAPIF core function.
· Invocation of Service APIs. The exposed MnS can be provided to API invoker as service APIs as is.
To implement API Publishing Function, EGMF should implement the following functionalities, see further details in TS 23.222 clause 6.3.5 [14]
· Publish the service API information of the API provider to the CAPIF core function.
To implement API Management Function, EGMF should implement the following functionalities, see further details in TS 23.222 clause 6.3.6 [14]
-	Audit the service API invocation logs received from the CAPIF core function.
-	Monitor the events reported by the CAPIF core function.
-	Configure the API provider policies to the CAPIF core function.
-	Monitor the status of the service APIs.
-	Onboard the new API invokers and offboard API invokers.
-	Register and maintain registration information of the API provider domain functions on the CAPIF core function.
To implement CAPIF Core Function, EGMF should implement the following functionalities, see further details in TS 23.222 clause 6.3.3 [14]
-	Authenticate the API invoker based on the identity and other information required for authentication of the API invoker.
-	Support mutual authentication with the API invoker.
-	Provide authorization for the API invoker prior to accessing the service API.
-	Publish, storing and supporting the discovery of service APIs information.
-	Control the service API access based on PLMN operator configured policies.
-	Store the logs for the service API invocations and providing the service API invocation logs to authorized entities.
-	Charge based on the logs of the service API invocations.
-	Monitor the service API invocations;
-	Onboard a new API invoker and offboard an API invoker;
-	Store policy configurations related to CAPIF and service APIs;
-	Support accessing the logs for auditing (e.g. detecting abuse); and
-	Support publishing, discovery of service APIs information with another CAPIF core function in CAPIF interconnection
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