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	Start of 1st modification



[bookmark: _Toc19796742][bookmark: _Toc27046876][bookmark: _Toc35858094][bookmark: _Toc82184201]5.1.2	Interactions between management service producer and management service consumer
The interactions between the management service producer and management service consumer follows one of the three following paradigms:
-	"Request-response": A management service producer is requested by a management service consumer to invoke an operation, which either performs an action or provides information or both. The management service producer provides response based on the request by management service consumer.


Figure 5.1.1.1: Request-response communication paradigm
- "Subscribe-notify": A management service consumer requests a management service producer to establish a subscription to receive network events via notifications, under the filter constraint specified in this operation.
Subscriptions can be created also by other means than by using such operation.


Figure 5.1.1.2: Subscribe-notify communication paradigm
NOTE: 	Example of a common aspect applicable to all management services is the use of notifications. For a management service to use notifications the management service consumer needs a subscription to notifications it is interested in. The management service consumer requests the creation of a subscription by sending a subscribe operation to the management service producer. To cancel a subscription the consumer sends an unsubscribe operation to the producer.
-	"Connect-streaming": A management producer is provided with the address the managaementmanagement service consumer. The management service producer requests to establish a connection with the management service consumer for management data streaming. The management service producer sends the management data, when they are ready, by streaming to the management service consumer over the established connection.


Figure 5.1.1.3: Connect-streaming communication paradigm
-	"Request-response with access control" in explicit authentication and authorization mode: An authentication service producer is requested by a management service consumer for authentication, the authentication service producer authenticates the management service consumer according to information in the request, authentication policies and other information associated to the identity of the management service consumer. After being successfully authenticated, the management service consumer may send request to an authorization service producer to get access token for permissions. After getting access token from an authorization service producer,  the management service consumer sends request to corresponding management service producers to access management services. The management service producer provides response to the consumer after verifying the access token.  Figure 5.1.1.x-1 depicted typical Request-response communication paradigm with access control explicit authentication and authorization mode


Figure 5.1.1.x-1: Request-response communication paradigm with access control (explicit authentication and authorization)

-	"Request-response with access control" in implicit authentication and authorization mode: management service consumer initiates a management session towards management service producer.  Management service producer accesses authentication service producer to authenticate the management service consumer according to information in the request, groups and other information associated to the identity of the management service consumer. After successfully being authenticated, the management service consumer sends request to management service producer to access management services, management service producer enforces access control using local policies applicable for the current authentication context
NOTE:  If Authentication Service Producer is unavailable, MnS Producer may opt to perform local authentication.


Figure 5.1.1.x-2: Request-response communication paradigm with access control (implicit authentication and authorization)


	End of modification



	Start of 2nd modification



[bookmark: _Toc19796751][bookmark: _Toc27046885][bookmark: _Toc35858103][bookmark: _Toc82184210]Annex X (normative):
Access control workflow 
[bookmark: _Toc19796752][bookmark: _Toc27046886][bookmark: _Toc35858104][bookmark: _Toc82184211]X.1	Explicit authentication and authorization


[image: Generated by PlantUML]



NOTE 1: the authentication (administrative) service consumer could be a portal or other operator tool acting on behalf of an  administrator of operator.
Precondition:
Mutual authentication between authentication (administrative) service consumer and authentication/management service producer, as well as between MnS producer and authentication service producer,  has been done,  according to operator's implementation.
Authentication service producer contains authentication information required to perform authentication such as identities (including credential of the identity), and/or groups, and/or authentication policies.  The specific information required will depend on the implementation.   
The MnS consumer successfully authenticated (or validated the authenticity of) authentication/management service producer.

Procedure:
101. When authentication request is received, authentication service producer gets the identifier and credential of the MnS consumer, along with other context information (e.g. address of the client) from the request.
NOTE 2: challenges may be exchanged between MnS consumer and authentication service producer for some authentication protocols.
102. Based on identifier in the request, authentication service producer gets identity information, e.g. status of the identity, associated group(s) of the identity, credential of the identity, etc., from data store. Then the producer authenticates the MnS consumer  by validating the identity information and other context (e.g. time, location of the consumer) according to authentication policies (e.g. authentication factor, protocol, supported time, location, status of the consumer, etc. ) associated to the group(s) the MnS consumer belongs to.
103. The authentication service producer updates the authentication state of the MnS consumer in the data store after authenticated the MnS consumer. 
NOTE 3: If authenticate successfully and authentication assertion is supported by the protocol, the authentication service producer constructs authentication assertion and may update the assertion of the MnS consumer in the data store.
104. If authenticate successfully and authentication assertion is supported by the protocol, the authentication service producer sends successful response with an authentication assertion to the MnS consumer.
105. If authenticate successfully and authentication assertion is not supported by the protocol, the authentication service producer sends successful response without authentication assertion to the MnS consumer.
106. If fail for authentication, the authentication service producer sends failure response to the MnS consumer.
After the MnS consumer is authenticated:
If access token is supported by the MnS producer and consumer:
201. The MnS consumer gets access token from authorization service producer.
202. The authorization service producer validates the assertion and construct access token.
203. The authorization service producer  returns access token to the MnS consumer.
204. The MnS consumer accesses MnS with the access token.
205. The MnS producer validates the token.
206. The MnS producer performs the operation and returns result to the MnS consumer if the token is valid.
If access token is not supported by the MnS producer and consumer:
207. The MnS consumer accesses MnS from MnS producer.
208. The MnS producer validate the authentication assertion and check permission of the MnS consumer with authorization service producer.
NOTE 4: The MnS producer may authorize the MnS request of MnS consumer according to local policies. 
209. The MnS producer performs the operation and returns result to the consumer if the MnS request is allowed according to permissions.

X.2	Implicit authentication and authorization
[image: ]

Precondition:
A centralized authentication service producer, e.g. LDAP server, is deployed in operator’s network and will be used by MnS Producer to perform authentication.  MnS Consumer does not interact directly with authenication service producer.
Authentication service producer contains authentication information required for MnS Producer to perform authentication such as MnS Consumer identities (including credentials) and/or groups.  The specific information required will depend on the implementation.   
MnS Producer has been configured to use the centralized authentication service producer.
MnS Producer optionally has support for local authentication, i.e. in event centralized authentication service is unavailable.
MnS Producer has been configured with access rules, used for local enforcement based on MnS Consumer access privileges.

Procedure:
Session Initiation:
101. MnS Consumer initiates a management session towards MnS Producer.  As part of session establishment credentials are exchanged.
102. Based on credentials in the request, MnS Producer accesses Authentication Service Producer to verify the identity, and information required to perform access control including the associated group(s) of the identity.
103.  If Authentication Service Producer is unavailable, MnS Producer may opt to perform local authentication.
104.  If authentication is successful,  MnS Producer sends success response and an authentication context is established between MnS Consumer and MnS Producer.
105.  If authentication fails, MnS Producer sends failure response to MnS Consumer. 
Session Duration:
106/7. For each MnS Consumer request, MnS Producer enforces access control using local policies applicable for the current authentication context.
Session Termination:
108.  Upon session termination the authentication context is also terminated.


	End of modification
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