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1
Decision/action requested

The group is asked to discuss and approve the proposal..
2
References

 [1]
3GPP TR 28.817: "Management and orchestration; Study on access control for management service"
 [2]
3GPP TS 28.533: "Management and orchestration; Architecture framework"
3
Rationale

This pCR is to add one use case for access control for management service
4
Detailed proposal

	Start of 1st Change


5.x
use case – MnS is accessed by an external consumer of the 3GPP system of operator
5.x.1
Description
On behalf of an administrator of a vertical, an application or digital tool in the data center of the vertical, acting as external MnS consumer, could access MnSs produced by a MnS producer of an operator to provision and monitor services offered from the operator to the service. e.g. The application/tool of the vertical could create/delete/update a network slice and monitor performance and fault of the network slice through network slice MnS of an operator,.

The vertical could add additional users/accounts with different privileges in the 3GPP management system of the operator to separate duties of the administrators of the vertical. E.g. some administrators of the vertical can perform all operations on a network slice while other administrators can only monitor the status of the network slice
5.x.2
Issue and gaps

Potential security issues: 

Without proper access control on the external tools/applications which access the MnS of 3GPP system, attacker could utilize fraudulent tool to perform attacks, e.g. man-in-the-middle, DDoS, etc., that could cause availability and confidentiality compromising. Further, the malicious entity cannot be identified without tracking and auditing the access activities of the consumer.   
Therefore, access control, including identification, authentication, authorization and auditing, on an external MnS consumer is required to protect the management services and corresponding managed resources from unauthorized reading and writing. In addition, mutual authentication between external MnS consumer and MnS producer is required to avoid credential or other information leaking and damage because of fake MnS consumer or MnS producer.
In addition, as the tool/application acting as external MnS consumer is not in the data centre of operator, which can be in vertical data centre or any other location, and the functionality of the tool could be out the scope of 3GPP, the security position of the tool can be dynamic and unexpectable. Therefore, stronger, more flexible and adaptive access control are required to adapt the context change of the tools as the external MnS consumer.

Gap: 

Identification of MnS producer and external MnS consumer is not supported in existing 3GPP management system.
Authentication between MnS producer and external MnS consumer is not supported in existing 3GPP management system.

Authorization of a external MnS consumer on behalf of administrator of a vertical, is not supported in existing 3GPP management system.

Tracking and audit the activities/behaviours of a external MnS consumer is not supported in existing 3GPP management system.

	End of Change


	Start of 2nd Change


6
Potential requirements for access control for management service

Editor’s notes: the potential requirements derived from different use cases could be overlapped with each other, the duplicated requirements will be removed when merge the agreed pCRs to the draft of the TR.
Editor’s notes: suppose in the same time only single  administrator of a vertical is bound to an external tool in this use case, supporting tool/application with binding multiple administrators/users of the vertical in the same time is FFS

· The 3GPP management system could have the capability to identify a management service producer

· The 3GPP management system could have the capability to identify an external management service consumer 

· The 3GPP management system could have the capability to support mutual authentication between management service producer and external management service consumer
· The 3GPP management system could have the capability to support multi-factor authentication of an external management service consumer

· The 3GPP management system could have the capability to support adaptive authorization of an external management service consumer based on operator’s policies, SLA between the operator and the customer the management service consumer represented, and security context of the external management service consumer
· The 3GPP management system could have the capability to support tracking activities of an external management service consumer
· The 3GPP management system could have the capability to support tracking activities of an internal/external user of the 3GPP management system

	End of Change


