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1
Decision/action requested

Discuss and approve for inclusion in 28.809
2
References

3
Rationale

The MDAS could be used to identify possible issues with functioning of software or hardware entities in the 3GPP network prior to failure. 

4
Detailed proposal 
6.4.2
Fault prediction analysis

6.4.2.1
Use case

In 5G network, millions of alarms are generated every day. The causes of these alarms are usually the faults or abnormal states of the network. These alarms could be caused by for example the multiple managed entities (MEs) such as  NSI (Network slice instance), NSSI (network slice subnet instance), NFs (network functions) (that could be run over Virtual NFs (VNFs) or as Physical NFs (PNFs)) that may be subject to risks e.g. inaccurate programming, unforeseen software errors, incorrect or incompatible version of software or hardware being used, vulnerabilities in design, unforeseen protocol errors, security errors and so on.  The current treatment method is generally based on the alarm information analysis, to find out the cause of the faults or abnormal states, and then determine the fault repair method and solve the problems, so as to eliminate the alarms. Because the amount of alarms is so large, it is a big challenge to deal with these alarms in a timely and efficient manner.

One the other hand, when we look at it the other way, if the network can be maintained very well so that it has fewer faults and abnormal states, then there will be fewer alarms. This requires the system to be able to predict the potential faults or abnormal states before they occur, and to recommend appropriate handling actions to prevent the fault or abnormal state really occur. For example: often long before failures manged entities (particularly software entities) tend to exhibit strange outlying behaviour in comparison with their previous operation (example: sudden increase in time taken to process requests, high compute or memory use, slower response to heartbeat and so forth). In 5G network, MDAS is adopted, which is in conjunction with AI and ML techniques. The MDAS producer may train the ML model of the MDAS by using the historical alarms, performance measurements, configuration data and network topology information to obtain the basic health maintenance knowledges (e.g. the relationship between the faults or potential faults and the related maintenance actions). 

The MDAS producer monitors and analyses the performance measurements and KPIs continuously, and provides the analytics report which includes the predictive information of potential faults or abnormal states and corresponding recommendation of maintenance actions to prevent the fault or abnormal state really occur, so that the MDAS consumer can execute the recommended actions accordingly or by taking the recommended actions into account.
The MDAS producer is informed when the recommended actions are taken by the MDAS consumer to maintain the network health, so that the MDAS producer can evaluate the result of the executed actions and update its basic health maintenance knowledges.

The MDAS producer also periodically does the ML training based on the new collected alarms, performance measurements and KPIs, configuration data, and updates its basic health maintenance knowledges.

6.4.2.2
Potential requirements
REQ-HEALTH_MDA-01:
 The MDAS producer shall have a capability to provide the analytics report describing the fault prediction analysis results.

REQ-HEALTH_MDA-02:
 The analytics report describing the results from the fault prediction analysis should include the detailed advice on how to eliminate the cause of potential fault(s).

Note: 
The detailed advice described in the fault prediction analytics report may include but not limited the follows: 

-
List of potential faults and severity levels

-
Affected objects’ identifiers
-
Recommended actions
-
Timestamp: Time at which the report is generated

-
Relevant performance measures 
-
The start time and end time of the Outlying ME analysis
6.4.2.3
Possible solutions

6.4.2.3.1
Solution description

The MDAS producer analyses the management data described in the following subclauses to identify the potential faults or abnormal states and corresponding recommended actions. The required data can be from RAN domain or CN domain or both.
As the table in clause 6.4.2.3.4 shows, the analytics report is able to be provided by the MDAS producer to describe the analytics result and recommendations of network health maintenance. It can be a domain specific or cross domain analytics report. This procedure may be triggered by the request or periodically. 

6.4.2.3.2
Data required for fault prediction analysis for RAN domain

The following table shows the potential data required to perform the fault prediction analysis for RAN domain.
	Data Category
	Required Data

	Performance Measurements
	RAN related performance measurements and KPIs, see TS 28.552 [8] and TS 28.554 [7];

The detailed types of performance measurements and KPIs are FFS

	Configuration Data
	The execution data including the changes or the configuration of the MOIs.

	Network topology
	The topology of the network deployment.

	Versioning and vendor information
	The versioning and vendor information of the managed entities


Note: 
The above parameters may not be the complete list.

6.4.2.3.3
Data required for fault prediction analysis for CN domain

The following table shows the potential data required to perform the fault prediction analysis for CN domain.
	Data Category
	Required Data

	Performance Measurements
	CN related performance measurements and KPIs, see TS 28.552 [8] and TS 28.554 [7];

The detailed types of performance measurements and KPIs are FFS

	Configuration Data
	The execution data including the changes or the configuration of the MOIs.

	Network topology
	The topology of the network deployment.

	Versioning and vendor information
	The versioning and vendor information of the managed entities


Note: 
The above parameters may not be the complete list.

6.4.2.3.4
Analytics report for fault prediction analysis

The following table shows the potential information carried in the analytics report of fault prediction analysis.

	Analytics Report of fault prediction
	Attribute Name
	Description

	
	Fault prediction analytics report identifier
	The identifier of the fault prediction analytics report 

	
	List of potential faults
	List of potential faults, including:

Fault type

Location

Severity level

Affected objects’ identifiers

	
	Root cause or Root alarm
	Root alarm identified or predicted by root cause decision model, e.g. incompatible software versions

	
	Recommended actions
	The recommend actions to eliminate the causes of the potential faults 


Note: 
The above parameters carried in the analytics report may not be the complete list.






















	
	

	
	


	
	

	
	

	
	

	
	





	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


