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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
New WID on access control to management service 
Acronym: MNSAC 
Unique identifier: 
{A number to be provided by MCC at the plenary} 
Potential target Release: {Rel-17}. 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Impacts 
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	TR 33.811
	Study on security aspects of 5G network slicing management
	Reference

	TS 33.501
	Security Architecture and Procedures for 5G System
	Reference


Dependency on non-3GPP (draft) specification: 
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Justification

As studied in 3GPP TR 33.811, without secure protection on management interface, an attacker may gain access to capabilities for the network management without authorization. Attackers may create network slice instances requiring significant network resources or a large number of network slice instances to exhaust the network resources and potentially bring down the network. Attackers may also modify the configuration of other customers’ slice instances to fail their SLA. Attackers could replay management messages causing repeated management operations (e.g. creating duplicated network slices) and false charging etc. (see clause 4.1 of TR 33.811). According to the study of SA3, access control (e.g. identification, authentication, authorization, accountability and audit) for protecting management service (MnS) provided by 3GPP management system is essential for service and network management and orchestration.
SA3 proposed access control solution to protect management interface, especially authorization of management service consumer’s request. It is proposed, after the mutual authentication, the management service producer determines whether the management service consumer is authorized to send requests to the management service producer. The management service producer shall authorize the requests from the management service consumer using the one of the following two options: 1) OAuth-based authorization mechanism following RFC 6749 [43]; 2) based on the local policy of the management service producer. (see clause 15.4 of TS 33.501). However, SA3 only addressed access control enforcement when MnS consumer accessing MnS provided by MnS producer. The detailed solution regarding how the access control polices are created, assigned, enforced and updated, what functionality and capability is needed to support administration, decision and enforcement of authentication and authentication, etc., are not specified in SA3, and likely not in the scope of SA3, because they’re tightly relied on management architecture framework and management system capability.

In service based management architecture of SA5, management capability exposure governance (MCEG) provides exposure governance on service based interface of management function (see clause 4.4 of TS 28.533). The MCEG is abstracted at present. This WI is proposed to provide specification for  management capability exposure governance to support access control on management service of 3gpp management system and enable automation of management and orchestration with security protection.  In addition,  define generic solution in stage 2 and concrete authentication and authorization mechanism for stage 3, e.g. for OAuth-based authorization mechanism, what type of authorization grant should be applied and what type of access token should be used, etc., 
May consider 
4
Objective

· Create user cases and technical requirements to support access control to management service
· Extend specification of management capability exposure governance to support access control policy (including authentication and authorization policy) enforcement, e.g. enforce management service consumer authentication, authorization before exposing management services and processing service request for the consumer, etc.  
· Extend NRM fragment and management service, as well as service discovery to support management service’s, management service producer’s and consumer’s identity management, e.g.,  create, delete, update identity of management service or management service consumer/producer during its registration, deregistration, update procedures.  
· Extend NRM fragment and management service to support access control policy (including authentication and authorization policy) management, e.g. create, delete, update, etc., procedures.
· Extend NRM fragment and management service to support permission management, e.g. create, delete, update, etc., procedures.
· Extend stage 3 NRM and management service definition to support solution set and protocol dependent authentication and authorization
· Align the solution with management plane security requirement and solution of SA3 when applicable.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS
	28.xxx
	create user cases and technical requirements to support access control of management service
	Sep 2020 (SA#89)
	Sep 2021 (SA#93)
	Jing Ping


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	28.533
	May refine a bit management and orchestration architecture to support access control of management service
	Sep 2021 (SA#93)
	

	28.540
	May add NRM requirement for access control
	Sep 2021 (SA#93)
	

	28.541
	May enhance 5G NRM support authentication and authorization policy management 
	Sep 2021 (SA#93)
	

	28.622
	May enhance generic NRM support authentication and authorization policy management
	Sep 2021 (SA#93)
	

	28.623
	May enhance generic NRM support authentication and authorization policy management
	Sep 2021 (SA#93)
	

	28.532
	May enhance generic management service to support access control of management service
	Sep 2021 (SA#93)
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Work item Rapporteur(s)
Jing Ping, Nokia, jing.ping@nokia-sbell.com
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Work item leadership

SA5
8
Aspects that involve other WGs
SA3

9
Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	Telefonica

	CATT

	

	

	


