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Mobile Roles Context Model

Executive Summary

This document describes the various actors in the mobile marketplace and the way in which changing technology affects their influence. The roles available to businesses has increased with the introduction of Internet and Third Generation mobile technologies because the delivery of services and applications to the user has become a more complex task with a greater number of delivery options. This model attempts to break out all the relevant activities, but their existence in a particular region will depend on the maturity of the mobile market and the quantity and type of regulation being applied.

Contents

41
Mobile Roles Context Model

2
Definition of Terms
5
2.1
Mobile Network Operator (MNO)
5
2.2
Mobile Virtual Network Operator (MVNO)
5
2.3
Customer
5
2.4
Mobile Internet Portal Provider
6
2.5
Mobile Applications Providers
6
2.5.1
Unified Messaging
7
2.5.2
Location Information Provider
7
2.5.3
Personal Profile Management
8
2.6
e-commerce
8
2.6.1
Certification Authority / PKI
8
2.6.2
Virtual Funds Transfer
8
2.7
Smartcard / SIM
9
2.8
Handset Programming
9
2.9
Mobile Handsets
9
2.10
Mobile Service Providers
10
3
The Mobile Business Model
10
4
Glossary
11


1 Mobile Roles Context Model

This model describes the current and potential actors in the mobile services arena.
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This diagram should be used in conjunction with the text below which explains the various relationships and describes activities where the multiplicity of relationships was too complex for the diagram.

2 Definition of Terms

This section describes the entities within the mobile services space.

2.1 Mobile Network Operator (MNO)

A Mobile Network Operator (MNO) is an organisation that:

· Offers mobile services to customers

· Usually offers wholesale mobile services to Service Providers who sell on to customers

· Issues its own SIM card

· Operates its own mobile switched network

· Has its own radio frequency (spectrum) allocation

· Has its own radio access network

· May rent wired access and core transmission paths from carrier providers.

The MNO has traditionally controlled the mobility marketplace, but increasing regulation and network competition has eroded their level of control. The MNO bears the cost of network build and rollout and the purchasing of mobile radio licences. They are driven to make maximum use of the radio capacity they have purchased and have to ensure they have sufficient radio capacity to be able to offer customer services. It is the MNO to whom the customer usually goes to try to resolve service problems and billing queries, even when the MNO is not necessarily their service provider. The increasing complexity of the service delivery market could make this dependence more difficult to handle.

2.2 Mobile Virtual Network Operator (MVNO)

A Mobile Virtual Network Operator (MVNO) is an organisation that:

· Offers mobile services to customers

· Has its own mobile network code

· Issues its own SIM card

· Operates its own mobile switching centre (including home location register)

· Does not have its own radio frequency (spectrum) allocation

· Does not operate a radio access network.

So far the creation of such operators has been driven by the business interests of the Mobile Network Operators. Those MNOs who have spare radio capacity and who want to make maximum use of the radio licence they have purchased are prepared to offer radio access capacity deals to MVNOs. Those MNOs who do not have spare capacity are not prepared to offer deals and the current regulatory regime in Europe does not impose the obligation on MNOs to open up their network in this way. These MNOs have now paid highly for Third Generation Mobile licences and will want to make best use of the available capacity. In addition, most countries have used the introduction of the Third Generation licences as a means of introducing new entrant operators to increase competition. These two factors could result in increasing instances of the MVNO.

2.3 Customer

In the mobile domain the customer is still often referred to as a subscriber, although this term has largely disappeared from the wired marketplace. Retail customers now have available to them a wide range of service packages from a large number of competing operators in most countries. Their ability to take the SIM with their service, to easily upgrade handsets when moving between operators and the ease with which they can roam between GSM networks has given the retail customer a lot of power, in most countries.

The Retail customer is usually classified by their method of payment; either contractual or pre-paid. The availability of low start-up cost pre-paid packages has widened the use of mobile phones dramatically over the last few years, but the type of use and regularity of use has changed resulting in the operators seeing shifts in use and revenue streams.

The Corporate customer is generally a customer with a large number of employees, say over 500. They often value the availability of mobile services to their employees as this can result in greater productivity and improved customer service. Since Corporate customer can gain value from making their employees mobile they are willing to pay the costs associated with the early launch of many of the mobile services. In these cases the corporate usually ensures that their employee only gains access to their Intranet and appropriate applications. The handset is then generally controlled by the provider on behalf of the customer rather than the end-user.

2.4 Mobile Internet Portal Provider

An Internet Portal allows users to gain access to the Internet in a controlled manner. It makes services easy to find and assists the user in searching for sites of interest to them. It may be funded by advertising displayed at the entry point, by charges made to those sites to which entry is displayed prominently, or by levies on e-commerce charges made by Internet enabled vendors. Competition in the portal market is fierce.

Access to the mobile portal is currently usually controlled by the handset. The address of the portal is built into the handset on delivery to the customer, hence control of which portal the user has easy access to is controlled by whichever organisation delivers the handset. At present the major contenders for portal supply are the handset manufacturers, the Retail Service Provider, the Mobile Network Operator and the Virtual Mobile Network Operator. The context diagram above shows the possible suppliers of Internet Portal Services. The user would prefer to be able to choose their own preferred portal, but unless their portal of choice is mobile handset enabled and easily accessible, access to portals will in reality be controlled by the supplier of the handset in the near term. An alternative means of control is in the gateways used by the handset to access the network e.g. the WAP Gateway.

Advantages to the user of using a portal vary depending on the capability of the portal and the technology used to operate it, e.g. WAP Gateway supplied or handset encoded URL. Handsets have little memory and processing capacity compared to a PC so there is little room to store information returned from sites. The portal can sometimes cache content for the user which they can browse at a speed their handset and radio connection can cope with. Similarly the site can cache cookies for the user, making it easier to browse over periods where the radio link might fail and again to save memory on the handset itself. This off-loads some of the device application load on to the mobile portal.

The Mobile Portal does all the same tasks, but is aimed at mobile device users. It will promote access to applications which have been crafted for access from a mobile device. This is necessary in order to re-purpose information on the site for display on the necessarily small screen of the handset and with limited data entry capability. Offering mobile customers access to the Internet is seen by many MNOs as a means of dissuading customers from churning to other operators. 

The Mobile Portal is also seen as an opportunity to tie customers to internet sites which have commercial links to the Mobile Portal operator. Customers are expected to demand access to the Internet as a whole rather than accept these restrictions in the longer term, because this is the expectation of existing Internet users. Since the Mobile Portal can control access to e-commerce sites, it is also seen as a way of gaining a share of e-commerce revenue by a number of players. Hence there is intense competition to build mobile portals and gain customer share. Mobile Portals are currently burned into mobile handsets by device manufacturers e.g. Nokia, sold by retailers of mobile phones e.g. Carphone Warehouse and offered by MNOs and MVNOs as part of their service package.

2.5 Mobile Applications Providers

Within this document the term mobile applications is taken to mean applications which are routinely accessed using a mobile terminal. While in theory they need be no different from applications accessible over the Internet, in practice they have to be significantly adapted to make them usable over the mobile devices which are available today and the Application Service Providers associated with Mobile Applications are usually associated with the Mobile Network Operator.

Existing applications have been re-purposed to make them usable using hand-held devices like phones. This has not always been successful though because often the way in which the application works has to be changed to make it worthwhile accessing it through a mobile device. For example, consider entering a date. When using a keyboard and reasonable sized screen, it is no effort to enter the entire date in one go in the format nn/nn/nn. To do this from a mobile phone is a horrendous experience where the user has to enter numeric mode, key in two numerics, change to character mode, find the slash character, go back into numeric mode, enter two numerics etc..  A better thought out interface requests that the user key in the day numerics and press OK, key in the month and press OK, key in the year and press OK. While that would be unthinkable on a computer interface, it is the most efficient means on a mobile phone.

Other technical issues regarding mobile applications include:

· Balancing the processing load on the handset (which uses power and space) with the delay in getting a response and having to re-enter repeated commands. Power consumption is a major issue for mobile devices.

· Dealing with the repeated loss of radio signal during application sessions. Application Cookies can be cached either on the handset (if there is space) or on an intermediate device (such as a WAP Gateway). This can save the user having to restart sessions when the signal drops out and saves having to re-enter long commands which have been used before during an application “session”.

· Managing access to secure information using mobile devices where the application may not be able to tell what level of security the device is running. It is harder to ensure end-to-end security because protocols like WAP do not necessarily pass on the security level being used between handset and WAP Gateway.

· Creating multiple levels of identification checks is necessary to differentiate the authentication of handset and user from application user but this is a disincentive to the user.

· Handling access for users who roam between networks and countries. 

· Cost of access has to be balanced against value to the user of the information and services obtainable. Cost of access over mobile networks is currently more expensive than fixed networks.

· Time taken to access services using low bandwidth radio transmission networks is greater than for high bandwidth fixed networks. This combines with the greater cost of access.

Recent press feedback on the latest Internet enabled phones has shown that people value different sorts of application when using mobile handsets, due to many of the factors listed above. The mobile applications market is therefore wide open at present.

2.5.1 Unified Messaging

Unified Messaging is a special application because mobility is one aspect of it. It is also an existing aim for many telecommunications providers and is becoming one of the first applications being offered, although usually to corporate customers who can afford the early applications. Normally the user can access written, faxed and voice messages via a variety of devices and have the message delivered either in text or sound. The capacity of the device usually determines what medium of delivery the user selects and what aspects of the message they choose to access using that device. For example, a user can have the text of an email message read out by a computer generated voice over their phone, or scrolled out in text on their PDA, but choose to have the attachments saved to be read from a computer later.

2.5.2 Location Information Provider

Location Based Services are special to mobile applications because the mobile network has the ability to identify the location of its users. It is therefore possible to deliver information relevant to the user at that particular location. Hence, they could receive adverts for goods and services in their vicinity. Alternatively they could be supplied with directions to nearby places on their request. One suggestion has been a service which tells two participating users where they are relative to one another.

The supply of this service is subject to privacy laws in many countries and so is likely to be offered on a subscriber basis only. Location information is currently owned by the MNO or the MVNO which owns the Home Location Register (HLR). Regulation may mean that MNOs are forced to open their location information up to other application service providers. It is not clear whether this would be based on network supplier Significant Market Power issues or based on opening up the application market to competition. The choice would influence the degree to which the information was made universally available to ASPs. 

Different radio networks have the ability to locate a user down to a different degree of granularity which affects their ability to offer certain services. GPS can also be built into larger handsets which gives greater granularity of location information than that provided by the mobile network. This could mean that control of location information shifts away from the network provider to the Application Service Provider or even handset manufacturer or a separate provider of location information.

2.5.3 Personal Profile Management

As has been explained in the Handset section, use of the mobile device for complex services can be restricted by the capabilities of the handset itself. The personal profile can be used to help tailor the services offered through mobile devices to the customer and hence reduce the wasted time on costly radio access to services. The way in which personal information is collected about the user and where it is stored could vary. It is not presently a widely available service, but the introduction of more complex services for Third Generation mobility could result in the facility being more important. The source of that information could shift away from the MNO to other providers e.g. the SMARTCARD supplier, the retail charge card provider, the bank. However the information is collected, the user has to have confidence in the security and confidentiality of the service and that the information is being used in a responsible and appropriate way. There is a delicate balance to strike.

2.6 e-commerce

e-Commerce can apply to a wide range of activities but in this case is assumed to involve some exchange of funds between a Client using mobile access methods to obtain goods or services and their Supplier.

2.6.1 Certification Authority / PKI

The Certification Authority is shown connected only to the Mobile Portal. This authority is in fact used by a great number of the other actors within the model and the relationships are not shown. In particular the Certification Authority can be directly associated with the MNO and the MVNO. 

Certification is the process by which two parties involved in a transaction over the Internet currently ensure that both parties are who they say they are and that neither party can later claim not to have authorised the transaction. Public Key Infrastructure is the currently favoured mechanism for implementing Certification. Certification Authorities are Third Party suppliers who provide Certificates to participating parties for a fee. They are one of the few profitable sectors of the Internet business at present. 

The use of caller verification might be needed in the longer term to assist with traditional voice services such as malicious call tracing, emergency services calls and other special services.

2.6.2 Virtual Funds Transfer

In this context, Virtual Funds Transfer is a banking transaction whereby a consumer pays for goods or services electronically from some account. At present, most people pay for goods over the Internet using Credit Cards. With the increasing popularity of Pre-Paid mobile handsets, the mobile operator can find themselves in the position of holding credit for their customers. Hence it could become possible, and desirable, for the Mobile Operator to begin acting as a bank or banking agent. Alternatively, the Mobile Operator could form an alliance with an existing banking agent. The Operator needs to be able to measure and validate the transaction if it is to take responsibility for collecting funds from users. There is the potential for additional fraud, but there is also the potential for exacting fees for the banking service. Long term this could open the possibility for customers holding credit within their mobile handsets, which could shift the balance of control further into the mobile operator’s domain.

Many different players are now vying for control of access to internet applications using mobile devices because most player think that the entity which controls access has best chance of collecting funds either from the user or supplier. The internet model currently does not offer many opportunities for making money. Whoever collects the money usually gets to keep some of it.

2.7 Smartcard / SIM

The Subscriber Identification Module (SIM) is the device within a mobile phone which identifies the subscriber to the mobile network. The SIM can be transferred between phones and the user is still uniquely identified. The Smartcard is an electronic card which can contain information about its holder. It can potentially be used as a credit or debit card and has memory capacity which can hold personal details. It has been proposed as an extension to the SIM concept. Smartcards are usually considerably larger than SIMs.

2.8 Handset Programming

Most handsets are currently programmed by the manufacturer on behalf of the network provider or customer. Proprietary applications are used, or the handset is programmed using the keypad. This is usually a lengthy procedure. There are also companies which will programme devices on behalf of another body, again either using proprietary manufacturer’s interfaces, or manually. Increasingly though Over The Air (OTA) programming interfaces are being developed which enable the handset to be updated with information once the subscriber has their handset. This can make use of SMS (which offers a limited number of characters) or proprietary interfaces to the phone. Usually it only updates small numbers of parameters and would be suitable for updating User Names and Passwords or URLs, but would probably not presently  be able to update applications on the phone.

OTA programming is not currently considered appropriate for upgrading operational applications on the phone because the radio interface is not sufficiently reliable. Large amounts of data cannot be downloaded with certainty because the device would not be able to recover if connection failed in the middle of a lengthy download. Then it might not work. The transmission speed is currently slow and if the time taken to download is long, who will pay for the airtime ? The user might not be able to use the phone during the download.

2.9 Mobile Handsets

The publicly available mobile handset falls into two main categories: the mobile phone and the Personal Digital Assistant (PDA). Mobile phones are small and designed initially for voice service. The screen is very small and the user has a very small keypad where they must toggle between numeric and character entry. There are several characters per numeric key and the user must scroll between them. To enter mixed numeric and character information requires constantly toggling between numeric and character entry. Special characters are hard to find. Examples of the PDA are the Psion and Palm Pilot. These give the user either a full character keyboard, reduced in size, or an alternative pen based interface together with a larger screen where larger amounts of text can be viewed. Often they can be connected through a local connection to the user’s mobile phone which gives mobile access, but without the inherent disadvantages of the user interface.

The growing interest in mobile internet access has meant that there is intense competition for supplying operating environments for the PDAs. Major rivals include Symbian and Windows CE. Different handset manufacturers have tied in with different suppliers of handset operating systems. Available applications will vary with different operating environments.

In the UK at present the MNOs substantially subsidise user handsets to promote their use. They assume that costs will be recovered through call charges. Handsets are not subsidised to the same extent in other countries. The introduction of (potentially) more expensive UMTS handsets could impact the UK cost model and change the way in which handsets are paid for.

2.10 Mobile Service Providers

Mobile Service Providers sell mobile services (currently voice) to retail customers. They have no network and buy network access wholesale from a Mobile Network Operator. The Mobile Network Operator is supposed to sell on equal terms to their wholly owned retail organisations (Internal Retail SP) and the external Service Providers. Most SPs badge the product with their own branding, but it is clear to the customer which mobile network they are connecting to. Usually the MNO supplies the SIM.

3 The Mobile Business Model

The mobile business model is changing more rapidly than most mobile operators’ strategy departments can keep up with. Looking more than 6 months into the future is usually considered pointless by operators. This business model explains some of the existing relationships between the different players in the market and what type of relationships could exist in the future.

There are many predictions which say that in Europe, at least, the most common means of accessing the Internet in the next ten years will be via a “mobile phone”. All the players shown in the model above are trying to corner a share in the potential market for data (as opposed to voice) applications access using mobile devices and be able to collect funds paid by users for those services.

Device manufacturers have been building their own portals, making alliances with portal suppliers, and making alliances with application providers. For example, one manufacturer did a deal with an ASP which resulted in the ASP logo being displayed on the screen of their html phones. This means that it would be so easy for users to access that ASP that they are very unlikely to go to a competitor. Similarly, handset manufacturers can burned in the URL of a particular internet portal. Often the user is then unable to change their home URL to a different one. Creating an alliance with an existing portal provider then makes that portal provider the easiest option (or only option) for a user.

Mobile Network Operators can have their own portal URL built into the phone by the manufacturer. Once having subscribed to that MNO the user can then only use the internet via their portal. Naturally, the portal then gives the user easy access to the MNO’s preferred application providers. There is increasing user pressure and regulatory drive to open up the customer’s choices for internet access.

A large mobile phone retailer in Britain, has recently made an alliance with a large ISP to launch a mobile internet portal. Since they control a large proportion of handset sales to the public, this could affect sales of the Mobile Network Operators’ services.

The model described in this document attempts to break out all the possible roles and activities within the mobile marketplace. The degree to which all the actors exist within a particular region will depend on the maturity of the mobile market in that region and on the level to which regulation is applied.

4 Glossary

ASP

Application Service Provider

BSC

Base Station Controller

ESP

Enhanced Service Provider

GPS

Global Positioning System

GSM

Global Systems for Mobile Communications

HLR

Home Location Register

IN

Intelligent Network

MNO

Mobile Network Operator

MSC

Mobile Switching Centre

MVNO

Mobile Virtual Network Operator

OTA

Over The Air

PDA

Personal Digital Assistant

PKI

Public Key Infrastructure

SIM

Subscriber Identification Module

SMS

Simple Messaging Service

SP

Service Provider

URL

Uniform Resource Locator

VLR

Visitor Location Register

VoIP

Voice over IP
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