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Service and Network Management Requirements 

1. General 

	Ref.
	Requirement
	Comments

	GEN 01
	3G should support 2G services and should be build upon existing 2G specifications where these exist.
	

	GEN 02
	All 3rd generation network equipment and capabilities must be capable of being managed by the S&NM building block.
	

	GEN 03
	3G systems should interwork with existing 2G systems
	


2. Mobile Service Provider

2.1 General 

	Ref.
	Requirement
	Comments

	MSP GN01
	The S&NM building block(s) should enable new services to be introduced quickly and efficiently. 
	The building block(s) should support the addition of new services without the need for any software update, other than the configuration data. 

	MSP GN02
	The S&NM building block(s) should be available 24x7x365.  
	This requirement needs to be further defined, but in general the building block(s) should be available 24x7x365, with a few exceptions of 9-5x5.

	MSP GN03
	Varying degrees of support for the S&NM building block(s) will be required.  
	Support for the S&NM building block(s) must meet the availability requirements as specified in MSP GN02.

	MSP GN04
	The S&NM building block(s) should have the ability to provide information over the Web.
	Providing information on the web results in lower hardware costs and a common S&NM interface.    

	MSP GN05
	Security. 
	Security requirements are not yet known. 

	MSP GN06
	The S&NM building block(s) is to respond to user input within one second.
	This is the PC/user interaction response time. 

	MSP GN07
	The S&NM building block(s) is to complete its response to user input within 3 seconds.  
	This is the PC/user interaction response time.


2.2 Service Delivery 

	Ref.
	Requirement
	Comments

	MSP SD01
	A facility to obtain information on the impact on 3rd Generation services of Network Element outages.
	The impact assessment would have to take account of both current network configuration and resilience when working out the service impact.  

The impact assessment would need to identify all services and related corporates affected by the planned outage.

	MSP SD02
	Easy access to cell coverage and 3rd Generation usage information over a period of time.
	This would allow the overall impact of the loss of a cell to be assessed. This information would show when customers would be least affected by either the loss of some of the cell capacity (e.g. from QoS sampling), or by the complete loss of the cell (as part of a planned outage).

This would also provide relatively recent usage information to show when the location-dependent part of the service has availability or performance problems.

	MSP SD03
	Access to outage information, both service-affecting and precautionary for historical, current and future outages.  
	The following outage information will be made available:

Current outages. The information available will include the time at which the service was lost and the estimated time of restoration.

Historical outages. The information available will include the time at which the service was lost and the restoration time.

Planned outages. The information available will include the time period during which the service is expected to be lost.

Outage information will include a clear statement on the service impact.

Outage information will be accessible by time and location.

The ‘precautionary’ information covers outages that are not expected to affect services. Such information can be useful for fault analysis because an outage can have unexpected effects.

The areas of the business that investigate faults (NMC, Customer Faults, and TSG) will use this information.

	MSP SD04
	A means of measuring 3rd Generation  Quality of Service (QoS).
	It is likely that this would have to be carried out by the drive round teams on a sample basis.

	MSP SD05
	A means of measuring certain characteristics of the 3rd Generation services and providing a report.
	Information is required for both the location-dependent and service-dependent parts of the service that are used by corporate customers.

This information is required in order to monitor network services and to perform trend analysis on a rolling basis.  Although this information is required to monitor the real end-to-end customer experience, until the technology is in place to monitor this, the service monitoring information will provide an indication of the customer experience.

The reporting building block(s) should include the following :  

Ability to select data for reporting 

Ability to perform comparisons

Ability to display trends

Ability to overlay reports with data from various sources

Flexible report creation 

The reports should be suitable for linkage to Web pages.

	MSP SD06
	Easy access to service usage information over a period of time.
	This would provide relatively recent usage information to show when the service-dependent part of the service has availability or performance problems.

Information would be required for each APN.

	MSP SD07
	A diagnostics facility to assist with the identification of the root cause of failure.
	The exact details of this facility require definition, however it is expected that this facility will include the following:

A means of interrogating the customer’s equipment to obtain information on the recent experience of that customer.

A means of interrogating the network equipment to obtain useful information. For example, this may include information on the pool of IP addresses that are provided for dynamic allocation to customers.

A means of tracing packets through the network in order to identify bottlenecks, routing problems etc.

A means of monitoring network traffic types e.g. http, email, Mobile Office to analyse capacity.  

	MSP SD08
	Provision of ‘common cause’ fault information.
	The S&NM building block(s) should, in some cases, be able to infer (from fault and configuration information) that a number of faults have a common cause.

	MSP SD09
	A means of controlling customer’s equipment remotely.
	This facility would assist with the identification of obscure problems by allowing an MSPs staff to find out details about customer equipment (such as a PC or notebook) without the need to ask the customer detailed questions.

Finding out details of customer’s equipment is reasonably practical, with customer co-operation, but controlling it may not be possible in many cases as IT departments are unlikely to let third parties take control of their equipment.

	MSP SD10
	A means of prioritising faults according to their effect on services.
	It may be that this facility will be provided naturally via the provision of service information. That is, instead of having a list of faults and identifying those that affect services, the services will be monitored and any service problems will be prioritised – see MSP SD15.

	MSP SD11
	A means of prioritising faults according to the associated level of service provision.
	At the time of the first draft of this SOR this issue was still under discussion between Customer Care and Service Delivery.

	MSP SD12
	A test APN.
	If pages of varying complexity were provided at this APN then this facility could be used to give an indication of throughput and latency performance.

	MSP SD13
	Automation of the APN provisioning process.
	The service design information would be input into the system only once, with the S&NM building block(s) automatically distributing data as required (rather than having the data input manually more than once).

	MSP SD14
	Automatic monitoring of the IP address pool.
	The monitoring should proactively warn of low IP address levels.

	MSP SD15
	Display of the current status (availability and performance) of each service (e.g. Mobile Office for Boots).
	The format and content of the availability and performance information will be dependent on whether or not the S&NM building block(s) has clearance to access the service in the same manner as a typical user. If such clearance is not available then performance information for equipment beyond the CPE Router will not be provided.

This facility will take account of service-affecting outages and therefore a major requirement in building this service status view is the ability to access the current configuration of the service.

This facility will also take account of performance problems which degrade the service.

It will be possible to view this information for a number of services simultaneously.

The information displayed in this view should include whether current outages are planned.   

	MSP SD16
	The ability to route traffic through the network based on Service Levels
	This functionality will be required when a differentiated service is offered to our customers. 

	MSP SD17
	Diagrammatic representation of the configuration of a service.  
	Ideally this diagram should include all components of the service where possible.  Where this is not feasible due to the complex nature of the IP network and it’s routing , the main components of the service would be sufficient.  

	MSP SD18
	The ability to suspend services.
	A service may need to be suspended in order to carry out essential maintenance work to resolve problems occurring on the service.  This requirement will need to be analysed in more detail to determine how services should be suspended.

	MSP SD19
	Integration with existing Service Delivery systems.
	An example of the systems with which the S&NM building block(s) may be required to integrate are Vantage and MaGnet. 

	MSP SD20
	The ability to Service Manage all the MSP badged services.
	Any badged service has to be capable of being service monitored and therefore later service managed.

	MSP SD21
	The ability to determine the affect of new subscriber volumes on services 
	This needs more analysis to define the requirement in more detail and to determine the functionality necessary to provide this information.    

	MSP SD22
	Visibility of Service Levels per corporate agreement
	This information will be relevant for many of the requirements documented for Service Delivery eg when determining the affect of outages, when prioritising faults etc.

	MSP SD23
	Central database for recording corporate service inventory details.  
	The content of this database requires definition but would need to include the following :

Outage Contacts

Subscribed Services

Service Levels

This requirement must be considered in conjunction with CC06. 

	MSP SD24
	Visibility of 3rd party managed services.
	This requirement needs more analysis to define the detail, but it is expected that this requirement would include performance information in order to determine the affect of these managed services on the MSP’s end-to-end service. 


2.3 Customer Care 

	Ref.
	Requirement
	Comments

	MSP CC01
	A facility that acknowledges the current location of an individual customer (ie the current cell serving the customer) and displays the status of all subscribed services, along with a meaningful description of any diagnosed service problems.
	This requirement could be considered to be a ‘wrapper’ round some of the other building block(s) identified below. These ‘wrapped’ building block(s) include checks on the following – the customer’s provisioning, the location- dependent part of the service(s), and the service-dependent part of the service(s) being accessed by the customer.

	MSP CC02
	Customer alerts facility.


	This facility should alert customers to service outages and resumptions – both current and future. 

It must be configurable according to individual customer profiles – this includes configuration by the customer.

Although it is easiest to consider service-dependent outages under this requirement, consideration should be given to the location-dependent component. For example, customers could be given the opportunity to specify locations for which they require outage and resumption notifications.

	MSP CC03
	Report generation facility.


	This facility should be able to define default and ad-hoc report sets per corporate or individual customer.  The information included in the report should be configurable (e.g. information can be selected from a list).  The reports should only be available on-line to ensure consistency with the billing approach which does not allow for printed reports.

The reports might include the following :

· Service performance

· Service faults

· Service availability

· Service usage

· Service support calls 

	MSP CC04
	A facility to automatically send reports to selected customers at predefined times, if required.
	The availability of this facility would cut out intermediate handling of the report where this activity added no value.

	MSP CC05
	Integration with Customer Care systems.
	The systems with which the S&NM building block(s) will be required to integrate include Zero-Touch, One-Touch, Babylon, Jupiter and Geneva.

	MSP CC06
	A facility to manage the service inventory per Corporate.
	This would include configuration information eg number of laptops and service level information 

	MSP CC07
	Geographical representation depicting the current coverage.
	This facility will take account of service-affecting outages (e.g. loss of 3rd Generation in a cell), and 3rd Generation coverage areas.  It should also give an indication of theoretical coverage both in and out of car.

It is necessary for the information relating to the availability of 3rd Generation in a cell to be reliable. This is raised in the Programme Risks and Issues Register.

	MSP CC08
	Geographical representation depicting the expected future status (coverage and capacity).
	The expected future status of the service includes the addition of new cells and upgrades to the capacity of existing cells. Information on the target dates for activation of the upgrades is to be made available.

	MSP CC09
	Provision of information relating to the historical availability and performance over a predefined period.
	The format of the performance information is yet to be defined however it is expected to include both throughput capability and actual usage.

‘Historical’ in this context includes recent history ie one hour and older. 

A suitable period for the availability of this information might be 4 weeks.

	MSP CC10
	A facility to generate a report on the historical availability and performance over a predefined period.
	The cell or cells to be included in the report should be selectable.

	MSP CC11
	Display of daily and hourly congestion trends per location (3rd Generation bearer cell).
	This requirement will empower the advisor with information regarding busy periods for a particular location. 

	MSP CC12
	Access to service-affecting outage information for historical, current and future outages.
	For each 3rd Generation bearer cell the following outage information will be made available:

· Current outages. The information available will include the time at which the service was lost and the estimated time of restoration.

· Historical outages. The information available will include the time at which the service was lost and the restoration time.

· Planned outages. The information available will include the time period during which the service is expected to be lost.

Outage information will include a clear statement on the service impact.

Outage information will be accessible by time and location.

	MSP CC13
	Display of the current status (availability and performance) of each service (e.g. Mobile Office for Boots).
	The format and content of the availability and performance information will be dependent on whether or not the S&NM building block(s) has clearance to access the service in the same manner as a typical user. If such clearance is not available then performance information for equipment beyond the CPE Router will not be provided.

It will be possible to view this information for a number of services simultaneously.

	MSP CC14
	Display of daily and hourly congestion trends per service.
	This requirement will empower the advisor with information regarding busy periods for a particular service. 

	MSP CC15
	Display of information depicting the expected future status.
	The future status information is expected to relate mainly to the addition of new services. That is, it is likely to be a list of future services together with their expected introduction date.

	MSP CC16
	Provision of information relating to the historical availability and performance over a predefined period.
	The format of the performance information will be dependent on the type of service.

‘Historical’ in this context includes recent history ie one hour and older. 

A suitable period for the availability of this information might be 4 weeks.

	MSP CC17
	A facility to generate a report on the historical availability and performance over a predefined period.
	The service or services to be included in the report should be selectable.

	MSP CC18
	Access to service-affecting outage information for historical, current and future outages.
	For each service the following outage information will be made available:

· Current outages. The information available will include the time at which the service was lost and the estimated time of restoration.

· Historical outages. The information available will include the time at which the service was lost and the restoration time.

· Planned outages. The information available will include the time period during which the service is expected to be lost.

Outage information will include a clear statement on the service impact.

Outage information will be accessible by time and service.

	MSP CC19
	A facility to check the customer’s provisioning and system configuration.
	The information provided will include:

· A list of the services provisioned for that customer.

· Whether or not the appropriate parts of the network (e.g. HLR) are configured according to the provisioning.

	MSP CC20
	A facility to display and/or report information on the recent 3rd Generation experience of a particular customer.   
	The information provided will include:

· Statistics on attachment and establishment of PDP contexts. This will include number of attempts, number of failures etc.

· Amount of data sent to and transmitted by that user.

This information may be available from the billing records.  If not the customer will require a device which supports the facility to record the above information. 

	MSP CC21
	A facility to test the connection between any user who is currently attached to the network and the appropriate CPE Router.
	

	MSP CC22
	A means of controlling customer’s equipment remotely.
	This facility would assist with customer queries (eg it would allow Customer Care to remotely demonstrate the use of Zero Touch or Babylon to a customer). 


2.4 Marketing 

	Ref.
	Requirement
	Comments

	MSP MK01
	Information regarding QoS monitoring. 
	QoS monitoring information must be made available to support QoS.  The QoS measures for the 3rd Generation bearer service are :

· Throughput

· Latency

· Service Precedence

· Reliability

	MSP MK02
	Service performance statistics for both the location-dependent and service-dependent components of the 3rd Generation services.
	The following location-dependent statistics may be required and would help identify hotspots :

· Latency

· Utilisation

· Throughput speed

· Download times for specific tests (e.g. test web page, 100kbyte file)


	MSP MK03
	Statistics regarding Gi link capacity and usage.
	Also requires a process for communicating to customers when the usage is approaching capacity and therefore threatening their QoS see MSP CCP6.

	MSP MK04
	Statistics regarding 3rd Generation bearer service performance benchmarking against other network operators.
	Marketing requires this information to be fully aware of the position of the service in the market place.

	MSP MK05
	Service usage statistics. 
	


3. Mobile Network Operator

3.1 Network Planning & Development

	Ref.
	Requirement
	Comments

	MNO

NP1
	Both real-time and historical traffic levels and performance information should be available to be presented to users and exported to another existing NMS.
	

	MNO

NP2
	All Planning tools for Radio, Transmission, & Core Network must interface with the 3G Network Management platform. 
	

	MNO

NP3
	Each Network Element Manager shall provide software management functionality and be able to store the current and previous software versions for all the elements it manages.
	


3.2 Network Inventory Management

	Ref.
	Requirement
	Comments

	MNO

NI1
	Any Inventory management solution should include both Physical and Logical Infrastructure.
	

	MNO

NI2
	The Inventory System shall be able to auto discover all network equipment as and when it is activated. The Inventory system shall also be able to accept location information (building /floor /room /suite /rack /shelf, etc) manually via a Web enabled interface. 
	


3.3 Network Provisioning

	Ref.
	Requirement
	Comments

	MNO

NP1
	The configuration data on all items included in the 3G network shall be easily definable both in the case of a singular parameter change on 1 element through to multiple parameter changes across various elements in the network.
	

	MNO

NP2
	The configuration data stored within the Network Management System shall be available for output to any other management system. 
	

	MNO

NP3
	The stored network configuration shall be capable of being compared to the actual 3G network and any discrepancies reported.
	

	MNO

NP4
	Element Managers shall have the ability to assign, re-assign, and recover resources for its associated equipment or groups of equipment for the purpose of Service Provisioning.
	


3.4 Network Maintenance & Restoration

	Ref.
	Requirement
	Comments

	MNO

NM1
	The alarm and event notifications from the NEM shall include sufficient information to allow the Fault Monitoring system to unambiguously identify the type of notification being raised and the equipment generating the alarm/event.
	

	MNO

NM2
	All alarms will be presented on the Network Element Manager in a time frame that is less than 1 minute.
	

	MNO

NM3
	Alarm correlation shall be completed at the Network Element Manager for the all the alarms that are generated by the elements that it manages.
	

	MNO

NM4
	All element Logs will be available to allow a network operator to confirm any diagnosed fault that is offered from the 3G Network Management System.
	

	MNO

NM5
	The Network Element Manager shall be capable of automatically fixing any first line problems except where hardware change-out is required. When an auto-fix has occurred a notification of the problem should be able to be sent to a network operator. The notification should include details of the corrective action that was undertaken. 
	

	MNO

NM6
	The Network Element Manager shall be able to suppress the generation of alarm and event notifications destined for the fault monitoring system.  This capability is referred to as Event Forwarding Discrimination (EFD).  It shall be possible to suppress alarm and event notifications based upon any combination of the following plus any vendor recommended criteria:

1. alarm or event type;

2. alarm severity;

3.  exclusion of ‘non-alarm’ events.

4. any low-level alarm notifications that are successfully correlated by the NEM.
	

	MNO

NM7
	The transfer of large volumes of alarm and event notifications between the NEM and the fault monitoring system shall not impair the ability of the NEM to be managed by the NMS or delay the receipt of critical alarms by the NMS.
	

	MNO

NM8
	All alarm and event notifications (even surpressed alarms & events) shall be recorded in log files on the file system of the NEM.  The NEM shall have sufficient capacity to store historical event logs for a minimum period of 7 days.  The NEM shall provide operators with access to the contents of the alarm and event log files
	

	MNO

NM9
	The alarm notifications shall include an indication of the NE supplier’s view of the severity of the condition being reported.  The alarm and event notification shall include the date and time at which the associated condition occurred.  This date and time shall be specified relative to a fixed epoch.
	

	MNO

NM10
	When alarms and events are notified through a dedicated element manager (proxy) the alarm and event notifications shall include the identity of the NE reporting the alarm or event.  This identity shall be re-definable by the MNO without the support of the NE supplier
	

	MNO

NM11
	The alarm and event notifications shall include other details pertinent to the alarm or event instance.  Where possible the information in an alarm notification shall be sufficient to:

1. localise hardware failures within the NE to a replaceable unit;

2. localise software failure to identifiable software process     level;

3. Provide the diagnostic information required to determine the actual cause of the event and to determine appropriate remedial action.
	

	MNO

NM12
	The Network Element Manager shall allow buffering of alarms to cater for any loss of contact with the NMS.  The frequency of re-establishment of the connection attempts shall be operator definable
	

	MNO

NM13
	There shall be enough capacity in processing and disk space on the Network Management Systems to allow the MNO to be able to load any commercially available security or enterprise products we wish to utilise.
	

	MNO

NM14
	The network management systems shall be available for 99.8% of any given time period.
	

	MNO

NM15
	A comprehensive Audit Trail process should be provided with the solution.  
	

	MNO

NM16
	User interfaces contained in the Network management solution should be web enabled and conducive to a PC based monitoring environment. 
	

	MNO

NM17
	All platforms/systems provided in the 3G Network Management Solution shall provide information on their own functionality and performance.
	

	MNO

NM18
	The generation and distribution of Network Events shall be controllable by a configurable Event policy.
	


3.5 Network Data Management

	Ref.
	Requirement
	Comments

	MNO

ND1
	The Network Element Manager shall gather and provide access to performance-related metrics suitable for supporting the following application areas:

Capacity planning for example carried traffic, system processor utilisation etc.

The NEs performance against SLAs defined between MNO and the NE supplier.

The NEs performance against SLAs defined between MSP and its customers.

Providing early diagnosis of network-level faults through trend, and other statistically based analysis.

The statistics provided from the NEM need to support all QoS requirements that are specified in 3G standards.


	

	MNO

ND2
	It shall be possible to alter the interval over which performance-related metrics are accumulated.  As a minimum the NEM shall provide support for two accumulation intervals:  15 minutes and 1 hour
	

	MNO

ND3
	The performance-related metrics shall be individually time-stamped in order to support correlation with performance-related metrics from other systems
	

	MNO

ND4
	The facility to trace a customer (i.e. provide details on location, calls, times, etc)? will be required for 3G and the trace output will also have to be made available through the 3G network management system and to any existing NMS.
	


