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1
Decision requested

SA5 is asked to agree the content as technical proposal in this pCR.

Discuss and approve the text proposal.
2
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Rationale

Previous discussion and agreement on TR 28.804 [1] clarified that tenant in 3GPP management system is referred to group of users in 3GPP network, identified as tenant (e.g. enterprise). Typical use case of tenancy concept should be applied to use case of network slice 3GPP management capability to operator 3rd party customer, as written in TR 28.804 [1].

SA5 should take into account the data isolation implications that can be derived from tenancy concepts in 3GPP management system. The MOIs (managed object instances), defined in specification of 5G network and network slice management and orchestration, gives proper granularity of management objects for the purpose of management service exposure, while management service instance, composed of specified component A, B and C, according to TS 28.533 [2], provides the needed management framework flexibility. 

Since S-NSSAI is used for identification of network slice instance in 3GPP network, the corresponding identifier equal to S-NSSAI could be introduced as reference to management data consumed by tenant. For example, when management service is exposed to tenant, for providing management data of a specific network slice instance, the association with the management data may also be needed. 

That implies that specific managed object could be defined for tenants in case management services, specified in 3GPP, will be exposed to multiple tenants. Any measurement for tenant related management purpose can also be potentially based on S-NSSAI granularity.

The 3GPP network function varies for different implementations (e.g. NF, PNF, etc.), but 3GPP NF, as well as 3GPP PNF, can support management data isolation on a level of network slice instance.

Since 3GPP network, partially or fully, can be built also on virtualization platform, where VNF is composed of multiple VNFCs, the management data isolation requirements can be further fulfilled in more details, as part of an internal implementation.

Hence, for tenancy concept data isolation fulfilment, the following data levels should be considered:

1. NF exposed S-NSSAI and NSSI level PM data, regarding and NSSI and shared NSSIs;
2. NSSMF exposed S-NSSAI and NSSI level PM data, regarding an NSSI; and,
3. NSMF exposed S-NSSAI and NSSI level PM data, regarding an NSI.

4
Detailed proposal

	Modified Section in 28.804


4.X
Isolation in 3GPP management system

3GPP management system supports NRM IOCs for 5G network NFs and network slice. When group of users of 3GPP management system, identified as tenant, are consuming same or different management service, different isolation of management data should be available for them. 

The management data isolation privilege should be reflected in individual tenant subscription. Tenancy concept in 3GPP management should be able to support management data isolation in 3GPP management system.

This implies that for tenants, consumed management data should be further detailed, for example, by providing measurements on level S-NSSAIs.

Management data isolation in 3GPP management system may include the following data:

1. NF exposed S-NSSAI and NSSI level PM data, regarding and NSSI and shared NSSIs;

2. NSSMF exposed S-NSSAI and NSSI level PM data, regarding an NSSI; and,

3. NSMF exposed S-NSSAI and NSSI level PM data, regarding an NSI.

4.Y
Isolation in virtual resource management domain

From management perspective, the tenant of virtual resource represents a group of users. Virtual resource management should support isolation for virtual resource and related management data. For example, OpenStack considers tenant as a project or group of user, used to access compute resource that can be shared or isolated. 

The tenancy concept in 3GPP management cannot fully be applied to virtual resource management. On the other hand, 3GPP network as project in virtual resource environment is built on virtualization platform and can be presented as standalone tenant accessing virtual resources. In general, virtual resource management systems are expected to support virtual resource isolation requirement and related management data.

The fallowing tenant scenarios of virtual resource management isolation can be considered:

· Scenario 1: 3GPP network (e.g. an operator’s network) as tenant accessing the virtual resource management;
· Scenario 2: Multiple subnet networks of a 3GPP network (e.g. different parts of an operator’s network) accessing virtual resources as more than one tenant.

NOTE: Use cases are expected to further identify the scenarios for tenant isolation in different virtual resource management domain.
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