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7.1.4
Port usage

GPRS charging may be facilitated by sending the CDRs from the GSNs to the CGF over the Ga interface.  The Path Protocol may be UDP [compliant with STD0006] or TCP [compliant with STD 0007].

7.1.4.1
UDP as the Path Protocol

Ports for signalling the request messages:

-
The UDP Destination Port may be the server port number 3386 which has been reserved for GTP. Alternatively another port can be used which has been configured by O&M. 

-
The UDP Source Port is a locally allocated port number at the sending GSN.

Ports for signalling the response messages:

-
The UDP Destination Port value shall be the value of the Source Port of the corresponding request message.

-
The UDP Source Port shall be the value from the Destination Port of the corresponding request message.

7.1.4.2
TCP as Path Protocol

The TCP Destination Port may be the server port number 3386 which has been reserved for G-PDUs. Alternatively another port may be used as configured by O&M. Extra implementation specific destination ports are possible but all CGFs shall support the server port number. If TCP is used as the Path Protocol, the reserved server port numbers 2123 and 2152 should not be used, since they are allocated for GTP-C and GTP-U messages that are expected to always be carried with UDP being as the Path Protocol, starting from the GTPv1.
The TCP Source Port is a random port, locally assigned at the sending GSN.

7.1.4.3
Network layer and lower layers

Beneath the Path Protocol there is the network IP layer which shall be the Internet Protocol (IP) compliant with STD 0005. Beneath the network IP layer are the L2 and L1 layers, which are not specified in this document.

7.1.5
Charging related requirements for GPRS nodes

Each GPRS node (SGSN, GGSN, CGF, and in future the PTM-SC) supporting GTP’ shall be capable of handling or responding with a "Service/Version not supported" message if that node is configured to be addressed by another GPRS node.

When a new PDP context is activated or after an inter SGSN handover the GGSN will inform the related SGSN which CGF it should send its CDRs to. All other non PDP context related CDRs are sent to the current default CGF for that CDR generating node. Each CDR generating node will have an O&M configurable CGF address list to which it can send its CDRs. The list will be organized in CGF address priority order. If the Primary CGF is e.g. out of service, then the CDR generating node shall send the CDRs to the Secondary CGF and so on.

Each GPRS CDR generating node will only send the records to the CGF(s) of the same GPRS PLMN, not to CGF(s) located in other PLMNs.

Each CGF in the GPRS PLMN shall know of all other CGFs network addresses. This is achieved by O&M configuration facilities that will enable each CGF to have a configurable list of peer CGF addresses.
The L2 and L1 are not specified and there may be routers between the nodes communicating with GTP'. To avoid PDU fragmentation, the maximum N-PDU size is defined to be 1500 octets.
7.2
The GTP' charging protocol

This subclause describes the features of the GTP' protocol. For the message types mentioned in the chapter "Reused GTP Message Types", see also the related subchapters in TS 29.060.GTP' is used for GPRS and 3G charging data collection.

7.2.1
Usage of GTP Header in charging

The start of the GTP header defined in TS 29.060 is reused. In GTP' messaging, only the signalling plane of GTP is partly reused.

Bit 5 of octet 1 of the GTP header is the Protocol Type flag and is '0' if the message is GTP'.

The Version bits indicate the GTP' protocol version when the Protocol Type flag is '0'.

Bit 1 of octet 1 is not used in GTP' (except in v0), and it is '0' in the GTP' header.

The Length indicates the length of payload (number of octets after the GTP' header).

The Sequence Number of the packet is part of the GTP' header.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	PT
	Spare ‘ 1 1 1 ‘
	‘ 0 ‘

	2
	
	Message Type

	3 - 4
	
	Length 

	5 - 6
	
	Sequence Number


Figure 12: GTP' header

7.2.2
Information elements

The messages may contain several information elements. The TLV (Type, Length, Value) or TV (Type, Value) encoding formats shall be used for the GTP’ information elements. The GTP’ messages shall have the information elements sorted with the Type fields in ascending order. The Length field shall contain the information element length excluding the Type and Length fields. 

Within the Type field the most significant bit will be set to 0 when the TV format is used and set to 1 when the TLV format is used. 
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Figure 12a: Type field for TV and TLV format

7.3
GTP' Message Types

7.3.1
List of all GTP' message types

GTP' defines a set of messages between two associated nodes. The GTP' messages defined are shown in table 11. The messages introduced by GTP' are printed in this table in boldface.  The other messages are inherited from GTP protocol.
Of the GTP' introduced signalling message types, Node Alive Request, Node Alive Response, Redirection Request and Redirection Response belong to the "Path Management messages". The Data Record Transfer Request and Data Record Transfer Response  form the message type group "Record Transmission messages".

The reserved fields in the signalling messages shall be filled with ones, and are intended for future use.

GTP’ reuses the GTP Cause values. The message type numbers required for GTP', but which were before not in GTP, have been derived from the unallocated message type number space specified in the GTP message table defined in the TS 29.060.

The number ranges allocated for GTP’ are as follows: 

For Information Elements: 117-127 (TV type fields) and 239-254 (for TLV type fields).

TLV Information Element types introduced in this specification:

254
Address of Recommended Node

253
Requests Responded

252
Data Record Packet

251
Charging Gateway Address  (this IE is also used in TS 29.060)

250
Sequence Numbers of Cancelled Packets

249
Sequence Numbers of Released Packets

TV Information Element types introduced in this specification:

127
Charging ID

126
Packet Transfer Command

For Cause Codes:  Cause values used in requests: 49 to 63, Cause values used in responses indicating acceptance: 177 to 191, Cause values used in responses indicating rejection: 241 to 255.

Charging related Cause values introduced for this specification:

In requests:

63   
This node is about to go down

62   
Another node is about to go down

61   
The receive buffers are becoming full

60   
The transmit buffers are becoming full

59   
System failure

In responses indicating acceptance:

-

In responses indicating rejection:

255   
Request not fulfilled

254   
Sequence numbers of released/cancelled packets IE incorrect

253
Request already fulfilled

252
Request related to possibly duplicated packets already fulfilled

The charging related message types are listed in the following message table.  Those GTP' messages that are listed in boldface in the table, are defined in this document, the other GTP' messages listed in the table are inherited from the GTP protocol. For a description about the GTP messages reused in GTP', see the chapter "Reused GTP message types" of this document, and for further details about those messages, see the GTP documentation (in 3G TS 29.060).
Table 11: GTP' messages

	Message Type value

(Decimal)
	GTP' message

	1
	Echo Request

	2
	Echo Response

	3
	Version Not Supported

	4
	Node Alive Request

	5
	Node Alive Response

	6
	Redirection Request

	7
	Redirection Response

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	240
	Data Record Transfer Request

	241
	Data Record Transfer Response

	
	

	
	

	
	

	others
	reserved for future use


7.3.2
Reused GTP message types

The existing Echo Request and Echo Response messages defined in TS 29.060 are also used in GPRS charging. They may be used by the CDR generating nodes SGSN or GGSN, or by the CGF for checking if another GSN or CGF is alive. If this specification and TS 29.060 differ in their description then the TS 29.060 is to be taken as the latest specification status of the related Information elements. If the path protocol is TCP, Echo Request and Echo Response messages are not required.

The Version Not Supported message in the GTP’ resembles much the corresponding GTP message. It indicates the latest GTP’ version that the GTP’ entity can support. If a receiving node receives a GTP’ message of an unsupported version, that node shall return a GTP’ Version Not Supported message indicating in the Version field of the GTP’ header the latest GTP’ version that that node supports. The received payload data of the GTP’ packet shall then be discarded.

The Version bits in the GTP’ header have currently the following possible values:

GTP’ version 0 (binary ‘000’) is the GSM 12.15 v7.0.0 (October 1998) level, with the following Message Type values: 3 = Version Not Supported, 4 = Node Alive Request, 5 = Node Alive Response, 6 = Redirection Request, 7 = Redirection Response. In Chapter 7.3.4.6 the Requests Responded information element has Length field in place of the Number of Requests Responded field, to make that TLV IE to be handled like normal TLV IEs. If the GTP' v0 is used in parallel to GTP' v2 or a newer version, then a 6 octet header length (with no trailing dummy octets) is used also with v0 (like in GTP' v2). The mark of the usage of GTP' v0 with 6 octet header (instead of the original 20 octet long header) is then the version bits being 0 and the bit 1 of octet 1being  '1' (instead of '0').

GTP’ version 1 (binary ‘001’) is the same as version 0, but with the duplicate CDR prevention mechanism, introduced in this specification version.

GTP' version 2 (binary ‘010’) is the same as version 1, but the header is just 6 octets long (no unused trailing octets). IPv6 address type also supported (for Address of Recommended Node information element of the Redirection Request)
<END OF MODIFIED TEXT PART>

7.3.4.5.2
Information Elements in Data Record Transfer Request

Table 16: Information elements in a Data Record Transfer Request

	Information element
	Presence requirement

	Packet Transfer Command
	Mandatory

	Data Record Packet
	Conditional

	Sequence Numbers of Released Packets
	Conditional

	Sequence Numbers of Cancelled Packets
	Conditional

	Private Extension
	Optional


7.3.4.5.3
Packet Transfer Command IE

The value of the Packet Transfer Command in its information element tells the nature of the message:

1 = ‘Send Data Record Packet’

2 = ‘Send possibly duplicated Data Record Packet’

3 = ‘Cancel Data Record Packet’

4 = ‘Release Data Record Packet’

The following describes the usage of each Packet Transfer Command.

1)
Send Data Record Packet. This is used for the normal CDR sending, and it is the usual Packet Transfer Command, other commands being used only in error recovery cases. Of the conditional IE’s, the "Data Record Packet" is present in the message.

2)
Send possibly duplicated Data Record Packet. When the CDR packet is directed to a secondary CGF (by a CDR generating node) because the currently used CGF not working or the CDR transfer is not working properly, then this Packet Transfer Command is used instead of the normal ‘Send Data Record Packet’. Of the conditional IEs, the Data Record Packet" is present in the message, when sending the message to a CGF acting as temporary storage, when the original primary CGF could not be contacted. This Packet Transfer Command is used also when sending "empty" test packets with older (but not yet acknowledged) sequence numbers after a peer node or link recovery, to check if the CGF had received some Data Record Packets (whose acknowledgement did not come to the Data Record Packet sending node) before the link to the recipient node become inoperable.
3) Cancel Data Record Packet. Of the conditional IE’s, the "Sequence Numbers of  Cancelled Packets" is present in the message.

4)
Release Data Record Packet. Of the conditional IE’s, the "Sequence Numbers of Released Packets" is present in the message.
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Figure 15: Packet Transfer Command information element

After the CGF has received the Packet Transfer Command ‘Release Data Record Packet’ with the Sequence Number(s) for earlier sent ‘Send possibly duplicated Data Record Packet’ command(s), it can consider itself authorised to send the Data Record Packets previously marked as possibly duplicated towards the Billing System as normal (not duplicated) CDRs.

7.3.4.5.4
Data Record Packet IE

The Data Record Packet element, which is present conditionally if the Packet Transfer Command is ‘Send Data Record Packet’ or ‘Send possibly duplicated Data Record Packet’, may contain one or more data records. If an "empty packet" is to be sent (for testing if a recently recovered peer node has earlier received a packet with this sequence number), then the Data Record Packet IE contains only the Type (with value 252 in decimal) and the Length (with value 0) fields. The format of the records is ASN.1 or another format, identified by the Data Record Format. The Data Record Format Version numbering starts from 1. 
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Figure 16: Data Record Packet information element
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