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1
Decision/action requested

New Key issue identified which gives HPLMN OCS control over VPLMN IP-CAN bearers
2
References

 [1]
3GPP TR 32.843 Study on Inter-PLMN PS domain online charging
 [2]
3GPP TS 32.299 Telecommunication management; Charging management; Diameter charging applications.
3
Rationale

This pCR has the purpose to highlight the security threat to VPLMN operators when creating dcca sessions towards an inter-PLMN OCS. It also proposes a possible solution.
4
Detailed proposal

In this pCR a new key issue is added to the Inter-PLMN Diameter connection aspects (chapter 4.4) in TR 32.843[1].
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4.4
Inter-PLMN Diameter connection aspects 

4.4.6 Key issue # 12 - HPLMN OCS control over VPLMN IP-CAN bearer 

4.4.6.1
Description 

The Diameter Credit-Control Application (DCCA) for the Gy reference point, as defined by TS 32.299 [2] allows OCS to send commands to the PCEF  in order to allow, block, redirect or grant quota to a particular Rating Group (RG) (or combination of RG / Service Id (SI)). It can also send commands to the PCEF which apply to the whole bearer and not only to a particular RG or RG/SI. It can do so in order to allow a DCCA session to be created, to allow/reject bearer creation, to block all traffic or to terminate the IP-CAN bearer at any point.

Such behaviour works well because so far both, the OCS and the PCEF belong to the same PLMN (Operator who owns the IP-CAN bearer also owns the OCS, then OCS commands are aligned to its own policies).

With the introduction of Inter PLMN PS Online Charging, there is a problem because HPLMN OCS (H-OCS) could send a CCA command with Result Codes (RC) ordering to terminate the bearer at the VPLMN PCEF (V-PCEF).

VPLMN shall not grant a foreign OCS decisions about its own network. H-OCS shall only be given control over the Service Data Flows (SDF) which are reported to it. The IP-CAN session and IP-CAN bearers which the UE is using, belong to the VPLMN.

The IP CAN bearer at the V-PCEF can serve multiple SDF free-of-charge, which because are not chargeable, are not reported to HPLMN OCS (not RG assigned for this IP CAN bearer). If the H-OCS terminates the bearer, then also all the SDF, which are not chargeable will be terminated. 

VPLMN local policies should apply to the IP-CAN bearer, and HPLMN policies should apply to the RG reported to it.

With current Gy definition in TS 32.299 [2], at IP-CAN bearer creation, H-OCS can reject bearer creation by sending an appropriate general level RC (e.g. DIAMETER_USER_UNKNOWN). In this case VPLMN shall not start the DCCA session, but instead of rejecting the bearer creation it shall apply its own policies. E.g, reject bearer creation or to allow bearer creation with only free-of-charge traffic (chargeable traffic being blocked), or to redirect http traffic to http Servers at VPLMN so that subscribers can access free VPLMN services or purchase premium VPLMN services.

In a similar case, following H-OCS events which force the termination of the bearer (as the result of the trigger of failure handling mechanisms), should trigger only the disconnection of the DCCA session towards the H-OCS, however the action over the bearer (terminate the bearer or allow it to exist under VPLMN policies) shall remain under VPLMN control. Such events (which trigger the failure handling mechanism) are:

· Tw expired

· CCA[I] which triggers bearer termination

· CCA[U] which triggers bearer termination

· Abort-Session Request (ASR)
· Re-authenticate-Session Request (RSR) (which triggers a CCA[U] for terminating the bearer)

· Error RC (at general level) which trigger bearer termination

4.4.6.2 Current status

3GPP TS 32.299 [2] do not define any functionality which would allow the V-PCEF to reduce the H-OCS control over the bearer.

4.4.6.3 Alternative Solutions
4.4.6.3.1 Alternative Solution 1: Reduced HPLMN OCS control at V-PCEF
V-PCEF by analyzing the subscriber’s IMSI (subscriber’s PLMN-ID) can determine that the subscriber belongs to an Inter PLMN Online Charging agreement, then it can decide that the H-OCS shall be allocated limited control. 

Limited control for the H-OCS implies the following logic to be implemented in the V-PCEF for cases of Inter-PLMN Online Charging:

If H-OCS triggers (failure handling mechanism) the termination of the bearer, it shall be interpreted in the V-PCEF as an order to terminate all MSCC instances which are being reported to H-OCS (no traffic allowed for those SDF) and to terminate the DCCA session (no further communication to H-OCS for the duration of the bearer). Although the DCCA session is terminated, the bearer might be terminated or remain alive according to VPLMN policies (e.g. only free-of-charge traffic allowed, HTTP traffic redirected to VPLMN Advice of Charge (AoC) Server, etc.).

This solution can also be expanded to allow V-PCEF to implement additional rules to handle HPLMN OCS commands with the purpose of limiting the H-OCS control over the VPLMN. Such rules can be standardized (not recommended in order to allow for flexibility in Inter-PLMN Online Charging agreements) or can be vendor/operator specific.
Such rules (mapping from H-OCS command to local VPLMN policies) can be implemented as static policies at the V-PCEF according to the Inter-PLMN Online Charging agreement between VPLMN and HPLMN. 
Below an example of such implementation:

OCS Failure Handling Trigger    -     PCEF handling

RC: 5xxx        
-     apply handling of DIAMETER_CREDIT_CONTROL_NOT_APPLICABLE
     (dcca session is closed, offline charging might apply until the end of the bearer

ASR

-
apply handling of DIAMETER_CREDIT_CONTROL_NOT_APPLICABLE
       (dcca session is closed, offline charging might apply until the end of the bearer

RC: 4012              

-     terminates the bearer

RC: 4xxx            
-     triggers FAILURE-HANDLING-CONTINUE. 
      All chargeable traffic is blocked.
      Free traffic allowed. After 1 hour bearer is terminated.

Tw expired 

-     triggers FAILURE-HANDLING-CONTINUE.
      All chargeable traffic is blocked. Free traffic allowed. 
      After 1 hour bearer is terminated.

RC: 3xxx             

-     triggers FAILURE-HANDLING-CONTINUE. 
      Allows all chargeable traffic (e.g. recorded in CDRs for TAP inter-operator
      settlement)

In above example, it is assumed that the Inter-PLMN Online Charging agreement allows for the HPLMN to reject/terminate a bearer at VPLMN only if H-OCS issues RC [4012] at command level. For example, to allow HPLMN to block subscribers at VPLMN which have not adapt his account in due time.

Notice that above rules overwrites the OCS commanded failure handling mechanism (Credit-Control-Failure-Handling AVP at CCA) with local VPLMN selected failure handling mechanism for such UEs under a Inter-PLMN Online charging agreement.

4.4.6.4
Evaluation and recommendation

It is recommended to adopt the 3GPP DCCA to provide solution 1.
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